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Secure Systems User’'s Guide

Secure
Systems

Sensitive information is accessed and
transmitted through the HUD website on the
Internet. Therefore, a secure environment
was developed to ensure that HUD’s
information is protected.

An Internet user can access HUD’s system
information only after registering for a
Coordinator or User’s ID.

Objectives:

By the end of this chapter, you will be able
to:

e Register for Coordinator and User IDs
e Establish Coordinator Roles
e Provide Users with system access

e Designate system roles for the User
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1.1 Introduction

The purpose of this chapter is to familiarize PBCAs with HUD’s Web-based security software.
To protect the integrity, availability, and confidentiality of HUD information, proper security
measures were established. For example, a user ID and password are required to access HUD’s
secure systems. Potential users can register on-line for a user ID and a password.

Once you receive your user ID, you can access the Secure Systems page, which comprises
Multifamily Housing’s systems. The systems allow PBCAs to submit as well as retrieve
information from HUD. Authorized PBCAs can access MF Housing systems, which include:

e LOCCS
e REMS
e TRACS Internet Queries

1.1.1 Types of Users

There are two types of Internet users: Coordinators and Users. The Coordinator serves as the
PBCAs Executive Director’s representative and performs the administration functions for the
secure systems. The Coordinator assigns system rights and roles to each user. A Coordinator is
also responsible for forwarding information received electronically from HUD to the PBCA
Executive Director.

Although a User can enter or submit data to HUD, they cannot control access to the system. A
User depends on the Coordinator for the necessary system rights to enter, view, or submit data.

25 Note: The system limits each PBCA to two coordinators. It is recommended that the
PBCA Executive Director designate two Coordinators to ensure backup for daily system
administration needs.

e Coordinator -Each PBCA must designate a Coordinator, typically an employee, to
act as their representative in providing system access to Users. The Coordinator is
responsible for retrieving the User’s ID establishing the User’s role in the system.

e User - Unlike a Coordinator, registered Users cannot control system access or
perform system maintenance functions. The User must be assigned to a contract and
be given the proper roles to add, delete or update data. The User is dependent on the
Coordinator for system access as well as updating User information (e.g., email
address).

25 Note: The term “user’ is a generic term for individuals following the instructions of
this guide. If “User” (with a capital ‘U’) is discussed, it refers to a specific type of
Internet user (User v. Coordinator).
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1.2 Registering for a user ID

REMS users access HUD-sensitive information over the Internet, therefore, security registration
for a user ID is required. An Internet user can access system information only after registering
and receiving their user ID, then being assigned system and PBCA data rights.

All Coordinators and Users must submit a completed registration application to HUD to obtain a
user ID. The registration requires the applicant’s name, social security number, email address,
desired password and mother’s maiden name, as well as, the PBCA’s name and TIN/SSN. The
registration form is available online from the REAC web page.

To access the online registration application (for Coordinators and Users):

1. Enter the following URL address: www.hud.gov/reac in the Address field from your
Internet browser (e.g., Microsoft Internet Explorer). The Real Estate Assessment
Center (REAC) home page displays.

2 Real Estate hssessment Center (REAC) - HUD - Micrasoft Internet Explorer

Fle Edit View Favorites Tools Help o

Gﬁack - \EI] ;\J /.-K: Search ‘g‘l’i’Favor\tes wMed\a 6’-‘!’ - @ - % F

fice:

En espatiol | Text only | Search/index

Real Estate Assessment Center

Real Estate Assessment Center (REAC)
Real Estate

N rducts Effective Monday, March 15, 2004, the
@ Department of Housing and Urban
Development, Office of Public and Indian » Browser supporting 128 Bit
e o Housing - Real Estate Assessment Center encryption and S5L3 are
c'_’"_""'“_"q tiana [PIH-REAC) will be using your e-rail address required to access PIH-REAC
Calendar ; : ; ;
in the Public and Indian Housing Information applications. More (p2/15:6a)

Industry user guides

Center (PIC) as the OMLY official source of this
contact information. More... (03/0104)

-

HUD settles proposed
debarment of Texas CPA firm

« IMPORTANTII for deficient auditing
The Youcher Management System (VMS) is procedures, Enforcement
experiencing technical difficulties. The problem Actions (11/25/01)
HUD news is currently being addressed. Please contact
the Technical Assistance Center at 1-588-245- ¥ Maorth Carolina State Board of

Figure 1. REAC Home Page

25 Note: This page is updated on a regular basis, therefore, the appearance may vary.

2. On the left side of the screen, click on the Online systems link. The REAC Online
Systems screen displays.
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T Real Estate Assessment Center

and Urban D

Online Systems
Real Estate

Assessment Center
About REAC « IMPORTANTII

Businéss area praducts The Voucher Management Systemn (VMS) is

Businesd partnérs experiencing technical difficulties, The problem is
Online syatenms currently being addressed. Please contact the
Camman questians Technical Assistance Center at 1-G88-245-4860
Calendar for assistance. (03/01/04)
Industry user guitdes
Library INCREASED SECURITYI
Effective §:00 PM on August 13, 2004 anline
security measure will be increased, PIH-REAC
applications will only be accessible using a
browser supporting 128 Bit encryption and S5L3.
More. .. (p2/18/04)

Directary
Training

Technical auppart
Cantact vy

HUD news

ATTENTION — FOR THE LATEST GUIDANCE
ON THE WAI¥ER PROCESS (02/05/04)

Homes

Communities

ATTENTION — FOR THE LATEST GUIDANCE
ON THE APPEALS PROCESS (pa/os/nd)

Working with HUD

Youcher Management System (¥MS) next
collection cvele beains on 2/16/04 and runs

Resources

En espafiol | Text only | Search/index

(3 Local informatian
& Frint version

=] Email this to a friend

Exigting users log in below

LOGIN |

et ta access HUD systens? Register
Bekawi

Online Regitiation

PASSWORD RESET

Hate: Pasward reset will require you to
pravide exact infarmation fram yaur ariginal

registratian,

Figure 2. Online Systems Screen

3. Click on ' Onfine Regstration: (Online Registration). The Need a User ID? screen displays.

Homes &
commuﬂ_ﬁflgs Real Estate Assessment Center

NEED a USER ID?

Abaut REAC

Busi area producta
partners

Online syatens

Camman question b Multifarmily Housing Entity

Seeriian b Bublic Housing Agency

R L b Independent Uaer

registration form.

Litirary

Directary
Training

Technical 3uppart
Cantact ug

Complete registration instructions are available, or
go directly to the appropriate secure connection

En espanol | Textonly | !

(3 Local infarmation
& Print vemion

=[] Email this to a friend

Figure 3. Need a User ID? screen

4. Click on the Multifamily Housing Entity link. The Multifamily - Coordinator and

User Registration form displays.
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Multifamily
Coordinator and User Registration

To apply fora System Coondinator ID, check the "Coordinstor" adio button, 1l ot the forn below, and click Send Applization when you ae through.
[Tpon verification of the inforeation below, an D will be assigned and mailed to the CEO of the HUD-registered entity specified below. The password will
nothe disclosed, so make sure you rerenber itll]

To apply for a tegular User ID, check the "User" racho button, fill out the form below and click Send &pplisation when you s through. Upon verification of
the irformation below, 2 user 10 will be assigned, and the System Coordinatar of the HOD-registered entity specified belw will retrizve the wser [D. The
password will not be disclosed, 50 take sue you remerhber it |

Lrd remercher
Warning ! Miruse of Fadeval Infovmation ot this Web site falls under the provisions of Title 18, United States Code, saction 1030 This law specifias penaltios for
din ired acoess, ion, damage or ion af inf ion residing on Faderal Computers.

Figure 4. Registration Form

25 Note: Except for the middle initial, all fields on this online application are required to
receive a Coordinator or User ID.

425 Note: The form sections below have been subdivided for instructional purposes.

1.2.1 Coordinator Registration

The Coordinator serves as the PBCAs Executive Director’s representative in controlling access
to the system and performing other system administration functions.
To register as a Coordinator:

1. On the Multifamily Coordinator and User Registration screen, in the Application
Type field, click on the Coordinator radio button.

Application Type: [ST0giniE1a |

2. Enter the following Coordinator information:

e First Name

e  Middle Initial, (optional)
e Last Name

e Social Security Number

May 2004 5
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First Name: IJ ohn
Middle Initial: [
Last Name: IJDhnsnn

Social Security Number: IT:;S- i Fg i iﬁ?ae

25 Note: You can use the Tab key to move from one field to the next.

3. Enter the following PBCA information:

o Organization/Individual Name (PBCA’s name)
e TIN/SSN (for PBCA)

e Organization or Individual (select a radio button)

Organization/Individual Information

* Prowde the name of the HUD-registered Orpanization or Indmdual you represent
* Provide the Tax Identification Mumber or Social Security Number
* Specity whether the HUD-regstered entity you represent 15 an Crgamization or an Indiidual

Organization/Individual Name: IAK Development Finance Auth.

TIN/SSN: |112225689

Organization * Individual ©

4. Type your email address.
[E-mail
JIJArha.
Address: ! fuba. org

5. Enter your password.

Password: !”””

Re-enter Password for Verification: |*+##+*

25 Your password must be six characters, and can consist of letters and/or numbers.

time you access HUD'’s secure system.

25 Note: Important: Your password is recorded EXACTLY as you type it, so remember how
you enter any letters—uppercase or lowercase. Also, this password will be used each

6. Enter your Mother’s Maiden Name.

Mother's Maiden Name: |zuitt]
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425 This information is used for future verification  (e.g., if you forget your password).

7. Check to ensure that the information in each field is correct.

8. Click on the [_2endAmicain | byytton. A confirmation screen displays.

Alternative Option

To correct a single entry, double-click in the field and enter the correct information.

OR

To clear all the fields, click on [_CiearFietds | and re-enter all of the information

System Coordinator Registration

SYSTEM COORDINATOR REGISTRATION CONFIRMATION:

First Nama: JOHIY

Middle Initial: G

Last Nawne: JOHINSON

Soeial Seeurity Number: 224-45-6789

Organization Name: AK DEVELOMENT FINANCE AUTH.
Organizaiion ID:

F-mmi Address: JlJi@mha.org

Mathers Maiden Name: SMITH

You are registering as a Participant Coordinator for the Participant ARKANSAS DEVELOPMENT FINANCE AUTHORITY -
Please confirm the following address for ARKANSAS DEVELOFMENT FINANCE AUTHORITY.

PO Box
100 Main, Suite 200
LITTLE ROCK AR 72203-8023

Tour requested Cootdinator ID or activation code mmbet will be mailed to the above address associated with the property owner, PHA or other HUD
program participant you seck to represent as a coordinator, You will need to obtain your [DVcode number from the program participant's CEO or
Executive Director at this address. If you do not recognize this as a current, complete or correct address associated with the HUD program participant you
seek to represent, please cancel this application and have the program participant contact the appropriate HUD field office representative to obtain a
clarfication or cotrection of the address. If you do not know the HUD field office contact for this program participant, communicate your address concern
to the REAC Customer Service Center, via the below e-mail click boxz at REAC_CSC. Please provide your name and daytime phone mumber.

Confirm / Submit Cancel Application

Commenis or Questions <REAC CSC@hud.gov=

Figure 5. Coordinator Registration Confirmation
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&5 Note: Review all of the information for accuracy, especially the application type,
business partner information, and mailing address.

45 Note: The mailing address appears only for Coordinators (not Users). Do not proceed
with the application if this mailing address is inaccurate or you will not receive your
user ID. Ifthe PBCA’s mailing address is incorrect, contact your local HUD field
offices to have the information corrected.

9. If the information is accurate, click on |__Cenim (Submit{ ¢, submit the application. A
screen displays acknowledging acceptance of the registration application for further
processing.

OR

Click on [ Sancel Application |t return to the registration form.

PHA Coordinator Registration

< Message: STANDARD USER REGISTRATION ACCEPTED FOR FURTHER PROCESSING

SUCLESS

Firct Nawme: JOHIY

Middle Initial: J

Last Name: JOHNSON

Social Security Number: 123-45-7777

Crganization Nawme: COLUMBUS METROPOLITAN HOUSING
Organization ID: OHO001

E-mail Address: JJJ@mha.org

Mothers Maiden Nawme - SMITH

aiy 4
L
Heme|[Prewous

Clomments or Questions <REAC CSC@kud. gove

Figure 6. Registration Accepted for Further Processing.

25 Note: It is suggested that you print this page for future reference.

To receive your Coordinator ID:

Coordinator registration applications are processed nightly. The PBCA’s information is verified
and a user ID is generated. An email notification is sent to the Coordinator to confirm your
successful registration.
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HUD also sends a letter containing the user ID directly to the PBCA’s Executive Director (to the
address that was given on the registration page). This notification is generally sent out the next
business day following registration. The PBCA’s Executive Director should receive the letter
from HUD within 2 weeks. The Executive Director approves the Coordinator as their
representative by providing the Coordinator with their user ID. The letter does not contain your
password. You must remember the password you entered on the registration form.

1.2.2 User Registration

A User can be an employee of the PBCA or a third party authorized by the PBCA to submit data
for the PBCA.

To register as a User:

1.  On the Multifamily Coordinator and User Registration screen, in the Application
Type field, click on the User radio button.

Application Type: [Sginiea . |

2. Enter the following User information:
e First Name
e Middle Initial (optional)
e Last Name

e Social Security Number

First IName: !Jahn
Middle Initial: [1
Last Name: iJDhnsnn

Social Security Number: ;E 0 E L I????

25 NOTE: You can use the Tab key to move to the next field.

3. Enter the following PBCA information:

o Organization/Individual Name (PBCA’s name)
e TIN/SSN (for PBCA)

e Organization or Individual (select a radio button)

May 2004 9
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OrganizationIndividual Information
* Provide the name of the HUD-registered Orgamzation or Indiidual you represent

s Provide the Tax [dentfication Mumber or Soctal Security MNumber
» Specify whether the HUD-registered entity you represent is an Organization of an Individual

Organization/Tndividual Name: IJlK Developmwent Finance Auth.

TIN/SSN: |112225689

Organization * Individual ©

425 Note: This must be the TIN for the PBCA of the associated Coordinator.

25 Note: You must provide this information to receive your user ID.

4. Type your email address in the E-mail Address field.
F-mail
JIJAmha. org
Address: I

25 Note: It is important to provide your email address so that HUD can communicate with

you.
5. Enter your password. Your password must be six characters, and can consist of letters and/or
numbers.
Password: !*””*
Re-enter Password for Verification: [*+##++

25 Your password must be six characters, and can consist of letters and/or numbers.

25 Note: Important: Your password is recorded EXACTLY as you type it, so remember how
you enter any letters—uppercase or lowercase. Also, this password will be used each
time you access HUD'’s secure system.

6. Enter your Mother’s Maiden Name. This information is used for future verification (e.g., if
you forget your password).
Mother's Maiden Name: |Smith|
7. Check to ensure that the information in each field is correct.
10 May 2004
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25 Note: Review all the information for accuracy, especially the application type and
PBCA information.

8. Click on [_SemdAmicaion | 1o submit the application information. A confirmation page
displays.

Alternative Option

To correct a single entry, double-click in the field and enter the correct information.

OR

To clear all the fields, click opl Clear Flelds I and re-enter all the information.

Standard User Registration

STANDARD USER REGISTRATION CONFIRMATION:

First Nawme: JOHN

Middle Iitial: G

Last Name: JOHNSON

Social Security Mumber: 224-45-6789

Organization Name: AK DEVELOMENT FINANCE AUTH.
Organization ID:

H-wmail Addross: JJJ@mha.org

Mothers Maidern Name: SMITH

Yon are registering as a Participant User for the Participant ARKANSAS DEVELOPMENT FINANCE AUTHORITY -

Please confirm that you are registering as a Participant User and not as a Cooerdinator. After your registration is precessed, the coordinator for
ARKANSAS DEVELOPMENT FINANCE AUTHORITY will disclose your ID to you.

Caonfirm / Submit | Cancel Application |

Comments or Questions =REAC CSC@hud. gov>=

Figure 7. Standard User Registration Confirmation

9. If the information is accurate, click on [__CantmSibmi | 6 submit the application.
A screen displays acknowledging acceptance of the registration application for further
processing.

OR

Click on |_Cancel Application |t return to the registration form.

May 2004 11
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First Nawse:

Middlie Deitial:

Lot Nerwea:

Orgaization Name:
Orgesdzation [0

E-avial Addfress!

Bocial Becurity Number:

Kelothers Maden Noawe:

| User Registration

f’ Mezrage: STANDARD USER REGISTEATION ACCEPTED FOR FURTHER FROCESSING
Eatti

JOHIN

J

JOHINSON

123457777

COLUMEUS METROPOLITAN HOUSING
OH1

i@t org

SMITH

Figure 8. User Registration Accepted for Further Processing

25 Note: It is suggested that you print this page for future reference.

To receive your User ID

User registration applications are processed nightly. The PBCA’s information is verified and a

user ID is generated.

To obtain their ID, the User must notify the Coordinator that they have registered for a user ID.
Allow at least 24 hours after registering for your User ID to be posted. The Coordinator can
retrieve the user’s ID from the system and provide this information to the User. A User can
access the system after they receive their user ID from the Coordinator and after the Coordinator

assign them system rights and roles.

12
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1.3 Secure Connection

To make a secure connection to HUD’s secure systems, you must log in with your user ID and
password. Because the password is case-sensitive, it must be entered exactly as you requested it
on the online registration application. For example, a password entered in lowercase letters
during registration must always be entered in lowercase letters upon login to successfully log in
to secure systems.

1.3.1 Making a Secure Connection

You can log into secure systems from the Online Systems screen. You can also bookmark the
Online Systems screen for quick access to log in.

To access the Secure Systems

1. Enter the following URL in the Location field:
https://hudapps.hud.gov/HUD Systems/. The Connect to hudapps.hud.gov box
displays.

Connect to hudapps. hud.goy

User name: | | - |

Passyord: | |

[ 1remember my password

[ 0] 4 ] [ Cancel

Figure 9. Connect to hudapps box

425 Note: Bookmark this site for quick future access.

2. Enter your User ID in the User Name field.

3. Enter the Password where indicated.

May 2004 13
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25 Note: The User ID will be your M-ID. The User ID must be entered all in uppercase
format. Remember your password is case-sensitive.

4. Click , and the Legal Warning screen displays.

s User Login
|

Secure Systems

Legal Warning

Iulisuse of Federal Information through the HUD Secure Connection web site falls under the provisions of title 18,
ruted States Code, Seetinn 1030, This law specifies penalties for exceeding authonzed access, alterations, darmage,
or destruction of rformation residing on Federal Corputers

Warning Notice

The Secure Systems security access software supports Intermet Explorer 6.0 browser. Internet Explorer 5.0 hrowser
is supported for all processing systers except ARAMS. Other browsers may not be corapatile with this software

Continue

Figure 10. Legal Warning

5. Click M, and the Secure Systems — Main Menu screen displays.

ﬂ; 2t Main Menu W
|-

Secure Systems
Systems
«  Financial &szessment Subewstern - Ilubtifarnily Housing (FaS5TTBY
Welkame RICK «  Line of Credit Control Systern (sl OCCS)
«  Phirsical &ssessment Subayster (PASS
system administration « Physical Inspections

« Beal Estate Ianagement System (REWS)
« Tenant Bental Asgistance Certification Systera (TRACS
»  Voucher Ivl ment Systern (WS

System Administration

«  Auasistanee Contract Aesizhivent Ilainterance
« DBusiness Partners Ilaintenance

. PH& Lssigrrment haintenance

«  Password Change

«  Property Sesizronent lamterance
«  User IMaintenance

Figure 11. Secure Systems — Main Menu
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25 Note: For most users, the only link that will appear under “System Administration” is
Password Change. The other links appear only for Coordinators.

25 Note: A system link does not indicate that you have access to that system. Your
Coordinator must assign you rights to REMS before you will be allowed access.

6. Click on the Real Estate Management System (REMS) link and the REMS home page

displays.

Real Estate Management System

Mareh 22, 2004

[ Froperty Selection ]

[ Cantract Assignment Certification ]

[ GetxMLFile |

[ Standard Reports ]

System IntroductionDescription
Welcome to the Real Estate Ianagernent Systera (REMS)

REMS iz the official source of data concerning the Department of Housing & Uthan
Development's Ilultifarly Housing portfolio of insured and assisted properties, including
ownetship, location, financing, subsidy, and the Departmentsl Erdorcemment Center's
enforcernent data. REWVIS provides functionality which facilitates the collection and maimtenance
of accurate data and provides antomated support for Servicing Site, Hub, Departriental
Enforeemment Center, and Contract Sdwinistrator personnel concerning servicing fanctions and
enforceraent.

REMS aontains sensitive and Confidential information concerming porfolio and program
parficipants. This data i stended for QFFICTAL USE QWNLEY. The Privagy Aot places seict Iimits on
the release af confidential data to the public. Unauthorized velsase af this data will result in
Jisciplinary action.

Section & Contract Adwinietrator Web Page  Logout

Figure 12. PBCA REMS home page
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To exit the Secure Systems web page

You can exit and return to the Secure Systems screen at any time. Because it is a secure system
containing sensitive information, you should always exit the system when leaving the computer
to ensure that data security is maintained.

1. Save any changes on a screen using the appropriate buttons.

2. Click on the Close L&l control icon in the top right corner of the screen. The application
closes and the desktop displays.

1.3.2 Your Password

Unlike user IDs, User passwords are not accessible to Coordinators. User passwords expire
every 21-calendar days. The system automatically prompts you to change your password. You
must remember how you saved your new password (i.e., uppercase or lowercase).

If you need to reset your password you must go to the REAC Online Systems screen. If the
system does not allow you to reset your password, the Secure Systems Helpdesk will assist you
with this process. This will involve security verification of the user’s SSN and mother's maiden
name.

For password assistance call the Secure Systems Helpdesk 1-888-245-4860.

e The best contact time is: 7am-9 am or 6pm-8:30pm EST
e The hours of operation are: 7am to 8:30pm EST

To change your password

On the Secure Systems — Main Menu screen, under System Administration, the Password
Change option allows Users and Coordinators to change their own passwords.

1. From the Secure Systems- Main Menu screen, click on the Password Change link.
The Change User Password screen displays:
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User Login |

Change User Password MADDO49

P leanaes enter your ald and fnew paciswards

User ID WL 0049
0Old Passvrord

Mewr Passvrord

Yerify MNew Passvrord

[ Sawve ] [ Cancel

Figure 13. Change User Password

Enter the following:
e Old Password
e New Password

o Verify New Password (retype New Password exactly as entered)

Click on[Z2= ] The old password is changed to the new password and the Secure
Systems-Main Menu screen displays.

25 NOTE: The password change is not instantaneous, it may take up to 15 to 30 minutes to

take effect. Your old password is valid until the new password takes effect.

To reset your password

If the system does not allow you to reset your password, after following these instructions, the
Secure Systems Helpdesk will assist you with this process.

1.

Enter the following URL address: www.hud.gov/reac in the Location field from your
Internet browser (e.g., Microsoft Internet Explorer). The REAC home page displays.

On the left side of the screen, click on the Online systems link. The REAC Online
Systems screen displays.

Click on | PASSWORDRESET| . ¢ Reset Password screen displays.
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RESET PASSWORD
*Please note that all of the following fields are required.
User ID
First Name
Last Name
Social Security Mumber - -

MMother's Maiden Name

RFeset Password

Figure 14. Reset Password screen

4. Enter the following:
e UserlID

o [First Name

e Last Name

o Social Security Number (tab between fields)
e  Mother’s Maiden Name

&5 Note: Password Reset will require you to provide the exact information as entered on
the original registration form.

4. Click 0n| Feset Password |
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1.4 System Administration for Coordinators

As the Coordinator, you perform system administration functions to provide the PBCA User
with access to the system and to assign the User rights to the participant’s data. First, you must
establish yourself as a Coordinator in the system. Once established as a Coordinator, you can
then retrieve IDs, for registered Users, of the entity you represent. A Coordinator can also
serve as a User for the PBCA. Therefore, the Coordinator must also be assigned to a specific
contract, with the proper role, to enter or edit property data.

m‘_- =] Main Menu W
E

Secure Systems

Systems

»  Firancial &ssessroent Subsystern - Iultifarily Housing (FASSUR
«  Line of Credit Control Systern (el OCCSY

«  Phosical Assessment Subsyster (PASS)

«  Phoysical Inspections

»  Beal Estate lanagement Systern (REWS)

»  Tenant Bental bsgistance Certification Sxstern (TRACE)
»  Woucher I ment Systemn (YIS

System Administration

«  besistance Contract Assighiment Iaintenance
« Business Partners Iainterance

« PHA Assignment hlaintenance

»  Password Change

»  Property Assignreent Maintenance

«  User Ilaintenance

Figure 15. Secure Systems — Main Menu

The Secure Systems — Main Menu screen contains two sections: Systems and System
Administration. The Systems section provides links to HUD’s secure systems. The list of system
links varies based on your rights to the system. Even though the link exists, you must be
assigned the proper rights to access the system.

Primarily, the Systems Administration section allows Coordinators to control system access and
update User information.
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1.4.1 Establishing yourself as a Coordinator in REMS

After registering yourself as a Coordinator, you will receive your user ID from the PBCA
Executive Director. Your user ID, along with the password you submitted on your registration
application, allows you to log in and set up system rights. In order for the Coordinator to assign
roles to other users, the Coordinator must first assign actions and roles to themselves.

After you log in and access the Secure Systems-Main Menu screen, you must establish yourself
as a Coordinator in the system in order to perform administrative functions.

To set up Coordinator Actions in REMS:

1. On the Secure Systems-Main Menu screen, click on the User Maintenance link. The
User Maintenance screen displays.

System Administration

User Maintenance

On thiz farm, you can either search for a Waer
By Waer ID, ar dearch for Waer by entering your aearch criteria,

Search by User ID

T Aearch for a Uaer by U&er I0,
it & Uer I0 and then clich the "Search for Uaer” buttan,

User IO

Search for Liser

Search Users
Tir sesarch far 4 Waer, enter a search criteria foptianal}
ard then clich the "Seanch Baes” Bottan,

First Name

Last Name

D Check here to limit search to Independant Usars

[ Search Users ] [Cancel]

Figure 16. User Maintenance Screen

2. Enter your user ID in the User ID field.

3. Click on [__SesrehforUser | and the Maintain User screen displays.
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System Administration mousing | man | help | search

Secure Systems

Maintain User MOO00DD

User Information
user ID (M O00MD
First Name Iohn
Middle Initial |J

Lost Nama | Doe

User Status Actve

Coordinator | Yes

User Type Busmes Partner

Choose a Function

[Msimain Usor Profile - Actions =|
Assistance Confract Assignmaent Maintenance
Business Patrers Maintenance

Idsentam User information

Mlantam Liser Pr
Waentain User Role

. rq_anml.nﬁr‘_-ﬂm:“ Propery Assignment Mainlenance

Figure 17. Maintain User screen

4. Select Maintain User Profile — Actions from the Choose a Function drop-down list.

5. Click on [Submit] and the Assign/Unassign Actions for User screen displays.

ﬂ 1 System Administration heiising | mail | Belp | search | hame
[

Secure Systems
AssignfUnassign Actions for User mMioo0o

| user information
UserID (M O0000
First Name | John
Middle Tnitial |7
Last Name [oe
User Staus |Actve
Caprdinator | Yes
User Type |Business Dartner
|Plmase check /unchack boxes to assign/unassign actlons to the user
:| APPE - active Partners Performance Systam
M COE « Coordmator
™ TUED - Update
| FASSUB - Financial Assessment Subsyst. Submission
[P ATC - Auditor Cortification
[P COR - Coordmator
e e [t
Subzys bom - ol Lamily CBE= - Eeod I A i

Figure 18. Assign/Unassign Actions for User (1 of 2)
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25 NOTE: Only Coordinators have access to this screen.

25 NOTE: This screen will display several systems in addition to REMS. Your ID only
allows you rights to limited systems.

REMS - Real Estate Management System

COR - Coordinator
TASS - Tenant Assessment Subsystem

[ COR. - Coordinator
[CIRDO - Read Only
[Jupi - Tpdate Tenant Discrep. Fesolation Info

[ JUTE. - Usage Tracking Reports
TRALCS - Tenant Rental Assistance Certification P

COR - Coordinatar

[ TVE - CreerMInder Payment Resolution
¥MS - ¥Youcher Management Subsystem

[ COFR. - Coordinator
[CJENT - Data Entry Authority
[]SUB - Submit Data Suthority

[ AssignflUnassign Actions ] [ Cancel ]

Figure 19. Assign/Unassign Actions for User (2 of 2)

6. Click in the checkbox to the left of “COR - Coordinator” under the REMS section.

7. Click on [_Assign/Unassign Actions | and the “Successful Transaction” dialog box
displays.

Successful Transaction
|

i‘n"nu hawe successfully assioned funassioned action 5] to vser MMOCOO0

o]

Figure 20. Successful Transaction box
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8. Click on , to return to the Maintain User screen.

To remove the Coordinator Action in REMS:

On the Secure Systems-Main Menu screen, click on the User Maintenance link. The User
Maintenance screen displays.

1. Enter the Coordinator’s ID in the User ID field.

Click on [_Searehfartser | and the Maintain User screen displays.

Select Maintain User Profile — Actions from the Choose a Function drop-down list.

Sl

Click on , and the Assign/Unassign Actions for User screen displays.

25 NOTE: Only Coordinators have access to this screen.

25 NOTE: This screen will display several systems in addition to REMS. Your ID only
allows you rights to select systems.

5. Click in the box to the left of “COR - Coordinator” under the REMS section, to
remove  existing check mark.

6. Click on [_Assian/Unassian Actions | and the “Successful Transaction” dialog box
displays.

7. Click on , to complete the process and return to the Maintain User screen.

To set up Coordinator Roles in REMS:

1. On the Secure Systems-Main Menu screen, click on the User Maintenance link. The
User Maintenance screen displays.

2. Enter the Coordinator’s ID in the User ID field.

3. Click on [_SesrchforUser ], and the Maintain User screen displays.
4. Select Maintain User Roles from the Choose a Function drop-down list.

5. Click on [Eubmit] and the Assign/Unassign Roles for User screen displays.
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System Administration

Assign/Unassign Roles for User MAQO49

User Information

User ID IAAOO4S

Figure 21. Assign/Unassign Roles for User (1 of 2)

25 Note: This screen will display several systems in addition to REMS. Your ID only
allows you rights to select systems.

REMS - Real Estate Management System
WECA - EEMS Post-EFP Backup Contract Admin,

LICA - EEMS Post-EFF Contract Administrator
LIEQF - REMSE View PAZS

CEQV - EEMS View AFS

CJRCM - REMS Certification Admin Manager

LISCA - EEME Post-EFF Supervisory Contract A dmin

Figure 22. Assign/Unassign Roles for User (2 of 2)

6. Click in the box to the left of the appropriate Coordinator role (BCA, CA, or SCA) under
the REMS section.

25 Note: Although other roles appear in the table, the only roles available for PBCA users
are: Contract Administrator (CA); Backup Contract Administrator (BCA), and
Supervisory Contract Administrator (SCA). All roles have the same level of accessibility.

7. Click on [_AssonUnassignRoles | and the Assign/Unassign Role Confirmation screen
displays.

AssignfUnassiagn Role Confirmation for User MADDOS

Rales to Agaign ta Maer MADDSHE
System Code | Role Code Role Description
REMS Sl REMS Post-RFP Contract Adrinistrator

Mo roles were selected to unassign.

Caonfirm ] [ Cancel ]
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Figure 23. Assign/Unassign Role Confirmation for User screen

8. Click on to accept changes, and the “Successful Transaction” dialog box
displays.

9. Click on , to complete the process and return to the Maintain User screen.

1.5 Providing a User with System Access

As the PBCA’s Coordinator, you are responsible for controlling access to the system and the
PBCA data. You should verify that a User is authorized to do business for the PBCA prior to
allowing the User access to the system on their behalf.

The Coordinator must then assign a User a system role and rights to the PBCA’s data.

1.5.1 Retrieving the User ID

After a User has registered with HUD and notified you (the Coordinator) of their registration,
you must retrieve the user ID from the system. Registration applications are processed nightly,
so allow at least 24 hours after a User has registered before attempting to retrieve their ID.

To retrieve a user ID for a User:

1. On the Secure Systems-Main Menu screen, click on the User Maintenance link. The
User Maintenance screen displays.

System Administration

User Maintenance

On this farm, you can either search for a Baer
by Waer ID, ar search far Uaers by entering your aearch criteria,

Search by User ID

Ta aearch far a Waer by Waer I0,
werter a Wher ID and then clich the "Search for Dger” Buttan,

User ID

Search for User

Search Users
T aésarch fior a Waer, enter a search criteria foptianal}
and then clich the “Search Users” buttan.

First Name
Last Name
[] theck here to limit search to Independent Users

[ Search Users ] [Cancel ]

Figure 24. User Maintenance Screen

2. Enter the User’s First and Last Name in the appropriate field (for an individual search).
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OR

Leave First and Last Name fields blank for a comprehensive (group search) of all users.

3. Click on [ B2archUsers | and the User List screen displays the user ID and other
relative information.

System Administration

User List

Coordinators with active business partner relationships are hsted in bold.

Organization | Last = First UserId User  User BPR Type BPR
ID Name Name Status | Type Status
- Active
77857 Jon Lin | |MMO30S | Active | User CHSIMESS Partner o
A - Participant (0)

Cancel

Figure 25. User List screen

4. Click on the User ID link and the Maintain User screen displays.

1.5.2 User Roles

After retrieving the User’s ID, the Coordinator must assign a role that allows the user update
rights.

To assign a system role to a User:

1. On the Secure Systems-Main Menu screen, click on the User Maintenance link. The
User Maintenance screen displays.

2. Enter the User’s ID in the User ID field.

3. Click on [__SearchforUser ], and the Maintain User screen displays.
4. Select Maintain User Roles from the Choose a Function drop-down list.

5. Click on , and the Assign/Unassign Roles for User screen displays.

26 May 2004



Contract Administrators Chapter 19: Secure Systems
Real Estate Management Systems User’s Guide Cl#: REMS-CA-UM-01

AssignfUnassign Roles for User MADOSE

Wzer Irvfio et ion
User ID |LIA009E
REMS - Real Estate Management System

BC4 - FEWS Post-EFF Backup Contract &drmin.

& - BEMS Post-RFF Contract &dministrator
EQF - REMS View PASS

C1EQV - REMS View AFS

[ RCM - REMS Certification A dmin Tlanager

5C4 - REWS Post-EFF Supervisory Contract
& drin

TRACS - Tenant Rental Assistance Certification P
TTQ - TRACS Tenant Query

TV¥0Q - TRACS Youcher Query

[ AssignfUnassign Roles ] [ Cancel

Figure 26. REMS roles

25 Note: The Coordinator only sees the roles for the system(s) he or she identified in the
Maintain User Profile — Actions function. For example, if you serve as Coordinator for
REMS, the REMS roles will display for assignment purposes.

6. Click in the box to the left of desired role under the REMS section.

&5 Note: There are 3 roles available in REMS that allow Users to input data on assigned
contracts: CA - REMS Post-RFP Contract Administrator;, SCA - REMS Post-RFP
Supervisory Contract Admin; and BCA - REMS Post-RFP Backup Contract Admin

7. Click L_AssigUnassignRoles | and the Assign/Unassign Role Confirmation screen
displays.
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Rales to Asaign ta Uaer MADDSE

Mo roles were selected to unassign.

Assign/Unassign Role Confirmation for User MADDOS

System Code | Role Code Role Description
REMS Ch REMS Post-RFP Cantract Administrator

[ Canfirm ] [ Cancel ]

Figure 27. Assign/Unassign Role Confirmation for User screen

8. Click on to accept changes, and the “Successful Transaction” dialog box

displays.

Successful Transacton

Wau Mane ucceaafully aagigred funaadigred ralefa) o uaer HADDSHE,

Figure 28. Successful Transaction box

9. Click on , to complete the process and return to the Maintain User screen.

To unassign a system role for a User:

1. On the Secure Systems-Main Menu screen, click on the User Maintenance link. The

User Maintenance screen displays.

2. Enter the User’s ID in the User ID field.

3. Click on [__SearchforUser ], and the Maintain User screen displays.
4. Select Maintain User Roles from the Choose a Function drop-down list.
5. Click on , and the Assign/Unassign Roles for User screen displays.
6. Click in the checkbox to the left of the role you want to unassign under the REMS
section.
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7. Click on__Assign/Unassign Roles | and the Assign/Unassign Role Confirmation for
User screen displays.

AssignfUnassign Role Confirmation for User MADDO9S

Mo roles were selected to assign.

Rales to UrnAggign fraorm Uaer HADDSE

System Code |Role Code Role Description
REMS BCA REMS Post-REFP Backup Contract Admin,
Canfirm ] [ Cancel ]

Figure 29. Assign/Unassign Role Confirmation for User screen

8. Click on , to accept changes, and the “Successful Transaction” dialog box
displays.

9. Click on , and you will be returned to the Maintain User screen.

1.5.3 Contract Assignment

The Coordinator uses the Assistant Contract Assignment Maintenance function to establish User
rights to specific contracts. The Coordinator will only have access the contracts that are
assigned to the Business Partner he or she represents.

To assign Contract rights to a User:

1. On the Secure Systems-Main Menu screen, click on the Assistant Contract Assignment
Maintenance link. The Assistant Contract Assignment Maintenance screen displays.

2. Enter the User ID in the User ID field.
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Assistance Contract Assignment Maintenance

Plesades erter a Waer Id;

User ID | kA A0095

Enter a Functian,

Agsin Contract

Far Agaign Cantract, ane af the fallawing criteria rmuat be provided .

Properity ID
(or] Contract #

{or) CAID W

[ Submit ] [ Cancel ]

Figure 30. Assistance Contract Assignment Maintenance screen

3. Select Assign Contract from the Enter a Function drop-down list.

4. Select the appropriate Contract Administrator ID from the CAID drop-down list.

25 Note: Searching by the Property ID or the Contract # will yield on the one property. A
search using the CAID will provide a list of all contract assigned to your PBCA and
allow you to perform multiple assignments for one user.

5. Click on , and the Assign Contract screen displays.

30
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System Administration

Assign Contract

= A Pre-RFP Rale can Be gigred anly ta 4 Pre-RFP Cantract
= A Post-RFP Rale can Be agigred anly to 4 Post-RFP Cantract
= A Role rarked o "Both” can be maigred to either a Pre-RFP ar 4 Post-RFP Cantract

Assign contract(s) to User{MADDIE)
Select a nole for cantract aaaignment

Code Description (Pre/Post/Both)
BCA REMS PostRFP Backup Contract Admin. (Fost)
Roles || A REMS Fost-RFF Contract Administrator (Fost)

TTQ TRACS Tenant Query (Both)
W0 TRACS “oucher Query (Both)

Select cantractfa) to assign

Contract Number Property Name [Pre/Post)

OKBE0002002 QUAIL CREEK WILLA (Fost)
OK560005003 MADIZOM VILLAGE AFARTMEMNTS (Post)
OK560005009 BULLDOGGER APARTMENTS (Posf)
OK5E0005010 IROMMAN APARTMENTS (Fast)
OK560005017 WILLOW ROCK AFTS (Fast)

Contracts (OKEE000501Z WWILLOWY GARDEMNS (Fost)
OK560005013 GREEMLEAF APARTMENTS (Paosf)
OK560006005 TREETOPS APARTMENTS (Paost)
OK5E000600E SHADYBROOK ARPARTHMENTS (Fost)
OKbE000600S CAMBRIDGE ESTATES (Fast)
OKBE000601Y EASTGATE AFTS (Fost)
OK560007002 DUNCAN FLAZA (FPost)

[ Submit] [ Cancel ]

Figure 31: Assign Contract screen

25 Note: The screen displays all the Roles assigned to the user and the contracts requested
by your selection criteria. (Only contracts assigned to your PBCA or Business Partner
will display).

6. Highlight the desired role or roles from the Roles selection box.

7. Highlight the desired contract or contracts from the Contracts selection box.

25 Note: To select multiple contracts, hold down the Ctrl key when making each selection.
To select a consecutive group of contracts, highlight the first contract then place your
cursor on the last contract, then hold down the SHIFT key to highlight the row.

8. Click on , and the Assign Assistance Contract Confirmation screen displays.
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System Administration

Assign Assistance Contract Confirmation for User MADODOS9

User Information

User ID LIAODDRS

Assistance Contract to Assign to User MADDS9 for Role CA .

Contract Number Property Name PREfPOST
QOK560005012 WILLOW GAaRDEMS h
OkS60007002 DUNCAMN PLAZA Y

[ Confirm ] [ Cancel ]

Figure 32: Assign Assistance Contract Confirmation screen

9. Click on to accept changes, and the “Successful Transaction” dialog box

32
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1.6 Business Partner Relationships

The first Coordinator relationship with a Business Partner (PBCA for REMS) is an “original”
relationship and is established during the initial coordinator registration process. Coordinators
may request relationships with multiple Business Partners (BPR). The Coordinator must
establish this BPR in secure systems via the Business Partner Maintenance modules.

To request/establish additional Business Partner Relationships:

1. On the Secure Systems-Main Menu screen, click on Business Partners Maintenance
link. The Business Partners Maintenance screen displays.

System Administration w

Business Partners Maintenance

Please enter a User Id:
User ID |MAD00D|
Please enter a Function:
Fequest Mew/ Delete Existing Relationships v

[ Submit ] [ Cancel ]

Figure 33. Business Partners Maintenance

2. Enter the User ID in the User ID field.

3. Select Request New/Delete Exiting Relationships from the Enter a Function drop-down
list.

4. Click on [Eubmit] and the Add/Delete Relationships screen displays.
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; :I':! " System Administration Bausing | mall | bain | search | Rome
ﬁ i

Secure Systems

Add / Delete Relationships

For John J. Doe hDDOOD

| Select relotionships to delete

| Elatus | Tax ID arre | Type

A 9903025 - HHA WALKINA AFARTMENTS FROJECT, INC. (Drganzalion)

A 9903387 - Howsmg & Communiy Developaent Comp of Hawsi (Omgstizatan)

sy absm

by Asslgemeat | Refatinnships o add
Hambansmy | TINSBSENSPHA 1D Busingss Partner Type
e NI [T —|
l— Particpant (Onganization) =

Figure 34. Add/Delete Relationships screen

5. In the “Relationships to add” section, enter the Business Partner’s TIN/SSN and select the
Business Partner type from the drop-down list.

6. Click on [Eubmit] and the Add/Delete Relationships Confirmation screen displays.

hoesing | mall | help | seareh | bame

N8 System Administration
|

Secure Systems
add/Delete Relationships Conflrmation

For ohn J. Doe WOO000

Relationships(Deleted)
There are ne relationships to deletoe!
| Relationships(Added) S
Type | Tax1D | Name
AT | Geean City Housing Autharity
% L L 204 E 4TH Strest
orgnation (N0 | SHGEAL ey
Py c

LR s el
+ Busingss Pastners
Haintamancs

+ Patoward Changs

Caonfirm Cancal

-
Haintrnange

+ Lipew Haintesanie

Figure 35. Add/Delete Relationships Confirmation screen

34 May 2004



Contract Administrators Chapter 19: Secure Systems
Real Estate Management Systems User’s Guide Cl#: REMS-CA-UM-01

425 Note: Make sure to verify the accuracy of the Business Partner’s mailing address. The
Activation Key (which will be needed to complete this process) will be mailed to the
address shown.

7. Click on , to accept the information, and the “Successful Transaction” dialog
box displays.

To activate the Business Partner relationship:

The Coordinator’s request for a new BP relationship will trigger a letter to be sent to the
Business Partner with an Activation Key to confirm the relationship. Once the Coordinator has
received the Activation Key from the Business Partner, he/she must activate the relationship in
Secure Systems.

1. On the Secure Systems-Main Menu screen, click on Business Partners Maintenance
link. The Business Partners Maintenance screen displays.

hpusing | mall | el | search | home

A m System Administration
i

Secure Systems
Business Partners Maintenanca

Please enter a U;ar_I_d;'

User 10| WOI0O0O0

Function:

Figure 36: Business Partners Maintenance screen

2. Select Activate Relationships from the Enter a Function drop-down list.

3. Click on , and the Activate Relationships screen displays.

Bousing | madl | help | ssarch | home

ﬁ e System Administration
|

Secure Systems

Activate Relationzhips

For
John J. Doe MOOOOD

 Actvats mlatianshis by entenng comesponding actiatan key.
TIN/SSSPHA 1D - Name Activation Key
MO0 - Cieean City Houemg Authonty [IUco61y2 000 GLONATGHG

Subrai Cancel
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Figure 37. Active Relationships screen

4. Enter the corresponding Activation Key in the space provided.

25 Note: The Coordinator must obtain the Activation Key from the Business Partner.

5. Click on , and the “Successful Transaction” dialog box displays.
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