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1.1  What is WASS?

The Web Access Security Subsystem (WASS) is a security gateway
for internal HUD Regular USERS and external Regular USERS. HUD
Users can gain access to over 20 systems and Regular Users can gain access
to over 15 systems. The accessible systems differ between each user based
upon the systems and roles assigned by a Coordinator.

1.2  Am I an internal HUD USER or an external Regular USER?

If you are using the Internet, you are an external user who has access
to the systems and access privileges that are available to those on the
Internet. Except for access as Coordinators, all Coordinators and users have
access to the roles and actions assignable to the Regular USERS of about 15
systems. The list of the roles and actions assignable to you by your
Coordinator is in Appendix A. While you may only use a few of the roles
and actions, the list provides you information on the roles and actions that
could be performed by an external Regular USER should your Coordinator
assign them to you.

1.3 Am I a Coordinator or a user?

Are you one of two people who are representing a Business Partner?
If you are, then you are a Coordinator. All others are Regular USERS.

To have the best experience with WASS, you need to know your role
and understand something of the roles of others with whom you may work.
For Regular USERS, the Coordinator is the main and sometimes only person
you will contact while you use HUD systems. Table 1-1 on the next page
provides you a description of users categorized as external users using the
Internet. This table will not show HUD Users descriptions since this guide
is designed for Internet users. External Regular User IDs all begin with the
letter “M” or “I”.
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Table 1-0 User Types

User Access User ID User Type Description
Category Type
Internet/External | User MXXXXX Participant — Regular User
Users
Coordinator MxxXxXX Participant — Coordinator
User MXXXXX Expected Participant — regular user (APPS)
Coordinator Mxxxxx Expected Participant — Coordinator (APPS)
User MEXXXXX AQA Contractor (SASS)
Coordinator MxXXXX AQA Contractor Coordinator (SASS)
User MxXxXXXX Appraiser (SASS)
User Ixxxxx Independent User

Regular USERS rely on Coordinators for help. Coordinators and
Regular USERS also have access to help desks. When a user needs
assistance, the Coordinator is the first line of help support. If your
Coordinator cannot assist you, call or E-mail the help desk that services the
system you are using or want to use (Table 1-1). The help desk is the second
line of support.

Table 1-1 Help Desk Contact Information by System
Help Desk Systems Telephone/E-mail Address

Technical Assistance FASSPHA, FASSUB, MASS, (888) 245-4860
Center (TAC) NASS, PASS, QASS, RASS, E-mail: Select “Contact Us” on
SASS, (LOCCS), PASS-CLA the REAC Online Web Page
Multifamily Help Desk | APPS, M2M, MDDR, REMS, (800) 767-7588
TRACS E-mail:
Real Estate mgmt@hud.gov
FHA Connections LASS Contact FHA Connection

1.4 Whatis a Coordinator?

Coordinators have an important system administration role in the use
of HUD systems by external Regular USERS. They have the responsibility
for managing access for thousands of users and ensuring that the users have
the privileges necessary to do their work. Coordinators are designated
“Original” when they complete a coordinator registration and are one of the
two allowed Coordinators for their first Business Partner. When a
Coordinator establishes additional relationships with other Business
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Partners, they are designated BPR (Business Partner Relationship)
Coordinators.
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2.1 Coordinator Registration

Access to HUD Online Systems begins when you complete one of the
Online Registration Forms. Go to the following URL address:

www.hud.gov/offices/reac/online/reasyst.cfm and click on the = Dnline Regetration
button.

As you will see from the next screen, there are three different online
registration forms. The form used will depend upon whether the registrant is
registering for systems under Public Housing Authority, Multifamily
Housing Entity, or as an Independent User. Coordinators only register for
Public Housing Authority and Multifamily Housing Authority. The Public
Housing Authority registration form and the Multi-Family registration form
differ only in the request for PHA ID information rather than for a Tax
Identification Number.

 Need a User ID? - HUD - Netscape =10 x|

le Edit Wiew Go Communicator  Help

Homes &
Communities
us. 2

Text only | Translate | Search/index
Real Estate Assessment Center ¥ :

Home > About HUL = Heal kstate Assessment Center > 2aline systems

al Estate NEED A USER ID?

Ass 1ent Center
About REAC

Complete registration instructions are =[g E-mail this to a friend
available, or go directly to the appropriate
secuUre connection registration form.

Business area products

Business partners E, Print version

Online systems
Common questions
Calendar b Multifamily Housing Entity
Industy user guides *  Public Housing Agency
Library ¥ Independent User

Directory
Training
Tachnical support
Contact us

HUD news
Homes
Communities

wWorking with HUD

Content updated March 26, 2002 © Back to Top

Webcasts
Mailing lists

| | U.5. Departrnent of Housing and Urban Development @ Privacy Staternent
H 451 Tth Street 5, W., Washington, DG 20410 Home
a‘»»l |IL‘,- Telephonet (202) 708-1112 TTv: (202) 708-1455

Contactus
Help

FIRSTGOV

Yaur et Clck s bt 15, Eovarnmest

S=p= |Document: Done 4
#start|||uckiawch @ PIE O E R G E AT 2| 2o | Do | Blou. [[FEnee.. | o6% e |5®@ND®%0@@@ 10548

Figure 2-1 Need a User ID?
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When you have determined the appropriate registration form to
register under, follow the instructions on the form itself and complete all
information (See Figures 2-2 and 2-3). When completing the registration
form, be sure the information is complete and accurate so that your
registration is processed in a timely fashion and there are no delays in your
notification of successful registration.

Should you have difficulty filling out the registration form, there are
some automatic reminders about the information required. See Figure 2-4
for the list of required information. The success of your registration depends
on the accuracy of your registration information.
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PH r'\

Coordinator and User Registration

To apply For a Svstem Coordinator 1D, check the "Coordinator” radio baton, (1l oat the form below, and click Send
Applcation when you are through. Upon verification of the mformation below, an 1D wall be assigned and mailed to
the Execative Dinector of the PHA specified belovw. The password will pod be disclosed, so make sure vou remember
il

T apply for a regolar User I, check the *User® madie button, Gl owt the form balow and click Send Application when
you are theongly Upon verification of the information below, & user 1D will be assigned, and the System Coordinator of
the FHA specified balow will retrieve the user [0 The pagswond will not be disclosad, se make sure you remember i

Adul remember:
lidniuse off Facherad Informuion ot diis Feb site fails awder vhe provisions of Tite P8, United Stores Cocke, seetihon 1030, This dow
specifles perties fow erceeding autarined s, affenarion, demgpe ar destruction of ieforsnatian reskding o Pederm Cosmpaters.

Ry (N Coardingtor [ User

First Mame!

Mlelidle Iminial:

Last Numie:

Sockal Security Number: - *

Organization Information

o Provide the name of the Public Hoosing Autlsosity you repeasond
o Provide the Mumber of the Poblic Housing Authonty you represent

Organization Name:
Organization 1D:
Provide vour e-mall address.

o lInchude your e-mail wser name, the @ sion ad [servicename comfedworgimetete . For example:
Jsmithi@aol.com, jphadosaady.org, hfdbidaa prodigy. com

E-mail |
Aildress:

Choose a Passworil
e You will enter vour password each tome you use this service. Your password should be 6 characters m lengih and
should be comprised of letters and numbess (for example, brod&3). Do not use puncteation or special claracters,
Lingomant: ¥ our password will be recorded EXACTLY as vou tvpe if, se make o note i vou enter i apper and
EWET LERE.

Passward:
Re-enter Password for Verlfcation:

Nluthier's Mulden Name

= Flee provide this infomanton R fuieee vegilcabion sl processieg poeswond nesel o) ussis

Mather's Mabiden Mamae:

[ Sond Apploation || Claear Fiskds |

Figure 2-2 PHA Coordinator and User Registration
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Mulfifamily

Coordinator and User Registration

Tar Iy I o Svwiern Coordinaier 10, clseck ihe "Cosdinnion” sadio balion, (510 ool (e foens Bedos, med click Send

Apypliatica Wi yaa s ool T verifiea i o O Gt ion ek s D0 will e gl sl mailal o
tha U ECH of tha HLFE - pogistersd cntity sgreciliod balow. The g 4wkl ot b ddeckosed, soomaks e you
b QL

e apply Pon s ular Ulser 10, chock the = Ulser® mchse bietiom, G0 oot b Gonm balos gl click Senad -krmll.\.-ulmn whien
el e th mgrﬁ Ty verification of tle infornation helow, & user 13 wall be assigieed, avd the Sysiem O oopdinator of
e Illll'b-rﬂil.u'md ety speciinead balow woll resreve dhe wser D03 Ve passwasasd sl s b dasclosed | soomake sue
O P

Al dumibainilae
Wy Adisas of Fadarad Jyamaarion o i Wb s @l wvdar iia pravisions af Tile P8, Laed Sratas Soda, sestien JOR, Thi daw
i riiia flo dinp cubhardnad oo, altenation, denlass ar denbustian of fefbematian residing an Fedara empsdira.

Appiicasion Ty ov: [T

Frovise vour comail wddeoss,

= Disglude v e-manil wser noase, the @0 sien o | serv redworzfiatien. . For
A bl sl com, folimdacmsady ore, hifd e prodigy com

Clsnose o Passward.

o Wortn will smiar yomr prsvind woch time yon wos this service. Your g | whemiled b & <l « inn lemgils s

shonld be comprised of ketters nod numbers (for eample, brad®3). Do ot use punctuation or special charcters,
Inportant Yoar paasword will be secorded EXACTLY as you type il se make o note i you enter i apper and
lovover case,

Mother's Malden Mame.

o Please provide this information for future verification when processing password resel requesis.

[ Sond Application || Glear Figids |

Figure 2-3 Multifamily Coordinator and User Registration Form
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Application Tvpe is required

First Mame is required.

Lask Mare is required.

55N is required

Organization Mame is required

Crganization ID is required.

Password is required

Second Passward entry is required For verification
Maiden Mame is reqJired,

——

Figure 2-4 List of Required Information

i:}

Upon a successful registration, notification will be sent to the Trusted
Business Partner that you specified in the Organization/Individual
Information section of the registration form. This notification is generally
sent out the next business day following the day you register.

You will also receive an e-mail notification generally the next
business day that you have successfully registered and can receive your User
ID from your Trusted Business Partner. You should be able to obtain you
User ID generally within one week from registration.
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2.2  Logging in for the first time

Enter the following URL address in your web browser:
www.hud.gov/offices/reac/online/reasyst.cfm to access the login screen and
click on the LoGIN | button. This will bring you to a user login screen
with a challenge box shown in figure 2-5 below.

At the time of registration, users will have access to a set number of
systems, roles, and actions reserved for external users. The systems that are
assignable by the Coordinator is dependent upon the information you
provided on your registration form.

2y Online Systoms - HUD - Notscapo ==l =]
Eile  Eclil  Wiew o Communicator  Hels

- G R » ancloato Soaarech Sindo.
Real Estate Assessment Center RIS RS ET A TR S anch Anka

Horms = Skhouk HUG > Resl Eskate Ssamerrmant Cantmr = Online systarme
online systems

mp Beooumil this to m feisod
S Eenk waeaian

?3; Enler Ussthame for Laknain promet at
tha iR i g L b i B elous
e LOG I ]
myrm e Mame ]
o :
Ser ) pasewerd: | e i R
i At belowsrs
E20 mE | [ EmEn RN R
Ml DTS T T T P HEE JOry 12
=002
PSSR nesaT |
Ll Piote: Fasswond reset will reauirs you
¥ AtRanriosebioorcorRest oo o prowide sxect informeetion fron
gEvstamsl seosunre mriginal Feois beation.

The browssr you are using may affect
wour ability to access REAC Systam
applications. Sae Details. Opdated March &,

Zool
Halprul Tools
=g [Donrest Pleass sniar password for host. e e S i
ES!:III“ ﬁ' B8 52 || [EE Ontino... | G > Diart . | B4 das -0 | B rawisan. | @ odaes - | | ) e e G a2 P

Flgure 2-5 Login and Challenge Screen

On this screen, enter your User ID and the password that you
registered with and click “OK”.

This will bring you to the next screen where you can set up yourself
for administration responsibilities.
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2.3 Setting up Coordinator Actions

In order for the Coordinator to assign Actions and Roles to other
users, the Coordinator must first assign Actions and Roles to themselves.

After a successful login, the Coordinator will be brought to the Main
Menu (Figure 2-6), from which you can perform your tasks.

Y Secure Systems Main Menu - Netscape
File  Edit Miew Lo Commumicator Help

o T Main Menu

Secure Systems

Systems

+ Active Partners Fedormance System (APPE)

* Fmancial Asscssment Submission - PHA (FASPHA)

+ Financial Agsesoment Subsystern - dulufamily Heowsng(FAZZTE)

+ Lender Asszessment Subsvyetern (TASSEY v
+ Line of Credit Contral Swatemn (TOC0ED

« Managoment & zacssment Subsvatem (WASEY

Insurance Clauns System (MECS)

+ Physical Assessment Subsystem (PASE)

+ Physical Inspections

« Public Housing A ssessment Svstemn: Scores and Status (MASE)

Iaintenance
o ;
. fwlalf.faf.i“;.'::““ + Eeal Estate Bdanagement Svyatem (BEEME:

+ Paszvrord Chanae - Resident Assessment Subsystem (BASS)
+ Property Assignment
Maintenance

« Smple Famly Apprasal Subsystemn (SA323)

+ Usar AcHuity Report
+ Tenant Assessment Subsystem (TASSY
+ User Maintenance e = AT A it o 3 B

e sk ; ;l;l

e | |Document: Done = e ek oAE Eal af | s

A stan ||| & & ||[FESecwe Systoms Main._ @ Richard G, Maynard - inba.. | B8 Privacy Guestion.das - Mi.. | |[BEf (0@ 1228 M
Figure 2-6 Main Menu Screen

The first task that you want to perform is to assign yourself all the
actions available to you. Click on “User Maintenance” under the system
administration menu. This will bring you to the User Maintenance Screen
where you can perform a search by User ID or Name (Figure 2-7).
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Y User Maintenance - Nekscape -2 3]
municator  Help  &Send

System Administration housing | mail | help | search | home

User Maintenance

On this form, you can either search for a User
by User ID, or search for Users by entering your search criteria.

Search bv User ID
Tn search for a User hy Lis
enter a User 10 and then cllck the “search for User” button.

user 1D |

Search for Lser

tem
ministration
ey

gearch Users
Ta search for a user, enter at least ane search criteria
and then click the “Search Users™ button.

First Name

Last Name |

™ |check here to limit search to Independent Users

Search Users I Cancel I

B T e L~ o -~ L |

Figure 2-7 User Maintenance Screen

You will then enter you Coordinator ID or the Coordinator’s first and
last names and click on the “Search Users” button.

The next screen will show you some basic user information and will
contain a drop down list of functions that you can perform. You will want to
choose the function “Maintain User Profile — Actions” as shown on the next
page and click the “Submit” button
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System Administration Bousing | mall | help | search

Secure Systems

Maintain User KMOOOODD

User Information
User ID (M ODO0RD
First Name lohn
Middie Initial ]
Last Name | Doe
User Status Actwve
Coordinator | Yes

User T B thi[
A ARmEnT AR TERAnLE ype Busmes Partner
e Choose a Funetion

P aion b i

Mtaintamn Used Profls - Achons "'I
Asgislants Contract Assignmend Mainlénancs
Biusiness Patners Maintenance

Flmantamn User imfonmaticn
Vel sanik aeh e Paofls - A lons
aantam Liser Profils - Groups
Y BLBINS Whantan Lser Roles

- E“r‘.ﬂﬂﬁ;—ﬁﬁ:‘t_“ Propery Assignment Mairlenance

Figure 2-8 Maintain User (Maintain User Profile — Actions)

i Wl v el el i e e Sl

After clicking on the “Submit” button, you will be brought to the next
screen to assign yourself actions for each subsystem.

ﬂ I_ 5‘\"5tEﬂ1 A;dl'l'lil'listl'atiﬂn hatising | mail | belp | search | hama
I

Secure Systems
Assign/Unassign Actions for User mMoooon

| User Information
User 1D W 00000
Flrst Mame | lohn
Miiddle Irnitial |1
Last Mame [oe
User Staus | Achve
Coordinator | Yes

systam  ——
administration uUser Type Busmes: Partner

+ dsnalai Lontnt |Please check/uncheck boxes to asslgn/unassign actions to the user
Azsignneanl Miainlonasgs f

» THuginess Fartnern

- | APPE - Active Partners Performance System

= Paivrnid Cleangse T 2O - Ceordmator
Prapeerty Assigmengnd
% mintmnancs I TED - U:pdﬂtl:
# sea Masntenan<e
et | FASSUB - Financial Assessment Subsyst. Submission
™ ATIC - Anditor Cestification
R COR - Coordinator
S M St [T EXT - Extension Fequest Subrzsion

I RED - Bembmicsicn Bramect Tuheicsan

Figure 2-9 Assign/Unassign Actions
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It 1s important for each Coordinator to select the (COR) Coordinator
action for each subsystem they need. The (COR) Coordinator action
automatically gives access to all the actions associated with that subsystem.
Place a check mark in the (COR) Coordinator box for each subsystem and
click the “Assign/Unassign Actions” button.

After clicking on the button the following transaction confirmation
screen is displayed.

| Successful Transaction
I

i"n"nu have successtully assioned funassioned actinn 5) tn user MIOOOO

o]

Figure 2-10 Assign/Unassign Action(s) Transaction Confirmation
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2.4 Setting up Coordinator Roles

To assign roles to yourself follow the procedures for assigning actions
until you get the Maintain User Screen. This time you will want to select
Maintain User Roles from the Choose a Function drop down list and click
the “Submit” button.

=2

Securs systams

System Admin istration Eeialng | mal | help | search

Maintain User mooooo

| User Information
User 1D M ODODD

First Nama ..ld'll'l .
Middia Indtial |

~ Last Name | Doe

User Stalus | Actve

Coordinator | Yes

User Type [Busmess Partner
Choose a Function

[hgingEin User Roks -|
{Aasistance Contracl Assignment Mainlenance
sangss Partners Mainlenance
BAaintain Usar Inlornation
Ea-nla-ﬂ Usar Profile - Achons
amtamn User Profile - Groups

©

.

= Elnanclal Asscaament [Fropeny Assignmant Mairtenancs
Smlsygs s« Mullifamiy

Figure 2-11 Maintain User (Maintain User Roles)

The Assignment of roles is a necessary first step before assigning
contracts, PHAs, and properties.

You would assign Roles in the same manner as Actions by placing a
check mark in each subsystems box. It is very important for the coordinator
to assign only those roles that are needed. There are roles for some systems
that will lock the user out if they are selected. Therefore, be sure to only
select those roles that are needed.
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System Administration hemsing | mal | bals | search | bome

Securs Systems

dssign/Unassign Rales for User MOODDO0

User Information

Usar 1D hO0OO0
Middle Initial T

Last Name [ioe
ser Status Actue
Coordinator Yes
sy St

administration User Type Buosmeze Parner
o Jrpirtanice Canbsct

e R Plhease check funcheck boxes 19 assign/unassign rmbes to this wser

» Nusmess Parinsn

FASEUR - Financial Assessment Subsyst. Submission
. [F CPC - CPA Cartifes

" Pauintanance | SUE - AFS Subautter

T —— LOCCE - Line of Credit Control Systaim

W AT - Admenistrabon

M ORY - Chuery

¥ REQ - Eequation

Figure 2-12 Assign/Unassign Roles

After clicking on the “Assign/Unassign” button at the bottom of the
screen the following transaction confirmation screen is displayed. This
screen will list all changes that you are performing.

homsing | mail | halp | search | bama

ﬂ' 1 System Administration

Secure Systems
Assign/Unassign Role Confirmation for User MO0000

|Boles tn Assign to LUser MBE2 28
| System Code |  Role Code Role Description
| F&SSLIB | SLIE AFS Submitter

?.".In roles were selected to unassign.

S SLEN
administration Canfirm | Cancel |

» Apgjatance Cantrack
) S al

Figure 2-13 Assign/Unassign Roles Confirmation
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After reviewing the pending assignment of roles, click the “Submit”
button to accept the change. The transaction confirmation screen is
displayed to confirm the transaction.

_ :.'iuc: sful Mransaction

(vou have successfully assigned funassigned rolels) to user k0000

|
oK

Figure 2-14 Assign Roles Transaction Confirmation
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2.5 Setting up Multiple Business Partner Relationships

The first Coordinator relationship with a Business Partner is an
“Original” relationship. The privilege of working for that Business Partner
is assigned at the time of Coordinator registration and when the Business
Partner provides the Coordinator with the Coordinator User ID. After the
“initial” coordinator registration process, Coordinators may request/establish
relationships with multiple Business Partners. The Coordinators
request/establish these ‘“Additional” relationships through the Business
Partners Maintenance screens. These additional relationships are referred to
as BPR relationships.

The Coordinator first selects the Business Partner Maintenance link
on the Systems Administration section menu. When the screen in Figure 2-
15 is displayed, the Coordinator enters the Coordinator User ID and selects
“Request New/Delete Existing Relationship” from the Function drop down
list as the first step in adding an additional Business Partner.

bousing | mall | helo 0 seaech | homa

m 13 System Administration
i

Secure Syslems
Business Partners Maintenance

Plesss anter a Lizer 10:
user 10 | MOOOOD
Please enter a Function:

| Request New/Delele Existing Relationship K

Subrmil Cancel

[y
system 'y
administration

Bt Leiread
' Amuignieat b intenarse
v Suphesag Poetngr)
Msinlen inLE

Figure 2-15 Business Partner Maintenance Request
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After clicking on the “Submit” button the Add/Delete Relationships
screen is displayed.

i ;'_: _ System Administration Rausiey | mall | veip | ssarch | home
ﬁ :

Secure Systems

Add f Delete Relationships

For John J. Doe WDOOO0

| Select relationships to delete

| Status | TaxID Name - Type
AFEIE0ES - HHA WILKIRS AFARTMENTS PROJELT, INC. (Dnganzalion) ;|
A HATEZET - Housmg & Community Developasent Conp of Hawsi (Qigarazaton)

nyakam
administration
« Bnistards Contract =
Rssigarent Malshenads =
o Huninser Parkoecs
Haintenance

, PrEeparty Sesigament | Relatipnships to add
Hanlgnangg | VIS EEMN S PHA D Baislngss Partmar Ty e
T E——— [MoDoD PHA =

[ .lF‘.al':lc pant (Cnzanization] j

.| II'-;a;ﬂl|'.‘.|'.-:';l;lulr'.';;l:_:-:‘lll;_?a::.lu.r:J. _"_-J

Figure 2-16 Requst/Add Business Reléﬁoﬂsﬁibs

The Coordinator enters the Business Partner’s TIN, SSN, or PHA ID under
Relationships to add and selects the Business Partner Type form the drop
down list.  After clicking on the “Submit” button, the Add/Delete
Confirmation screen is displayed.
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System Administration wousing | mail | heln | seareh | home

Secure Systems
add/Delete Relationships Conflrmation

For John J. Doe pOO0O0

Felationships(Delarad)
Therne: are no reelations hlP!.- oy dexlisEe®

Relationships{ Added) S
Type | TaxiD | Name
| Gcean City Housing Autharty
system G 204 E 4TH Street
Al Prganizatizn|f HELE " OcEAN CITY
- Ssesmm conmacs N3 - 08226 3906
4 Bminaas Pasiners
Hainkenancs
Confinm | Cancal

+ Pagmard Changs

+
Mainkenance

+ Uppw Hgintensneg

Figure 2-17 Add/Delete Relationships Confirmation

In the case of adding a business relationship, it is important to recheck
the accuracy of the information. Specifically you should verify the Business
Partner’s mailing address is correct. Your Activation Code will be mailed to
this address. If this address is incorrect, you should coordinate with this
business partner to contact the HUD filed office for an address update.

If you are satisfied with the information about the Business Partner,
select the “Confirm” button. Secure Systems will display a screen that
confirms a successful transaction.

housing | mall | heln | search | home

ﬂ_ _L System Administration
|

an“m sHlems Successful Transaction f

You have successhully completed the function.

o

Figure 2-18 Request Business Partner Relationship Transaction
Confirmation
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The request by the Coordinator for an additional Business Partner
Relationship (BPR Coordinator) will trigger a letter to be sent to the
Business Partner with an Activation Key for the relationship. Once the
Coordinator obtains the Business Partner Relationship Activation Key from
the Business Partner, he/she logs into Secure Systems and selects the
“Business Partner Maintenance” link from the System Administration menu.

The Coordinator will then enter his/her User ID and selcts Activate
Relationships from the drop down list.

hossing | mall | help | sesreh | home

ﬂ' Bar System Administration
|

Secure systems
Business Partners Maintenanca

Flense enter a Liser 1d:

User ID | hAD0000

Please enter a Fusction:

L4 cbyala Relationshigs

Submeé ] Cancel ]

SySTEM
administration

s AEglstance Contract
Axsignmumnt Mainianince

& Pugloes Parines
Faniwnancs

Figure 2-19 Business Partners Maintenance — Activate Relationship

After clicking on the “Submit” button, the Activate Relationships
screen is displayed.
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Bausing | madl | help | s#arch | home

ﬂ E System Administration
|

Secure Systems

Activate Belationzships

Far
Jdohn J. Ooe WO0ODOO

ate relatianabeps by entenng cormesponding activation key.
TIHSS8NPHA 1D - Mame Activation Key
HOOD - Ccezn City Housmng Authonty 00C0GIY2 000 GLONATIGED

Submit | Cs*n-:ell

Figure 2-20 Activate Relationships

The Coordinator enters the Activation Key provided in the letter from
his/her requested Business Partner and clicks on the “Submit” button. A
message will be displayed confirming the successful completion of the
transaction.

ﬁ_ 11] System Administration housing | mall | heln | search | Nome
|_

SH:I"I sHslems Successful Transaction

You have succassfully completed the funchion.

P

Figure 2-21 Business Partner Relationship Activation Transaction
Confirmation
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2.6 Property Assignment Maintenance

Property Assignment Maintenance is used by the Coordinator to
assign properties with applicable roles to a Regular USER. Assignments of
properties with roles to a Regular User can only be performed if the
Coordinator has first assigned the applicable Actions and Roles for each
User.

The Coordinator selects the “Property Assignment Maintenance” link
from the System Administration menu and the following screen will be
displayed.

Bauzing | mall | halp | tesreh | hama

m_ System Administration
|

Secure Sysiems

Property &zsignment Manienanos

Pleagw enter a User Db

User 1D | M 00000
fl::ﬁ-un'."lf'm_' _' i
|.-3-.‘. g Fropery ﬂ
For Assign Property, provide one of the: follomings)
Froperty 10 |
FHA Muambiar |
Contract Mumber |
. Asmrbamcs Coaipact Servicing Site | New Yok =]
, Aot M3 Far Kasin Preperky, show Property Griners:
Tlnhnmu Cysrant Cramprs =
= B
Muintensnce
" Eattoceed thaktn Submit | Cancel |
= Prapeity Rasignneent
Miintannis
® Wzt Aotieity Repot
5 Ul Mainkrsancs

Figure 2-22 Initial Property Assignment Maintenance Screen

Enter the Coordinator ID and select “Assign Property” from the
“Choose a Function” drop down list and then enter one of the other items of
information (Property ID, FHA Number, Contract Number, or Servicing
Site) and click on the “Submit” button.
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Next you will see the Assign Property screen as shown in Figure 22-

23.

ﬂ' s System Administration
|

Secure Systems _ y
A FroperDy T Dser MO 0000

.-':-."‘“"..' fale: o S -
Role Description - {System [0 - Bole Code)
Administralion (LOCCE - ADK)

FHE Usar (W23
FPhyzical Inzpaction Viewer (PASS - FIV) |
Cheese atleastone Propertyl

Lurrsnd propasty. oy oo shor el

Froperty 10 - Property Hame - TIN

BIO0DNS - LOGAN COLRT - 371 00 377

system

+ Azpirhaeie Conlragt

AN MENE M0 TEN M

+ Eutmaes Parlnan
HAIn B O

+ PHA Bssgnment
Haintensnce

= Parersard Change

* Lhaer Aotimity Report
+ Ugpr Hainksmancs

Submit | Cancel |

b3

= fchwe Parkniem
Perlormiania Sartem

Figure 2-23 Assign Property Screen

Step 1: Select one or more properties. Step 2: Select an applicable
user role. Step 3: Click on the “Submit” button. A transaction confirmation
screen will be displayed.

Successful Transaction

You have successfully asssigne d the Property to User M 00000

oK

Figure 2-24 Property Assignment Transaction Confirmation

Again it is important to assign the Coordinator only the Coordinator
role for each Property.
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2.7 Participant Assignment Maintenance

If the Coordinator registered using the Public Housing Agency
registration form, there is an additional step that needs to be taken to
successfully complete your Coordinator setup.

* - We apologize for the omission of Figures in this section as we do
not have the access privileges to capture screen shots.

Select the “PHA Assignment Maintenance” under the System
Administration menu.  Clicking on the link will display the PHA
Assignment Maintenance screen.

Enter your Coordinator ID and select “Assign PHA” and click on
View Selection. This will take you to the Assign PHA screen. This screen
appears in a similar fashion as the Assign Property screen in Figure 2-23.

Step 1: Select one or more Participants. Step 2: Select an applicable
role. Step 3: Click the “Submit” button. A transaction confirmation screen
will be displayed.

Again, it is important to only assign the Coordinator the Coordinator
roles.
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2.8 Setting up your Users

Once a User has completed the steps in Chapter 3 to obtain a User ID,
you as a Coordinator can now set up the User’s access.

The only steps necessary to proceed are = Maintain User Roles =
and Property Assignment.

Public Housing Agency use the PHA Assignment Maintenance. This
process is the same as Property Assignment Maintenance.

The Coordinator will need to be selective on rights and systems they
give Users access to.
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3. Users
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3.1 Setting up a User ID

Access to HUD Online Systems begins when you complete one of the
Online Registration Forms. Go to the following URL address:

www.hud.gov/offices/reac/online/reasyst.cfm and click on the = Dnline Regetration
button.

As you will see from the next screen, there are three different online
registration forms. The form used will depend upon whether the registrant is
registering for systems under Public Housing Authority, Multifamily
Housing Entity, or as an Independent User. Users can register for Public
Housing Authority, Multifamily Housing Authority, or as an Independent
User. The Public Housing Authority registration form and the Multi-Family
registration form differ only in the request for PHA ID information rather
than for a Tax Identification Number.

 Need a User ID? - HUD - Netscape =10 x|

le Edit Wiew Go Communicator  Help

Homes &
Communities
us. 2

Text only | Translate | Search/index
Real Estate Assessment Center ¥ :

Home > About HUL = Heal kstate Assessment Center > 2aline systems

AI,.:'IE*:HS; — NEED A USER ID?

Complete registration instructions are =[g E-mail this to a friend
available, or go directly to the appropriate
secuUre connection registration form.

Business area products
Business partners
Online systems
Common questions

% Print version

Calendar } Multifamily Housing Enti
Industy user guides *  Public Housing Agency
Library ¢ Independent User

Directory
Training
Tachnical support
Contact us

HUD news
Homes
Communities

wWorking with HUD

Content updated March 26, 2002 © Back to Top

Webcasts
Mailing lists

| | U.5. Departrnent of Housing and Urban Development @ Privacy Staternent
H 451 Tth Street 5, W., Washington, DG 20410 Home
a‘»»l |IL‘,- Telephonet (202) 708-1112 TTv: (202) 708-1455

Contactus
Help

FIRSTGOV

Yaur et Clck s bt 15, Eovarnmest

S=p= |Document: Done 4
#start|||uckiawch @ PIE O E R G E AT 2| 2o | Do | Blou. [[FEnee.. | o6% e |5®@ND®%0@@@ 10548

Figure 3-1 Need a User ID?
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When you have determined the appropriate registration form to
register under, follow the instructions on the form itself and complete all
information (See Figures 3-2, 3-3, and 3-4). When completing the
registration form, be sure the information is complete and accurate so that
your registration is processed in a timely fashion and there are no delays in
your notification of successful registration.

Should you have difficulty filling out the registration form, there are
some automatic reminders about the information required. See Figure 3-5
for the list of required information. The success of your registration depends
on the accuracy of your registration information.
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PH r'\

Coordinator and User Registration

To apply For a Svstem Coordinator 1D, check the "Coordinator” radio baton, (1l oat the form below, and click Send
Applcation when you are through. Upon verification of the mformation below, an 1D wall be assigned and mailed to
the Execative Dinector of the PHA specified belovw. The password will pod be disclosed, so make sure vou remember
il

T apply for a regolar User I, check the *User® madie button, Gl owt the form balow and click Send Application when
you are theongly Upon verification of the information below, & user 1D will be assigned, and the System Coordinator of
the FHA specified balow will retrieve the user [0 The pagswond will not be disclosad, se make sure you remember i

Adul remember:
lidniuse off Facherad Informuion ot diis Feb site fails awder vhe provisions of Tite P8, United Stores Cocke, seetihon 1030, This dow
specifles perties fow erceeding autarined s, affenarion, demgpe ar destruction of ieforsnatian reskding o Pederm Cosmpaters.

Ry (N Coardingtor [ User

First Mame!

Mlelidle Iminial:

Last Numie:

Sockal Security Number: - *

Organization Information

o Provide the name of the Public Hoosing Autlsosity you repeasond
o Provide the Mumber of the Poblic Housing Authonty you represent

Organization Name:
Organization 1D:
Provide vour e-mall address.

o lInchude your e-mail wser name, the @ sion ad [servicename comfedworgimetete . For example:
Jsmithi@aol.com, jphadosaady.org, hfdbidaa prodigy. com

E-mail |
Aildress:

Choose a Passworil
e You will enter vour password each tome you use this service. Your password should be 6 characters m lengih and
should be comprised of letters and numbess (for example, brod&3). Do not use puncteation or special claracters,
Lingomant: ¥ our password will be recorded EXACTLY as vou tvpe if, se make o note i vou enter i apper and
EWET LERE.

Passward:
Re-enter Password for Verlfcation:

Nluthier's Mulden Name

= Flee provide this infomanton R fuieee vegilcabion sl processieg poeswond nesel o) ussis

Mather's Mabiden Mamae:

[ Sond Apploation || Claear Fiskds |

Figure 3-2 PHA Coordinator and User Registration
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Mulfifamily

Coordinator and User Registration

Tar Iy I o Svwiern Coordinaier 10, clseck ihe "Cosdinnion” sadio balion, (510 ool (e foens Bedos, med click Send

Apypliatica Wi yaa s ool T verifiea i o O Gt ion ek s D0 will e gl sl mailal o
tha U ECH of tha HLFE - pogistersd cntity sgreciliod balow. The g 4wkl ot b ddeckosed, soomaks e you
b QL

e apply Pon s ular Ulser 10, chock the = Ulser® mchse bietiom, G0 oot b Gonm balos gl click Senad -krmll.\.-ulmn whien
el e th mgrﬁ Ty verification of tle infornation helow, & user 13 wall be assigieed, avd the Sysiem O oopdinator of
e Illll'b-rﬂil.u'md ety speciinead balow woll resreve dhe wser D03 Ve passwasasd sl s b dasclosed | soomake sue
O P

Al dumibainilae
Wy Adisas of Fadarad Jyamaarion o i Wb s @l wvdar iia pravisions af Tile P8, Laed Sratas Soda, sestien JOR, Thi daw
i riiia flo dinp cubhardnad oo, altenation, denlass ar denbustian of fefbematian residing an Fedara empsdira.

Appiicasion Ty ov: [T

Frovise vour comail wddeoss,

= Disglude v e-manil wser noase, the @0 sien o | serv redworzfiatien. . For
A bl sl com, folimdacmsady ore, hifd e prodigy com

Clsnose o Passward.

o Wortn will smiar yomr prsvind woch time yon wos this service. Your g | whemiled b & <l « inn lemgils s

shonld be comprised of ketters nod numbers (for eample, brad®3). Do ot use punctuation or special charcters,
Inportant Yoar paasword will be secorded EXACTLY as you type il se make o note i you enter i apper and
lovover case,

Mother's Malden Mame.

o Please provide this information for future verification when processing password resel requesis.

[ Sond Application || Glear Figids |

Figure 3-3 Multifamily Coordinator and User Registrat

ion Form
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Independent User Registration

e apply For an independent user 11, Gl out the fonn below, and click Send Application when you are through. I you
lawve already been azsigned o user 11 vou will be proanpiled 1o convert that 1D te an Independent user 1D 1 you have
v been assigned a user 11 vet, an 11D wall be assigned and mailed o yvou The password will not be discloseld. so make
sure vou remember ittt

Al remennber:
Vo’ Lfinue of Federad dyormurien af gy b sie fally sraler the goovisions of Tinke £8 Cined Siomes Code, secrion [0S, This daw
apeeifles peviatiler for encaading aufarined aooer, affenaron, deatage A dentretlan a7 imormmalan reclaing on Fedenn’ Compalers.

First Name:

Middie Inirial:

Last Nama:

Soctal Seeurity Number: - £

Provide vour e-mail address.

o lielude your eomnal wser nanse, the o stgn oo [servicenpme comfedwong metiete. | For example:
Jsmithiwol.com, johndoeaadvoorg, hfdibida i@ prodigy.com

E-muil |
Adldress:

Choose a Password
» Youwill enter your password each time you use this service. Your password should be 6 characters in length and
shouild be comprisad of ketiers and numbers {for ecmple, brad&3). Do not use punctisation oF special characters.

Lmportant: Your password will be recorded EXACTLY as vou type it se make o note of you citer i apper and
bowwer case

Passward:
Re-enter Password for Verification:

Muother's Malden Name
® Please provide this information for fufwre veriflication when processing passwoard resel requests

Maother's Malden Name:

[ Send Application || Clear Fislds |

Password:
Re-enter Password for Verdfication:

Mother's Malden Name.
& Plomee provide thie informatn for fuieme veri featisn whoen procesing peesnord fesel roqiests

Mother's Maiden Name:

[ Send Applcation || Clear Fields |

Figure 3-4 Independent User Registration Form
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Application Tvpe is required

First Mame is required.

Lask Mare is required.

55N is required

Organization Mame is required

Crganization ID is required.

Password is required

Second Passward entry is required For verification
Maiden Mame is reqJired,

——

Figure 3-5 List of Required Information

i:}

Upon a successful registration, notification will be sent to the Trusted
Business Partner that you specified in the Organization/Individual
Information section of the registration form. This notification is generally
sent out the next business day following the day you register.

Your User ID can only be retrieved by the Coordinator 24 hours after
the registration is completed. The Coordinator is the only person who can
retrieve the User ID from the system by selecting User Maintenance,
entering the persons name and selecting Search for User.

Online Systems Friendly Users Guide Page 3-7



Chapter 3 - Users

3.2 Logging in for the first time

Enter the following URL address in your web browser:
www.hud.gov/offices/reac/online/reasyst.cfm to access the login screen and
click on the LoGIN | button. This will bring you to a user login screen
with a challenge box shown in figure 3-6 below.

At the time of registration, users will have access to a set number of
systems, roles, and actions reserved for external users. The systems that are
assignable by the Coordinator is dependent upon the information you
provided on your registration form.

1y Online Systoms - HUD - Notscapo ==l =]
Eile  Eclil  Wiew o Communicator  Hels

- Taxt arl » ancloato Soaarech Sindo.
Real Estate Assessment Center BRSO USRS eI DR aanc h L e

Horms = Skhouk HUG > Resl Eskate Ssamerrmant Cantmr = Online systarme
online systems

mp Beooumil this to m feisod
S Eenk waeaian

ARLL e USEINAME [ar LNKkNown AIEmEt at
B fdapps hud. o :
tha i ting e lag in Below
e LOG I
myrm e Mame ] —mc i)
o :
cor | paswor | Sl ety R
i At belowsrs
E20 mE | [ EmEn RN R
Ml DTS T T T P HEE JOry 12
=002
PSSR nesaT |
Ll Piote: Fasswond reset will reauirs you
. Attantiondlconc G BEAG ORiTna o prowide sxect informeetion fron
gEvstamsl seosunre mriginal Feois beation.

The browssr you are using may affect
wour ability to access REAC Systam
applications. Sae Details. Opdated March &,

Zool
Halprul Tools
=g [Carnact Plaass antar passward far ot i [ E e e T et Ty = W0
19 Sean || | ﬁ' B8 52 || [EE Ontino... | G > Diart . | B4 das -0 | B rawisan. | @ odaes - | | ) e e G a2 P

Flgure 3-6 Login and Challenge Screen

On this screen, enter your User ID and the password that you
registered with and click “OK”.
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4.1 Actions and Roles

Actions and roles are developed for each subsystem. The approach to
the development of actions and roles depends on each subsystem. All roles
represent one or more actions. Some actions are stand-alone and are not
connected to a role. You are given this list to provide some additional
information about the privileges that can be assigned by a Coordinator.
While the list may not always be completely updated, it does provide you
with a better understanding of the range of options available.

Table 4-1 Roles and Actions for External Users

System Role Description Actio Action Description

n
Code

APPS
APPS
APPS AUP APPS Update
FASPHA
FASPHA AM REAC Assessment Manager
FASPHA
FASPHA FID REAC Finance Director
FASPHA RFA REAC Financial Analyst
FASPHA
FASPHA FIA PHA Analyst

FASPHA PID PHA Director

FASPHA RFA REAC Financial Analyst
FASPHA SMT PHA Submitter

FASPHA AM REAC Assessment Manager
FASPHA
FASPHA FID REAC Finance Director
FASPHA AM REAC Assessment Manager
FASPHA
FASPHA FID REAC Finance Director
FASPHA RFA REAC Financial Analyst
FASPHA AM REAC Assessment Manager
FASPHA FID REAC Finance Director
FASPHA RFA REAC Financial Analyst
FASPHA
FASPHA CPV CPA Verification

FASPHA AM REAC Assessment Manager
FASPHA
FASPHA FID REAC Finance Director
FASPHA RFA REAC Financial Analyst
FASPHA AM REAC Assessment Manager
FASPHA FID REAC Finance Director
FASPHA RFA REAC Financial Analyst
FASPHA
FASPHA | AM REAC Assessment Manager
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