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Section C Performance Work Statement

Operations and Maintenance Support for the FHA Subsidiary ledger (FHASL)
1.0 BACKGROUND

1.1 Introduction to HUD and FHA

The mission of the Secretary of the Department of Housing and Urban Development
(HAID) is to increase homeownership, support community development, and increase
access to affordable housing free from discrimination. The Assistant Secretary for
Housing-Federal Housing Commissioner helps the Secretary of HUD in accomplishing
this mission by overseeing the programs of the Office of Housing and the Federal
Housing Administration (FHA).

FHA was established under the National Housing Act of 1934 to improve housing
standards and conditions, to provide an adequate home financing system by insuring
mortgages on homes and rental projects, and to stabilize the mortgage market. FHA was
consolidated into HUD when Congress cstablished this cabinet-level department in 1965,

Seven offices support the Office of Housing-Federal Housing Administration in
performing its mission;

. The Office of the Deputy Assistant Secretary for Single Family Housing
supports single family programs, including FHA single family mortgage
INSurance;

. The Office of the Deputy Assistant Secretary for Multifamily Housing
Programs supports multifamily programs, including FHA multifamily mortgage
insurance;

. The Offtce of the Deputy Assistant Secretary for Regulatory Affairs and
Manufactured Housing supports rulemaking and manufactured housing programs,
including FHA manufactured housing insurance;

) The Office of Affordable Housing Preservation supports the restructuring
of project-based rental assistance agreements and related FITA insurance of
project financing;

. The Office of Insured Health Facilities supports FHA mortgage insurance
for hospitals, assisted living facilities, and other health-related facilities;
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. The Office of the Deputy Assistant Secretary for Operations supports FHA
administrative functions;

. The Office of the Deputy Assistant Secretary for Finance and Budget
supports budgeting and financial operations, including all financial opcrations
affecting FHA s mortgage insurance funds.

These seven offices manage FHA programs and policies from a headquarters
organization located in Washington, DC, under the direction of the Assistant Secretary
for Housing-Fedcral Housing Commissioner. A field organization executes FHA
programs from locations throughout the country, consisting of four Single Family Home
Ownership Centers, 18 Multifamily HUB offices, and 33 multifamily field offices.
Administratively, both the regional offices and the headquarters organization report
directly to the Deputy Secretary for HUD.

1.2 Programs of the Office of Housing-Federal Housing Administration

FHA provides mortgage insurance to private lenders that finance single family homes,
multifamily projects, healtheare facilities, loans for property improvements and
manufactured homes. FHA has provided mortgage insurance 1o 37.6 million single
family homes and to 51,527 multifamily projects containing 5.9 miflion units of housing
since its inception 75 years ago. FHA currently has 5.5 million insured single family
mortgages and 11.971 insured multifamily projects in its portfolio.

FHA operates its programs through five insurance funds supported by premium and fee
income, interest income, Congressional appropriations, borrowings from the U.S,
Treasury and other misceilaneous sources. The five funds are:

. The Mutual Mortgage Insurance (MMI) Fund. The MMI Fund supports
FHA's basic single family homeownership program: this fund is self-sustaining;

. The General Insurance (GI) Fund. The GI Fund supports a wide varicty of
housing programs including rental apartmenis, cooperatives, condominiums,
nursing homes, hospitals, property improvements, manufactured housing (Title ),
and disaster assistance;

. The Special Risk Insurance (SRI) Fund. The SRI Fund supports higher-
risk single family and multifamily insured mortgages;
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J The Cooperative Management Housing Insurance (CMHI) Fund. The
CMHI Fund supports insured loans on market-rate cooperatives: historically this
fund has been seif-sustaining;

. The Hope for Homeowners Fund (H4H) Fund. The H4H Fund supports a
special mortgage insurance program enacted in 2008 to encourage lenders to

adjust terms for homeowners adversely affected by the mortgage crisis of 2008
and 2009.

1.3 The FHA financial management organization

FHA’s financial operations are the responsibility of the FHA Comptroller, under the
Deputy Assistant Secretary for Finance and Budget. Tinancial operations include the
control, execution, recording and reporting of all financial transactions relating to FIIA's
morigage insurance programs and insurance funds, the actuarial analysis and
management of FHA insurance reserves, the maintenance of the FHA funds, and the
control of budgetary resources. Control of budgetary resources entails enforcement of
Congressional limitations on total annual labilities for new insurance, estimates of
receipts from insurance operations, limitations on expenditures from the insurance funds,
and direct appropriations for subsidies and administrative expenses. To perform these
operations, FHA relies extensively upon automated systems managed by the FITA
Comptroller’s organization.

Although now part of HUD, FIIA was originally an independent agency subject to the
Government Corporation Control Act. Since 1948 the Government Corporation Centrol
Act has required FHA 1o produce independently audited financial statements of its
insurance funds. The Government Corporation Control Act was amended to confirm that
the requirements for independently audited financial statements continucd after FHA was
consolidated into IUD. The HUD Reform Act of 1989 made FHA’s independent
financial statement audits an annual requirement and created the office of FIIA
Comptroller to manage FIIA's financial operations. FHA’s audited financial statements
are incorporated in HUD s department-wide financial reporting!, and the audit results for
FIIA become part of the audit results for HUD as a whole. In order to support HUD's
department-wide financial reporting to the Department of Treasury and the Office of

! Recent financial statements and audit results can be found in FHA Annual Management Report FY2008
at o v b ] ]

A BTN T
O e .::.-_":_,--=._-.J=..||.
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Management and Budget, as well as for management of its own financial operations,
FHA produces a complete set of financial statements each quarter.

1.4 The FHA Subsidiary Ledger

The FHA Comptroller’s Office relies on a core financial management system, called the
FHA Subsidiary Ledger, te produce its audited financial statements. The FHA
Subsidiary Ledger uses commercial-oft-the-shelf software certified by the Office of
Management and Budget, Office of Federal Financial Management” to meet federal
requirements and standards. This commercial software was originally developed and
marketed by PeopleSoft USA, inc.

The FHA Subsidiary Ledger currently supports FHA’s general ledger operations, a
separate cash ledger, federal budgetary accounting and funds control, accounting for
contracts and grants, and sclected FHA insurance servicing or post-insurance financial
operations. Federal budgetary accounting and funds control functions include controls
required under the Credit Reform Act of 1990 and under FHAs annual appropriations.

Approximately 20 other mixed financial and program systems have been integrated with
the FHA Subsidiary Ledger to support all of FHAs insurance servicing and post-
insurance financial operations. The FHA Subsidiary Ledger has integrated with these
financial and program systems by three strategies. First, some systems interface with the
FHA Subsidiary Ledger on a daily or monthly basis. The interfaces have in many cases
been improved to incorporale budgetary and other controls not previously available from
the interfacing system. Second, some systems have been integrated into the FHA
Subsidiary Ledger in their entirety, making the legacy software eligible for retirement.
Third, some systems have been re-engineered in accordance with HUD s Enterprise
Architecture plan, under which the FHA Subsidiary Ledger system provides support for
core financial operations, while other application software is implemented for program
functions. Tegether these systems constitute a major IT investment project calied *FHA
Financial Operations Modemization® for purposes of OMB reporting and budget
planning.

FHA Subsidiary Ledger is maintained by a dedicated staff within the Office of Systems
and Technology under the direction af the Office of the FHA Comptrofler and the Deputy

The interagency loint Financial Improvement Program {formerly known as JFMIP) has been absorbed
into the Office of Federal Financial Management {OFFM) within the Office of Management and Budget
(OMB).
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Assistant Secretary for Finance and Budget. Figure 1-1 shows the relationship of the
FHA Subsidiary ledger project staff to other offices under the Deputy Assistant Secretary
for Budget and Finance:

1.5 Past, present, and future FHA Subsidiary Ledger requirements

The FHA Subsidiary Ledger began operation as FI1A's official core financial system in
October, 2002 with the implementation of a general ledger and budget execution and
funds control functions,

Since 2002, FHA and its contractors have continued to expand the scope of the core
financial system functions to integrate and improve financial operations. Major past and
current milestones include:

. 2004 — Contract and grant accounting, daily and real-time funds control
over all Treasury disbursements

. 2004 — Comprehensive controls over all FITA loan commitments.

. 2006 — Daily and real-time integration with Multifamily asset
management operations

. 2007 — An interface with HUD’s procurement data warehouse
J 2009 — Integration of Multifamily premium billings, collections, and

claims and replacement of legacy syslems
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The completion of these milestones marks the completion of the original project to
implement PeopleSoft as FHAs core financial system.

With the completion of the FHA Subsidiary Ledger implementation project, FHA now
seeks to replace the project organization with a service management organization. The
service management organization will be responsible for:

. Sustain FHA Subsidiary Ledger operations in conjunction with HUD’s
HITS I operations contractors® and FHA's accounting operations contractor®;

. Support FHA in responding to, and complying with, regulatory, oversight,
and audit requirements relating to the FHA Subsidiary Ledger;

) Prepare recommendations for the development and implementation of
necessary system modifications that FHA requires to meet new regulatory
requirements or other high-priority operational needs; and

. Support FHA in planning and executing future system or hosting changes.

The FHA Subsidiary Ledger service management organization needs to acquire
Information Technology service management, maintenance, and development support to
accomplish these functions. All materials developed under the task ordet shall be the
property of HUD.

1.6 Other HUD and FHA coordinating organizations and functions

Operations and maintenance of the FI1A Subsidiary Ledger system requires extensive
coordination with other HUD and FHA activities and organizations, and the project’s
contractors must support these coordination requirements. The FHA Subsidiary Project
and its contractors shall:

. Comply with HUD's System Development Methodology (SDM), which is
maintained by the Office of the Chief Information Officer (OCIOY),

* Lockheed Martin Corporation and Hewlett Packard Corporation (formerly Electronic Data Systems)
together support all of HUD's IT infrastructure and production operations under HUD Informaticn
Technology Service (HITS) I contracts.

* |BM Corporation provides accounting and financial statement reporting support to FHA.
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. Participate in regular technical reviews, which are administered by OCIO
on behalf of HUD’s Technology Investment Board through monthly and
quarterly reviews of updated project information in OCIO’s eCPIC s system and
the Inventory of Automated Systems and through regularly scheduled technical
reviews, lypically once each fiscal year;

. Participate in HUI) management reviews, such as the annual review by
HUD’s Portfolioc Management Review Board, typically once each fiscal year;

. Prepare information for IHUD budget reviews, which require monthly
updates to costs in the project plan and periodic reporting, typically within 30-60
days of the close of each quarter;

. Participate in HUID's Enterprise Architecture, a standards-setting program
for hardware, software, applications, and methodologies administered by OCIOQ:
the project tcam must maintain current information about the FHA Subsidiary
Ledger within HUD’s Enterprise Architecture Management System {(EAMS) and
contribute to the development and maintenance of enterprise architecture plans
for the Office of Housing;

. Support system reviews under FFMIA’, FISMA®, OMB’ Circular A-123,
OMB Circular A-127, and OMB Circular A-130, both by the Office of Housing
and by the Office of the Chief Financial Officer and its contractors;

. Respond to requests for information and for comment from the Office of
the Inspector General (OIG) and its contractors for audits of FHA and HUD
financial statements or subjects of special interest to the Inspector General and
trom the GAQ for audits and studies of subjects of interest to the Congress;

o Coordinate infrastructure requirements, including hardware and software
planning, with other contractors and HUD organizations.

* Federal Financial Management improvement Act of 1936
® Federa! Infarmation Security Management Act (2002)

7 Office of Management and Budget
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. Coordinate application planning, including software acquisition and
integration, with other core financial management functions within HUD, such as
HUD’s departmental accounting system;

. Participate in the single family and multifamily sysiem integration projects
that the Office of Housing has initiated under HUD's Enterprisc Architecture
prograin;

. Operate within HUIY's data processing environment in compliance with
the standards and procedures defined by (OCI0, including standards [or such
functions as security, configuration management, operations, contingency
planning and business resumption: the project team must comply with all
requirements of the HUD Automated Release Tracking System (HARTS) release
process to promote controlled items from development to production status,
including submission of production software changes to the HUD Test Center:

. Support essential review and qualification procedures for federal systems
in accordance with mandatory standards of the National [nstitute for Standards
and Technology (NIST) including quarterly Certification and Accreditation
revicws and remedial activities necessary to achieve and maintain Authority to
Operate:

. Demonstrate satisfactory project management controls mandated by OCIO
and OMB, such as Earned Value Management;

. Comply with Section 508 of the Rehabilitation Act and the related U.S,
Access Board standards;

. Interface accounting system software with other insurance and financial
systems within FHA and HUD: these systems are maintained and operated
separately from the FHA Subsidiary Ledger project by other contractors and
HUD organizations.

FHA has contracted with IBM Corporation for professional accounting services
to support accounting operations, other financial operations, financial modeling
to calculate liabilities for loan guarantees and loan loss reserves, financial
statement preparation, and support for the annual financial statement audit.
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The contractor will be responsible for supporting the integrated multifamily
premium billing, collection and claims function as weli as financial and
accounting functions integrated earlier within the FHA Subsidiary Ledger.

HUD has also contracted with a variety of companics to support the approximately 20
other mixed financial and program systems that perform financial operations for FHA’s
insurance programs and that produce financial transactions for FHA’s core financial
system.

The contractor supporting FHA under this work statement must effectively interact with
all of the other offices, functions, and contractors on which the FHA Subsidiary Ledger
depends®,

In addition, for a vendor to be considered a responsible vendor, it must certify that it is
CMMI Level 3 certified at time vendor is notified they are the apparent awardee.
Contractors must enclose a copy of it certification and a link to its listing on the CMMI
site (http:\www.sei.cmu.edu/cmmi/).

2.0 OBJECTIVES
The objectives of this task order are to:

. Sustain the FHA Subsidiary Ledger in support of FHA’s financial
operations;

. Maintain the capability of the FHA Subsidiary Ledger to produce timely
audited financial statements in conformity with generally accepted accounting
principles,

. Maintain the capability of the FI1A Subsidiary Ledger to operate with
adequate internal controls,

® These roles and responsibilities are defined in detail in Roles ond Responsibilities V5-1 — FHA Contracters
at http://hudsharepoint.hud.gov/sites/home_team/FHA-

SL/Shared%20Documents/Forms/Allitems.aspx ?RootFolder=%2fsites%2fhome%5fteam %2 fFHA%2d5E % 2f
Shared%20Documents%2fRoles%20and%20Responsibilities&FolderCTID=&View=%7bCC6DDA10%2d9FED
%2d46C4%2d9390%2dA18471ADCEBGY%7d
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. Maintain compliance with laws and regulations applicable 1o federal
financial management systems,

. Support FHA in responding to oversight, and audit activities involving the
I'HA Subsidiary [.edger,

. Adapt the FIHA Subsidiary Ledger to meet new regulatory and other high-
priority requirements affecting FHA s financial operations in the future,

» Support FHA's Office of Systems and Technology in information
technology investment managerment and planning for the Housing portfolio of
applications of which the FHA Subsidiary Ledger is a part, including FI1A's
Financia!l Operations Modernization (13 applications), Single Family Integration
(20 applications), Multifamily (9 applications) and the Housing transformation
program.

3.0 SCOPE

This task order acquires Information Technology (IT) services to continue operation,
maintenance, and enhancement of the FILA Subsidiary Ledger and to support investment
management and planning for the Housing IT portfolio of which the FITA Subsidiary
Ledger is a part. The services FHA s acquiring span the following categorics of activity:
IT service management, 1T infrastructure management, I'T application maintenance and
development, and project management.

Under cach category of activity, other contractors and oversight organizations will also
be acting on HHUD s and FHA’s behalf along with the contractor. The scope of this task
order therefore includes significant coordination with the work of other ¢contractors and
HUD organizations. However, although such coordination is an essential requirement,
this task order requires the contractor to provide overali comprehensive system
engineering and technical services for maintenance, development, integration, and
operations of the FHA Subsidiary L.edger.

The scope of this task order includes professional and technical support for activities for
which the Government ultimately has sole responsibility, including planning, scheduling,
requirements definition, testing and acceptance, configuration control, security control
and access, compliance, and regulatory and investment management reporting, The
contractor recommends, documents, and executes approved actions in such cases but the
Government reviews, approves, and directs all activity.
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The following examples illustrate how functions the contractor wilt perform under this
task order will require coordination with functions performed by other contractors and
HUD organizations:

e Under IT service management, the contractor shall provide third tier
support for operational incidents and problems routed through the HUD help desk
that require expert knowledge of the FHA Subsidiary Ledger software. Another
contractor operates the HUD help desk, and other contractors and HUD
organizations provide second and third tier support for incident and problem
management requiring different kinds of expertise.

. Under IT service management, the contractor will be responsible for
managing thc migration and release of contractor patches and software changes to
production. Another contractor may help to identify contractor patches for
release, and another HUD organization will operate the FIUD Test Center, which
is the final migration activity prior to release to production status.

. Under [T service management, the contractor shali be responsible for
helping FHA to define and update requirements for service levels, continuity of
operation, and operating capacity. Other contractors and HUD organizations arc
primarily responsible for maintaining service levels, assuring continuity of
operations, and providing capacity for production operations.

. Under [T security management, the contractor shall provide
comprehensive support to FHA to fulfill responsibilities under federal regulations
for security and privacy and for validating backup and recovery and disaster
recovery tests. Other contractors and HUD organizations witl execute security
functions for operating systems, networks, and databases in production.

J Under IT infrastructure management, the contractor shall be responsible
for providing direction for the proper production configuration of application
software, databases and other components of the FHA Subsidiary Ledger. Other
contraclors and HUD organizations or services will be primarily responsible for
maintaining networks, operating systems, and databases, and hardware capacity
and performing production operations.

. Under IT application maintenance and development. other contractors
may also act on FHA s behalf to update user controlled configurations, to create
or modily reports, and to develop or modify application sofiware for new
functions.
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While other contractors and HUD organizations will perform tasks in each of the service
areas covered by this task order, FI1A intends that this task order identifies the roles for
cach service area to provide a comprehensive and coordinated set of services that will
help ensure FHA is able to meet the objectives of Section 2.0, No other contractor is
responsible for comprehensive support to FHA for IT service management, maintenance,
and development for the FHA Subsidiary Ledger.

4.0 TASKS

This section describes each of the tasks FHA requires the contractor to perform within the
scope of Section 3.0. The task descriptions identify tasks that will be performed entirely
by the contractor, tasks in which other contractors and HUD organizations may provide
supporting services, and tasks in which the contractor will provide supporting services to
other functions.

IT service management tasks are organized according to a standard framework of tasks
and services developed by the Information Technology Infrastructure Library (ITIL)®.
The comprehensive scope of ITIL framework helps FHA to identify not only the tasks for
which the contractor has direct and primary responsibility, but also tasks for which
coordination with other contractors and HUD organizations is required. The tasks are
organized using standard frameworks for best practices in cach service area.

The It security management task is organized according to a framework of standards
established within the federal government for system security, including FISMA, NIST ™

sccurity standards, HSPD-12'!, and various OMB bulletins and circulars.

The application maintenance and development task is organized according to 11UD’s
standard system life-cycle methodology, the SDM,

4.0.1 Transition period — start (SDM Code I - Systems Operations) (CLIN 1000.1)

?iTIL documents best practices and standards for IT service management. Originally sponsored by the
British government, ITIL standards are now published and maintained by a non-profit industry
organization called the IT Service Management Forum. The ITiL standards have been proposed for
adoption as an international standard {15020000).

" National Institute of Standards and Technology

1 Homeland Security Presidential Directive 12
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The contractor shall transition to full I'T service management support during the first
month following award of this task order. The contractor shall prepare a transition plan
covering stafting, applications for security access, review of project materials, and other
subjects necessary to assume full responsibility for 1T service management services at the
end of the transition period.

It the incumbent contractor is selected to continue IT operation, maintenance, and
enhancement support services for the FHA Subsidiary Ledger, then transition services
will not be required and the monthly pricing for eleven months of the base period shall be
applied to the transition period.

4.0.2 Transition period — end {(SDM Code I — Systems Operations) (CLIN 1000.2)

The contractor shall support transition to a new contractor at the end of the period of
performance of this task order. Upon FHA’s request, the contractor shall compile from
the FHA Subsidiary Ledger library all materials necessary to assume and execute the
responsibilities of this task order. The contractor shall attend and support briefings that
will be required to fully transition ali materials developed to a new contractor.

If the incumbent contractor is selected to continue 11" operation, maintenance, and
chhancement support services for the FITA Subsidiary Ledger, then transition services
will not be required and the monthly pricing for eleven months of the base period shall be
applied to the transition period.

4.1 IT service management (SDM Code 1 — Systems Operations) (CLIN: 1001,
2001, 3001, 4001 and 5001)

FHA requires IT service management support to sustain the FHA Subsidiary Ledger in
continuing operation. IT service management includes IT service support, 1 service
delivery, and I'T security management. The purpose of the IT service management task is
to provide FHA with comprehensive support for all of the activities, not supported by
other contractors or HUD organizations, necessary to sustain the FHA Subsidiary 1.edger
System.

The contractor shall provide support for all of the technical components of the FFHA
Subsidiary Ledger in performing this task. Some technical components, such as the
FHA’s mainframe (MVS-based) programs, will require only occasional support. Other
components, such as Oracle databases and PeopleSoft COTS Financials and Revenue
Management application software will require fulf time support. The contractor shall
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coordinate with FHA Subsidiary Ledger manager to balance activities and priorities to
achieve a consistent level of service throughout the period of performance.

In accordance with the FAR 49,502 Termination for convenience of the Government, the

Section 4.1.1 I'T Service Support function shall be discontinued due to the migration of’
the FHAS system to the IBM Federal Data Center as part of the HUD Integrated
Financial Management Improvement Project (HIFMIP) implementation.
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In accordance with the FAR 49.502 Termination for convenience of the Government, the
Section 4.1.1.1 Help Desk Support function shall be discontinued due 1o the migration of
the FHAS system to the IBM Federal Data Center as part of the HUD Integrated
Financial Management Improvement Project (HIFMIP) implementation.

In accordance with the FAR 49,302 Termination for convenience of the Government, the
Section 4.1.1.2 Incident Management function shall be discontinued due to the migration
of the FHAS system to the IBM Federal Data Center as part of the HUD Integrated
Financial Management Improvement Project (HIFMIP) implementation.
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In accordance with the FAR 49.502 Termination for convenience of the Government, the
Section 4.1.1.3 Problem Management function shall be discontinued due to the migration
of the FHAS system to the IBM Federal Data Center as part of the I1UD Integrated
Financial Management Improvement Project (HIFMIP) implementation.

2 The FHA Subsidiary Ledger IT service manager is the Government Technical Monitor.
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In accordance with the FAR 49,502 Termination for cenvenience of the Government, the
Section 4.1.1.4 Configuration Management function shall be discontinued due to the
migration of the FHAS system to the IBM Federal Data Center as part of the HUD
Integrated Financial Management Improvement Project (HIFMIP} implementation.
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4.1.1.4.1 FHA Subsidiary Ledger application software

The contractor shall monitor configuration items migrated te production by developing,
executing. and helping to enforce procedures for auditing configuration items through the
migration steps in order 1o assure the integrity of the migration process.

The contractor shall coordinate with other contracters and HUD organizations to support
audits of configuration items in production and to identify discrepancies between items in
production and planned, migrated, and recemmended configurations.

The contractor shall recommend to the FHA Subsidiary Ledger manager changes to
develop, execute and assist FHA in enforcing policies and procedures to control the
configuration of FHA's development resources, including instance and migration
planning and coordination of changes to objects in development and test environments.
FHA Subsidiary Ledger manager will exercise oversight, authority and final approval of
alt tasks.

The contractor shall maintain documentation of FHA's approved and recommended
configurations, schedules, and best practices.

4.1.1.4.2 FHA Subsidiary Ledger project library

The contractor shall organize and maintain the library and its catalogue to provide ready
access 10 the products of the FHA Subsidiary Ledger project reflecting both current status
and history. The library must be capable of responding to inquiries from oversight
organizations (such as the Office of Inspector General or Government Accountability
Office) and provide project staff with material to explain current designs of the FHA
Subsidiary Ledger system and past decisions about functions and operations. The library
itself should include:

. All SDM documents

Contract Number C-OPC-23782/T0001 Operations and Maintenance for the FHASL
Page 21 of 141



. Business impact analysis
. Contingency plan

. Security records, including all records of authorizations for system access
and artifacts of FHA’s execution of sccurity reviews and other security functions
described in the System Security Plan

. Submissions to oversight offices and agencies, including, for example,
sccurity assessments and reviews and investment reporting

. Audit responses and 'Provided By Customer’ matetials
. The posting model database

. Project work papers

. References

. Status reporis

. Meeting minutes

. Briefing and communication materials
. Test plans, fest reports, and test results
. Project metrics and project reviews

. Other pertinent materials

J A cataloguc of projcct library materials

As part of managing the project tibrary, the contractor shall review all submissions of the
following SDM lifecycle components so that one set of documents and products supports
all activities of the FHA Subsidiary Ledger project and so that these documents and
products meet the purposes, objectives, and standards of the SDM:

. Configuration management plan
. System support and acquisition plan
. System security plan
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. Computer programs
. Installation and conversion plan
J Operation Manual

The contractor shall coordinate with project team members to ensure that document
guidelines can be used effectively. The FHA Subsidiary Ledger GTM manager or
designee will exercise oversight, authority and final approval of ali activities.

4.1.1.43 FHA Subsidiary Ledger system description

The contractor shail maintain a complete and comprehensive description (lists of
configuration items, diagrams, narratives) of all of the components making up and
supporting the FIHA Subsidiary Ledger. The contractor shall maintain the FHA
Subsidiary [edger system support and acquisition plan (required by HUD’s SDM) as a
comprehensive description of all components of the FHA Subsidiary Ledger, including
references and attachments for other documents as appropriate.

The contractor shall maintain documentation that comprehensively describes procedures
for reinstalling the application, either by rebuilding the application from vendor supplied
disks and remigration of custom objects, or by restoring valid and approved copics of the
application. The contractor shall update the installation and conversion plan (required by
HUD s SDM) with essential information necessary to enable FHA to exercise this
capability.

The contractor shall maintain and update the description of the FHA Subsidiary Ledger in
HUD s Inventory of Automated Systems.

In accordance with the FAR 49.502 Termination for convenience of the Government, the
Section 4.1.1.5 Change Management function shall be discontinued due to the migration
of the FHAS system to the IBM Federal Data Center as part of the HUD Integrated
Financial Management Improvement Project (HIFMIP) implementation.
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12 For example, see NIST Special Publication 800-53.
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. o el i the FHA Subsidiare Led Lieati sl
emvironment:

4.1.1.6 Release management

The contractor shall assist the FHA Subsidiary Ledger manager to exccute procedures for
refeasing all changes to FHA Subsidiary Ledger application software into production.
The contractor shall define, implement, maintain, and assist in executing policies and
procedurcs for:

. Zmergency releases.

» Minor software releases of imited scope and impact that can be
implemented quickly without incurring significant risk to FHA s objectives, such
as minor report changes.

. Major releases.

As part of release management, the contractor shall assure that FHA has the
capability to reverse changes and to revert the FHA Subsidiary ledger software to
its pre-release status.

The contractor shall also coordinate with other contractors and HUD
organizations that will:

. Perform the final testing in the HUD Test Center'* as the last step prior to
release of FHA Subsidiary Ledger software changes into production.

1 The HUD Test Center is the final gateway for production releases of the FHA Sub5id|ary Ledger to HUD's
UNIX and Windows environments. See i Lo seedpod i s Ty Jom i anbion o hie

The HUD Test Center is managed by HUD 5 DCIO and operated hy QCIO contractors.
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» Manage the release of new hardware, operating system software, database
software, network facilities, and desktop facilities into the production
cnvironment.

. Manage the release of configuration changes, changes in automated
schedules, database and UNIX scripts, and other processes and controls normally
associated with management of hardware, operating system software, database
software, network facilities, and desktop facilities.

In coordinating with other HUD organizations the contractor shall follow the release
management procedures adopted by those organizations.

In accordance with the FAR 49.502 Termination for convenience of the Government, the

Section 4.1.2 IT Service Delivery function shall be discontinued due to the migration of
the FHAS system to the IBM Federal Data Center as part of the HUD Integrated
Financial Management Improvement Project (HIFMIP) implementation.

In accordance with the FAR 49,502 Termination for convenience of the Government, the
Section 4.1.2.1 Service Level Management function shall be discontinued due to the
migration of the FHAS system to the IBM Federal Data Center as part of the HUD
Integrated Financial Management Improvement Project (HIFMIP) implementation.
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In accordance with the FAR 49.502 Termination for convenicnee of the Government, the
Section 4.1.2.2 Continuity Management function shall be discontinued due to the
migration of the FI1AS system to the IBM Federal Data Center as part of the HUD
Integrated Financial Management Improvement Project (HIFMIP) implementation.
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In accordance with the FAR 49.502 Termination for convenience of the Government, the
Scction 4.1.2.3 Availability Management function shall be discontinued due to the
migration of the FHAS system to the IBM Federal Data Center as part of the HUD
Integrated Financial Management Improvement Project (HIFMIP) implementation.
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In accordance with the FAR 49.502 Termination for convenience of the Government, the
Section 4.1.2.2 Capacity Management function shall be discontinued due to the migration
of the FHAS system to the IBM I'ederal Data Center as part of the FHUD Integrated
Financial Management lmprovement Project (HIFMIP) implementation.
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4.1.2.5 Tinancial management for IT systems

FHA requires assistance in maintaining the financial reporting and regulatory compliance
functions associated with major financial systems in the federal government.

Support for Investment planning and reporting on FHA’s financial management and other
program management systems, including assistance to meet federal and HUD oversight
and reporting requirements.

4.£.2.5.1 Investment reporting (cross reference task 4.5.4)

The task order support requirements for financial management associated with IT
invesiment selection, control and evaluation are assigned under this task order to task
4.5.4 for purposes of organizing the administration of this task order. A reference is
included here for consistency with the ITIL framework.

In accordance with the FAR 49.502 Termination for convenience of the Government, the
Section 4.1.5.2 Regulatory Oversight and Audit Support function shall be discontinued
due to the migration of the FHAS system to the IBM Federal Data Center as part of the
HUD Integrated Financial Management Improvement Project (IHIFMIP) implementation.
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In accordance with the FAR 49.502 Termination for convenience of the Government, the

Section 4.1.3 [T Security Management function shall be discontinued due to the
migration of the FHAS system to the IBM Federal Data Center as part of the HUD
Integrated Financial Management Improvement Project (HIFMIP) implementation.
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4.1.3.1 Application security management and administration

The contractor shall assist FHA in executing the security functions of the FHA
Subsidiary Ledger application software under FHA’s control. The security functions
under FHA"s control consist primarily of application level security within COTS
PeopleSoft software and custom sofiware developed within the PeopleSoft environment.
FHA also controls security for certain interface operations in mainframe cnvironments
shared with source systems. The contractor shall make recommendations to the

GTM and, upon approval of the FHASL project manager, assist FHA in defining.
implementing, maintaining, and executing procedures to:

. Grant, modify and discontinue uscrs access

. Routinely validate access for current users in the system through
automated reports to FHA (i.e. FIIA supervisors, managers, and contracting
officer’s representatives - Government Technical Monitors or Government
Technical Representatives)

. Routinely verify documented management approvals for current users in
the system
. Routinely meet with FHA in person to review the access of current users

with greater than read system privileges
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. Update security documents required under federal statutes and regulations
periodically to maintain compliance with standards and to maintain accurate

documentation for standard operating procedures for security functions, including
documentation regarding the protection of personally identifiably information and

documentation required under NIST security guidelines

. Perform scans and ather procedures for security controls as documented in

the System Security Plan.

The contractor shail maintain and update the structure of roles and privilcges defined at

the application level in the FHA Subsidiary Ledger, advise GTM on possible
improvements, and execute approved improvements.

The contractor shall maintain and update reporting capabilities to support FHA
Subsidiary Ledger application security functions, audits, and reviews.

4.1.3.2 Operating system and database security management

The contractor shall propose and, upon FHA's approval. execute and maintain procedures

to request and review sccurity access and ownership of FHA Subsidiary Ledger

components under the operating systems {e.g., UNIX, Windows, and MVS) and within
their databases. When the contractor or FHA notes possible or actual exceptions to

applicable security procedures, the contractor shall assist FHA in requesting remedial

actions.

Other contractors and HUD organizations are responsible for operating and maintaining

the financial management operating systems and databases, including executing the

remedial actions I'ITA may requestL.

The contracior shall assist FHA to:

. Request new, modified. or discontinued user access to HUD operating

systems and database management systems supporting the FHA Subsidiary

Ledger

. Routinely review current user access to HUD operating systems and

database management systems supporting the FHA Subsidiary Ledger

) Routinely review ownership and access properties of files and directories

maintained for the FHA Subsidiary Ledger
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. Recommend and assist FHA in requesting remedial actions when security
exceptions arc noted

. Quarterly execute comprehensive changes to accounts used in production
and development operations (in other words, accounts associated with operating
systems, databases, and application processes) in accordance with the FHA
Subsidiary Ledger'”.

4.£.3.3 Sccurity audits, oversight, and new procedures

The contractor shall make recommendations to FHA and, upon approval, assist FHA in
responding to security audits, independent oversight reviews, and self-assessments
required by federal regulations and guidelines, including for example certification and
accreditation assessments pursuant to NIST SP800-33. FHA may require the contracior’s
assistance in conducting briefings, preparing presentations and overviews, answering
questionnaires, providing qualified and approved system access for auditor reviews and
testing, providing documents from the project library and artifacts demonstrating the
systems’ control and management processes, and supporting FHA in providing reports
from the system on subjects of interest to the auditors.

The contractor shall assist FHA in defining, implementing, maintaining, and executing
plans and procedures to assure continuity of operations and security for the FHA
Subsidiary Ledger, in compliance with federal statutes, regulations, directives, and
guidelines. FHA may require the contractor’s assistance in reviewing and evaluating
existing and new federal statutes, regulations, directives, and guidelines. The contractor
shall propose, and upon GTM approval, execute and maintain procedures to sustain
FHA's compliance. The contractor’s proposals shall include steps to demonstrate and
document compliance with reports, meeting minutes, and other artifacts for presentation
during audits and other security reviews and federal oversight proceedings.

15 See FHA Subsidiary Ledger Administrative Password Change Procedures at
http://hudsharepoint.hud.gov/sites/home_team/FHA-
SL/Shared%20Dacuments/Forms/Allitems.aspx?RootFolder=%2fsites%2fhome%Sfteam% 2 fFHA%2dSL % 2f
Shared%20Documents%2fBatch%20Password%20Change&FolderCTID=&View=%7bCCE6DDA10%2dIFED%
2d46C4%2d9390%2dA18471ADCEBG% 7 d
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As part of its responsibilities under this task, the contractor shall maintain and update the
documents required for security under {ederal guidelines, authority and approval,
including:

. Security risk assessiment

. System security plan

In accordance with the FAR 49.502 Termination for convenicnce of the Government, the
Section 4.2 I'T Infrastructure Services function shall be discontinued due to the migration
of the FHAS system to the IBM Federal Data Center as part of the 1TUD Integrated
Financial Management Improvement Project (HIFMIP) implementation.

In accordance with the FAR 49.502 Termination for convenience of the Government, the
Section 4.2.1 Support for Production Operations function shall be discontinued due to the
migration of the FHAS system to the IBM Federal Data Center as part of the HUD
Integrated Financial Management Improvement Project (HIFMIP) implementation.

Contract Number C-OP(C-23782/T0001 Operations and Maintenance for the FHASL
Page 36 of 141



Contract Number C-OPC-23782/T0001 Operations and Maintenance for the FHASL.
Page 37 of 141



Contract Number C-OPC-23782/T0001 Operatiens and Maintenance for the FHASL
Page 38 of 141



4.2.2 Support for development and test environments

FHA requires support to maintain development and test environments for system
development work (cotrective, perfective, and adaptive) to be performed by the
contractor as well as other contractors.

The contractor shall define, install, and maintain database and application envircnments
for maintenance and testing functions in accordance with an instance strategy and
migration procedures identified in the configuration management plan. The FHA
Subsidiary Ledger runs primarily under a UNIX operating system with Oracle database
management software, but also has components operating under MVS and Windows.
The contractor shall:

» Create, maintain, back up, and restore all development and test
environments (including environments under UNIX, Windows, and MVS as
necessary).

. Migrate configuration items from one development and test environment
to the next in accordance with migration procedures and with the instance strategy
of the configuration plan.

. Provide assistance in building scripts and defining procedures to migrate
test and development data and application configurations from one development
or test environment to the next,

J Define, implement, and help enforce procedures to control changes to
* items In the development and test environments and to prevent conflicts affecting
waork-in-progress.

» Install, update, and maintain development facilities and utility software
required for development and testing activities including PeopleTools, SQR,
AutoSys, STMP,

. Implement and administer utility sofiware (such as STAT) to track and
report problems and Customer Service Requests in development and test;

. Install, back up. restore, and maintain application software required in the
maintenance and test environments including the PeopleSoft Financials and
PeopleSoft Revenue Management COTS products and FHAs custom developed
application programs.
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Other contractors and HUD organizations will provide and maiuntain the hardware,
operating system software (UNIX, MVS, and Windows), database management software
(Oracle), network connectivity, and workstations required for the FHA Subsidiary Ledger
development and testing environments,

The Contractor shall provide to HUD as part of this task order agreement data that
support the design conclusions as each phase 1s completed for approval by HUID's GTM.
HUD’s GTM will submit to HUD’s Test Center for testing and evaluation each phase and
process. Upon successful completion of testing the GTM will review all data for final
acceptance after testing in HUD s Test Center. This effort shall be done as the initial part
of the task order performance period to provide a baseline for current year responses.

The FHA Subsidiary Ledger manager will exercise oversight, authority and final
approval of all tasks.

4.3 IT System Maintenance {SDM Code J — Maintenance) (CLIN 1003, 2003, 3003,
4003 and 5003)

All changes to the FHA Subsidiary Ledger application software (maintenance and new
development must conform to the requirements of HUD’s System Development
Methodology (SDM}. Maintenance involving corrections to conform the software to
current specifications does not require updates or changes to the documents defined in the
SDM. Maintenance invelving changes to respond 1o new business conditions or program
requirements typically require updates to existing documents pursuant to the SDM.
Development (major changes adding entirely new functions to the FHA Subsidiary
Ledger) will require complete documentation as defined in the SDM.

4.3.1 HUD softwarc development standards

The SDM represents HUD's implementation of professional system engineering methods
as a standard for all business system maintenance and development. The contractor shall
always reference and apply the latest version of the SDM standard available at
hitp://hudatwork. hud.gov/po/i/it/sd/devlife/devlife.cfm

The principle components of the SDM summarized here:
4.3.1.1 Define phase activitics

In the Define phase, the contractor shall document the functional, data and performance
requircments of all of the end-to-end business processes required for FHA Subsidiary
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Ledger changes. Define phase activities will provide the foundation for configuring in
the COTS software and for designing and building custom software during subsequent
lifecycle phases.

The contractor shall include within HUD"s define phase SDM documents: ‘as-is’
business processes, ‘to be’ business processes, the beginning of the requirements
traceability matrix, fit-gap analysis, preliminary allocation of required functions to COTS
and custom software, and preliminary demonstration of the ‘fit” COTS tunctions. The
Functional Requirements Document will completely describe all of the business
processes necessary to support FHA's insurance programs under each task, including
transaction processes, business cases and conditions for exception processing, processes
for internal controls and reconciliations, and reporting for internal operations as well as
for FHA financial management needs. The Data Requirements Document will describe
the required business inputs and outputs for each process, and characterize the source and
target entities {e.g. other FHA source systems, organizations responsible for data entry,
organizations responsible for certification or acceptance decisions, intcrnal and external
reports or queries, ete). Identification of specific tables and data elements, input panel
clements, and report layouts and the like will be completed in the design phase and
included in the design and specification documents produced for that phase.

The contractor shall recommend strategies for conversion of historical data and identify
the scope of conversion activities within the Functional Requirements Document and the
Data Requirements Document.

In the Define phase, the contractor will participate in meetings and discussions of end-to-
end business process requirements. The contractor will be responsible for understanding
the business processes for which custom software is required and for identifying
requirements information that must be documented to adequately support the design of
custom software. The contractor will provide assistance in identifying systems
engineering questions that must be resolved to support subsequent COTS configuration
or custom software design work.

The main deliverables of this phase are: System Support and Acquisition Plan,
Functional Requirements Document, Data Requirements Document, System Security and
Privacy Plan, and Internal Audit Plan. Reference HUD's SDM Templates and Checklists
at http://www.hud.gov/offices/cio/sdm/devlife/tempeheck.cfm .

The contractor shall prepare and conduct a requirements readiness review to confirm that
the cnd-to-end business processes are supported by the proposed designs and COTS
softwarc configurations. An important measure of successful participation in the define
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phase is a small number of exceptions identified during the requirements readiness
review.

4.3.1.2 Design phase activities

In the Design phasc. the contractor shall first prepare system and subsystem design
specifications and then prepare detailed program and technical specifications.

The system and subsystem specifications will allocate required functions, data, and
processing characteristics or qualities to COTS and custom software components and
elaborate on the process and data requirements for all components. For COTS
components the system and subsystem specifications wiil identify high-level
configurations and provide prototype or summary descriptions of lower level
configurations. For custom components the system and subsystem specifications will
identify detailed process components and their qualities. For all data requirements, the
system and subsystem specifications will identify the COTS and custom database
components on which the system will depend and will provide high-level system
descriptions of the data structures. ‘The system and subsystem specifications will further
elaborate the requirements traceability matrix so that all required functions, data, and
processing characteristics are accounted {or in the design.

The system and subsystem specifications must include custom processes required to
support conversion of historic data.

The detailed program and.technical specifications will completely identify the COTS and -
custom software and database components that must be built to realize the design.
Program specifications will elaborate on the subsystem specifications to provide:

. Detailed COTS configurations
. Detailed technical specifications for custom software *work packages’,

incorporaling any consolidation or integration of subsystem process specifications
that may afford FHA savings in development and maintenance

. Detailed database specifications.

The detailed program and technical specifications will provide sufficient
information to support build phase activities (coding, configuration) without
further elaboration.
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In the design phase, the contractor shall also identify strategies for testing and
training for the proposed design:

. The testing strategy shall include identification and analysis of risks and
describe testing and testing alternatives appropriate to mitigating risk. The testing
strategy shall cover Verification and Validation Testing, Performance Testing
Regression Testing, and User Acceptance Testing. In the design phase the testing
strategy shall includes the contractor’s proposals for the scope, participants, and
criteria for FHA s final acceptance. Although User Acceptance Testing
documented in the testing strategy, FI1A is entirely responsible for the design and
conduct of User Acceptance Testing and for the final acceptance decision.

. The training strategy shall propose the scope, participants, methods, and
media for end user and technical training.

The main deliverables of this phase are: System/Subsystem Specifications, Database
Specifications, Program Specifications, Validation, Verification, and Testing Plan, and
the Training Plan. Reference HUD's SDM Templates and Checklists at
hitp://www.hud.gov/offices/cio/sdm/devlife/tempcheck.cfim. The contractor shall update

previous SDM documents to accurately reflect the results of any changes or remedial
actions taken during this phase.

The contractor shall prepare and conduct a design readiness review to confirm that the
end-to-end business processes are supported by the proposed designs and COTS sofitware
configurations.

4.3.1.3 Build phase activities

In the Build phase, the contractor shall configure the COTS components and construct the
new custom software required to support the “to be” business processes. During the Build
phase, developers will rely upon the requirements and design information preduced in
prior lifecycle phases to write the code and create the databases and other software
products that will comprise the system. Developers will also “unit-test” their products to
assure that each software component executes in accordance with design specifications,
The system and subsystem specifications will further elaborate the requirements
traceability matrix so that all required functions, data, and processing characteristics can
be related to the system components actually configured and built.

Also in the build phase the contractor shall prepare:
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. Detailed test plans, test scripts, test data, test configurations, and test data
management processes including data mover scripts or equivalent processes for
repeated migrations to support testing activities for Verification and Validation
Testing, Performance Testing, and Regression Testing.

. Supplementary support products for FHA s User Acceptance Testing,
» Strategies for installation and cutover,
. Plans for data conversion, including validation and acceptance of

conversion pi‘OCCdLll‘CS,

. Draft operations documentation, including preliminary process and job
schedules, interface procedures, backup and recovery procedures, restart
procedures, database management proccdures, and other information to transition
responsibility to HUD operating organizations.

In addition 16 the ‘unit-test’ of individual software components, the build phase includes
string testing of COTS and custom software together. String testing is ‘unit-testing” of
the end-to-end functions that the COTS and custom components are intended to support.
String testing assures that operational dependencies between custom software and COTS
products will execute.

The contractor shall update and complete the Test Plan to provide comprehensive support
for all evaluation requirements including validation and verification of business
processes, performance requirements, regression testing, and user acceptance procedures.

The main SDM deliverables of this phase are: Installation and Conversion Plan, Test
Plan {(Verification and Validation, and User Acceptance}, User’s Manual, Operations
Manual, and Maintenance Manual. Reference HUD's SDM Templates and Checklists at
http://'www.hud.gov/offices/cio/sdr/dev]ife/tempcheck.cfin . The contractor shall update

previous SDM decuments to accurately reflect the results of any changes or remedial
actions taken during this phasc.

The contractor shall prepare and conduct a test readiness review to confirm that the end-
te-end business processes are supported by the COTS product configurations and custom
software. Although there are not separate, project-level documents required to support
the adequacy of the unit and string testing that is integral to build phase activities, the
adequacy of the COTS coufiguration and custom build work will be measured by the
number of defects revealed during subsequent VV&T testing.
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4.3.1.4 Evaluate phase activities

The contractor shall validate and verify the readiness of the new COTS configurations,
custom software and conversion processes by executing the VV&T, Performance. and
Regression test plans during the Evaluate phase and shall coordinate and execute timely
remedial actions. The contractor shall execute regression and performance test in
accordance with the Test Plan. Lrrors and omissions during this phase ofien impact the
program areas and users directly, and can result in costly maintenance efforts while in
production. Revisions during the evaluate phase are therefore an important measure of
the successtul performance of all of the preceding phases. The main activities are
verification and validation testing, performance testing, regression testing or analysis, and
user aceeptance testing.

The contractor shall also provide supplementary technical support that may be needed, at
the direction of the GTM, to enable FHA to complete User Acceptance Testing.
Supplementary technical support may include special test reports, queries, operating
assistance. updates to operating instructions, or expedited error correction. However,
FHA 1s entirely responsible for the User Acceptance Test. FHA may unilaterally modify
the original User Acceptance Test Plan to fully explore risks that become apparent during
testing. FHA management will make the final decision about the overall readiness of the
software and any risks associated with its production release.

The main deliverable for this phase is the Test Results and Evaluation Report. Reference
HUD’s SDM Templates and Checklists at:
http:.//'www.hud.gov/offices/cio/sdm/devlife/tempeheck.cfim . HUD's SDM documents
for this phase shall include supporting information such as: verification and validation

test data, test scripts, and test results. and UAT scripts and results (i.e. Executive
Summary report). The contractor shall update previous SDM documents to accurately
reflect the results of any changes or remedial actions taken during this phase.

The contractor shall prepare and conduct an operational readiness review to confirm
whether end-to-end business processes are supported by the proposed designs and COTS
software configurations.

4.3.1.5 Initial Operate Phase Activities

The purpose of the Operate phase is to manage the system’s production release and
operation In its intended production environment, and to establish a framework for
maintaining the system through its operational lifecycle. The contractor shall support
FHA tulfilling its primary responsibility for scheduling and staging products for
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migration to production. The contractor shall support FHA during initial operation in
coordinating, remediating, and executing: training, installation and conversion, the
retirement of predecessor systems, and initial operations problems. These issues are
described and guidance in managing these activities is provided in HUD s SDM
Templates and Checklists at http://www hud.gov/offices/cio/sdm/devlife/tempcheck.cfim .

The period of initial operation in a new program area requires an enhanced level of
support for incident and problem management, and a continuation of system engineering
activities to resolve problems. Business processes require adjustment for actual
workloads and for unanticipated conditions. Experience suggests system improvements
that were not previously apparent. Users also benefit from more extensive or more
detailed training as they acquire operational expericnce with the new system.

During the period of initial operations, the contractor will assist in transition of operations
for custom FHA Subsidiary Ledger software, troubleshoot and resolve operating
problems, and provide updates to the appropriate SDM and other control documents to
reflect changes necessary to complete migration to production.

4.3.1.6 Initiate phase activities

Substantial application changes {new development) may require complcte revisions of the
documents that HUD s SDM requires to initiate a new application development project.
If HUD determines that a perfective maintenance task or adaptive maintcnance task
requires an entircly new investment justification, the contractor may be assigned
responsibility to prepare new initiate phase documents including:

. Needs statement

. Praoject plan

. Configuration management plan
. Quality assurance plan

. Feasibility study

. Cost/benetit analysis

. Risk analysis

. System decision paper
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Reference HUD’s SDM Templates and Checklists at:
http:/Awww.hud.eov/effices/cio/sdm/deviife/tempecheck cfm .

4.3.2 Maintenance of the FHA Subsidiary Ledger System

FHA requires a continuing capability to implement changes to all components of the
FHA Subsidiary Ledger application software {0 meet the current needs of its financial
operations. These changes provide FHA with a continuing capability to sustain steady
state operation of its core financial functions as defined by the Office of Management and
Budget Circular A-11, Section 300.'" The contractor shall maintain the capability to
implement such changes on an ongoeing basis at the direction of the GTM.

The contractor must organize its activities for maintenance according to the framework
provided by HUD's SDM. At any one time, FHA typically has a backlog of applicaticn
software change requirements. New maintenance requirements are added through the
problem management process (task 4.1.1.3), and priorities will change. The backlog is
therefore dynamic. FHA will identify, prioritize, and approve requests for maintenance
through change management process (task 4.1.1.5). The contractor shall maintain
development and test environments for maintenance as provided under Task 4.2.2,

Maintenance may require changes to custom software or the installation of vendor-
supplied patches (sections 4.1.1.2 and 4.1.1.3). In either case, the contractor shall follow
HUD standards for software development and implementation, applied to cach
maintenance task as appropriate to its scale and to the need to update existing system
documentation. The contractor will assist FHA under Task 4.1.2.5.1, Investment
Reporting, in identifying and planning whether a proposed maintenance task may require
comprehensive updates to the FHA Subsidiary Ledger initiate phase documents.

Maintenance actions, through customer service requests (CSRs), fall under the following
levels of effort:

1) large (160 to 320 hours of staff effort);
2) medium (80 to 160 hours of staff effort); and

3) small {less than 80 hours of staff effort).

1% http://www.whitehouse.gov/OMB/circularsfall/current_year/s300.pdf
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On average, maintenance actions require as much time for testing as for requirements
definition, design and building. However, individual modifications will vary greatly, so
that some may require a small effort for requirements definition, design and building (8-
40 hours), but may also require a large effort for testing (80 to 160 hours) because of
extensive dependencies with other functions of the FHA Subsidiary Ledger.

Example: A representative backlog of maintenance would have the classifications for
size and effort as follows:

Size and Effort for 12 months of Maintenance:

Di':ﬁnc, Estimated
De‘51gn and Distribution of CSRs
Order of | Build Effort | Test Effort
) (Number)
Magnitude (Hrs) (Hrs)

High 220 100 10
Medium 80 80 18
Low 20 60 36

In order to meet FHA’s evolving operational needs. the contractor shall provide the
capability during any {2 month period to complete modifications equivalent to this
representative backlog of maintenance. The contractor shall coordinate with FHA to
schedule work on the backlog, to make adjustments in priorities within the backlog, to
substitute modifications of equivalent effort in response to changing priorities, and to
coordinate work on backlogged changes with release management procedures (section
4.1.1.6)."7

HUD distinguishes two type of maintenance, corrective and adaptive, both within the
scope of OMB’s definition of steady state operation.

4.3.2.1 Corrective maintenance services {SDM Code J, Maintenance)

4.3.2.2 Adaptive maintenance services {SDM Code C: System Design/Development)

1 A sample release schedule and CSR list will be provided.
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When authorized and funded through a task order modification, approved by the
contracting officer, the contractor shall perform adaptive maintenance in accordance with
the priorities and schedules approved by the Change Control Board. As of the beginning
of FY2010, adaptive maintenance is funded separately from corrective maintenance
within HUD's information technology investment management process in a category
with development. Adaptive maintenance services are within the scope of services F1IA
may require under this task order, but will be added to the maintenance deliverables when
funding is available.
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In accordance with the FAR 49,502 Termination for convenience of the Government, the
Section 4.4 System Development and Other Services for FHA Subsidiary Ledger System
TBD function shall be discontinued due to the migration of the FHAS system to the IBM
Federal Data Center as part of the HUD Integrated Financial Management Improvement
Project (HIFMIP} implementation.

8 http://www.whitehouse.gov/OMB/circulars/all/current_year/s53 pdf
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In accordance with the [FAR 49.502 Termination for convenience of the Government, the
Section 4.5 Project Management for FHA Subsidiary Ledger function shall be
discontinued due to the migration of the FIAS system to the IBM Federal Data Center as
part of the HUD Integrated Financial Management Improvement Project (HIFMIP)
implementation.

% For example, planning and requirements affecting FHA financial operations may result from the FHA
Information Technology Strategy and Improvement Plan, August 13, 2009.
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In accordance with the FAR 49.502 Termination for convenience of the Government, the
Section 4.5.1 Maintain an Integrated Project Work Plan function shall be discontinued
due to the migration of the FHAS system to the IBM Federai Data Center as part of the
HUD Integrated Financial Management Improvement Project (HIFMIP) implementation.

In accordance with the FAR 49.502 Termination for convenience of the Government, the
Section 4.5.2 Plan and Schedule Project Management Meeting function shall be
discontinited due to the migration of the FHAS system to the IBM Federal Data Center as
part of the HUD Integrated Financial Management Improvement Project (HIFMIP)
implementation.
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In accordance with the FAR 49.502 Termination for convenience of the Government, the

Section 4.5.3 Manage and Administer Quality Assurance Procedures function shall be
discontinued due to the migration of the FHAS system to the IBM Federal Data Center as
part of the HUD Integrated Financial Management Improvement Project (HIFMIP)
implementation.
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4.5.3.1 Quality surveillance plan

The contractor shall establish, execute, and maintain a quality surveillance plan to
monitor and report on performance metrics for all elements of IT service management
and IT infrastructure management covered by the service level plan required under
section 4.1.2.1. The scope of the surveillance plan shall cover all activities that may
affect the availability, reliability, integrity and economy of the FHA Subsidiary Ledger
system whether or not the activities are services of the contractor. The performance
metrics shall be based upon information available to the contractor within the scope of its
services.

4.5.3.2 Performance monitoring

The contractor shall assist the FHA Subsidiary Ledger manager in planning, developing,
and helping implement measures to track the performance of the project team and to
support FHA managers in measuring their implementation and operation of the FITA
Subsidiary Ledger. The contractor shall provide technical assistance to the FHA
Subsidiary Ledger manager in monitoring the quality assurance plan, including assistance
for sampling of metrics and supporting data and measurement processes.

4.5.3.3 Oversight support

The contractor shall assist the FHA Subsidiary Ledger manager in planning, scheduling,
facilitating, and documenting reviews for the OIG and other independent oversight
organizations. "The contractor shall also assist the FHA Subsidiary Ledger manager in
developing, maintaining and administering problem tracking and reporting procedures for
the FHA Subsidiary Ledger project. These procedures will document the status of the
work of the project team to resolve problems of both operational users and development
staff on the project team itsetf. The FHA Subsidiary Ledger manager will monitor and
have oversight authority over these tasks.

4.53.4 Readiness reviews

The contractor shall assist the FHA Subsidiary Ledger manager in planning, scheduling,
facilitating, and documenting readiness reviews at the end of each phase of the SDM
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lifecycle for their assigned 1asks. The reviews will provide an objective survey of the
work accomplished during the phase, and the readiness of the team to carry out
succeeding steps. Validation memoranda will document the results of the reviews.

4.5.4 Investment management

FHA requires assistance in planning and reporting on FHA’s financial management and
other program management systems, including assistance to meet federal and HUD
oversight and reporting requirements.

The contractor shail provide consolidated planning and reporting services for the systems
covered under FHA Financial Operations and Modernization?” and Single Family
Integration®'. Some of the systems are categorized under OMB guidelines as major
systems and others as non-major. The contractor shall support the planning and reporting
at the conselidated level and not at the level of the individual component sysiems.

FHA’s financial management sysiems are federal investments subject to extensive federal
and HUD oversight and reporting. The contractor provides support for these activitics.

The contractor shall draft, update, and maintain documents subject to approval of the
FHA Subsidiary Ledger manager to support HUD’s capital planning and investment
processes for the applicable systems. These documents shall include:

" P13 FHA Subsidiary Ledger (major); A43 Single Family Insurance System {major}; A43C Single Family
Claims System {majer); AB0B Single Family Premiums Collection Subsystem-Perindic {major); ASOD
Distributive Shares and Refund Subsystem {major}; A80N Single Family Notes System (major); A800
Public Inquiry Communication System {non-major); A80R Single Family Premiums Collection Subsystem-
Upfront {major}; F71/71A Debt Collection Asset Management System (major); F72 Title | Insurance and
Claims Systems {major); U26&A Electronic Data Interchange {non-major)

! F12 Home Equity Conversion Martgage; F42 Consolidated Single Family Statistics; F42D Singie Family
Default Monitoring; Single Family Acquired Asset Management; Single Family Neighbeorhood Watch; D644
Single Family Enterprise Data Warehouse; F11 Housing Counseling; F17 Compuierized Homes
Underwriting Management; F51 Institution Master File; F51A Approval, Recertification and Review
Tracking; F57 Credit Alert Interactive Voice Response; F17C FHA Connection; F51Q Quality Assurance
Dorument Library; PO96 Lender Assessment; P233 Single Family Communications Management; P233A
Single Family Case Binder Management; A8BOH Single Family Morigage Recovery Technology; P260 Asset
Bisposition and Management, and F177 Disposition Program Compliance.
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s Monthly financial updates of cost and progress for development and maintenance in the
OMB-provided reporting system (eCPIC);

¢ Draft and final updates during cach annual budget cycle for internal and OMB review of
proposed investments in accordance with the mstructions of OMB Circular A-11, Section
300, typically including updates to systems justifications and analyses that HUD s SDM
first requires in the initiate phase and that are then updated each year; and

* Periodic reviews of the system in accordance with HUD’s capital planning and
imvestment process, typically requirement preparation of an annual presentation and
briefing for HUD’s investment control and evalvation processes. This review includes a
consolidated presentation covering FHA's financial management systems listed in section
4.1.2.5.

The contractor shall assist the FHA Subsidiary Ledger manager in planning investments
nccessary to sustain the objectives of Section 2.0, including but not limited to assistance
in preparing briefings, describing future investment options and updatces to the FHA
Blueprint for Financial Management Systems.

As part of planning for new investments. the contractor shall assist the FHA Subsidiary
Ledger manager in identifying and planning whether a proposed task may require
comprehensive updates of the FHA Subsidiary Ledger initiate phase documents.

4.5.5 Administer project support functions

The contractor shall support administration and reporting of office functions for the FHA
Subsidiary Ledger project staff, as follows:

. Administration and reporting of project telephone lists and calendars.
. Maintain an FHA Subsidiary Ledger document management database
. Maintain an FHA Subsidiary Ledger project staffing database and

organization chart

. Keep phone lists and seating charts up to date and distribute monthly or as
requested
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In accordance with the FAR 49.502 Termination {or convenience of the Government, the
Section 4.6 Pay.gov function shall be discontinued on March 31, 2012 due to the
migration of the FHAS system to the IBM Federal Data Center as part of the HUD
Integrated Financial Management Iimprovement Project (HIFMIP) impiementation,

4.6 Pay.gov CLIN 1006
4.6.1 Background

FHA is in the process of implementing a collections on-ling electronic financial services
suite called Pay.gov. FHA has successfully implemented this process and has a model
for direction going forward,  [n order to facilitate this transition all HUD software related
1o collection services must be replaced and/or upgraded, if needed. This modification of
the existing process is being made in response to the Department of the Treasury’s
mandate for all agencics to switch from their current lockbox services to Treasury’s
Pay.gov collection service.

The Pay.gov process shall replace the current lockbox process via the Internet using
HUD’s website, FHA Connection or HUD's secure server. The software shall perform
Federal accounting functionality as identified in Treasury & HUD guidelines to insure
compliance with OMB.

4.6.2 Objective

The purpose of this effort is to obtain software development services for the replacement
of HUD’s current lockbox collection system. The contractor shall:

1) Adapt existing screens from FHA's model Pay.gov solution for use by
Mullifamily Premiums and Claims;

2) Integrate screens into existing subsidiary ledger processes;

3) Conduct system regression and performance testing and support FHA
performance testing;

4) Provide control and audit reports in a format acceptable to Multifamily Premiums
and Claims; and

5) Provide support to introduce new FHA Multifamily lenders to established
processes.

Contract Number C-OP(C-23782/F0001 Operations and Maintenance for the FHASL
Page 57 of 141



4.6.3 Tasks and Responsibilities

Tasks and responsibilities heeded for implementing Pay.gov to support the current
business processes. Tasks will include, but are not limited to:

- Automating the collection, recording, reconciliation, and reporting of morigage
insurance premium payments using secure foternet technologies.

- Modify the link to cash activity and accounting transactions for payment
processing.

-Modify the data structures, user interface, batch programs, job control fanguage,
reports and accounting entries to establish and reference keys when retricving and
processing accounting activity.

- Modifying security procedures to provide for secure data collection and
transmission.

- Other activities include preparation of test plans and system documentation (the
contractor will be responsible for preparing the Test Plan) (String, Verification
and Validation, and User Acceptance), User’s Manual, and Operations Manual
(Job Aids).

In accordance with the FAR 49.502 Termination for convenience of the Government, the
Section 4.7 PeopleTools 8.4 to PeopleTools 8.5 function shall be discontinued on
March 31, 2012 due to the migration of the FHAS system to the IBM Federal Data
Center as part of the HUD Integrated Financial Management Improvement Project
(HIFMIP) implementation.

4.7 PeopleTools 8.4 to PeopleTools 8.5 CLIN 1007
4.7.1 Background

HUD Information Technology Service (“HITS™) is planning an enterprise-wide upgrade
to Oracle 11gR2. In order to facilitate this change all underlying software must be
upgraded, if necessary, to insure compatibility with Oracle.

As part of the migration the FHA Subsidiary Ledger (“FHASL™) will be moved to the
new Oracle platform. Currently FHA SL utilizes PeopleSoft and PeopleTools, a related
component, which is not compatible with Oracle 11gR2. Prior to the system enterprise-
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wide upgrades PeopleTools 8.4, currently being used by FHA SL, must be replaced with
PeopleTools 8.5 to insure that it can receive certification with Oracle 11gR2.

4.7.2 Objective

The Contractor’s primary objective will be 10 provide Project Management and Support
Services in upgrading the FITA SI. from PeopleTools 8.4 to PeopleTools 8.5.

4.7.3 Tasks and Responsibilities

Tasks and responsibilitics, to support incorporating PeopleTools 8.5 upgrade to support
the current business processes. The Contractor shall:

-Provide unit testing of Commercial Off the Shelf (“COTS™) processes to
demonstrate that they adequately perform the end-to-end functions that have been
allocated to them;

-Plan and execute for the initial setup of COTS control tables, conversion, COTS
exception handling, reports, COTS test scripts, sctup of iest data for all COTS
dependent operations;

- Insure end user security in the COTS software in addition to the primary
transaction processing functions and;

- Prepare test'plans and system documentation (the coniractor will be responsible
for preparing the Test Plan (String, Verification and Validation, and User
Acceptance), User’s Manual, and Operations Manual (Job Aids).

In accordance with the FAR 49.502 Termination for convenience of the Government, the
Section 4.8 Regression Testing and Interface Support function shall be discontinued on
March 31, 2012 due to the migration of the FHAS system to the IBM Federal Data
Center as part of the HUD Integrated Financial Management Improvement Project
(HIFMIP) implementation.

4.8 Regression Testing and Interface Support CLIN 1008
4.8.1 Background

HUD is in the process of upgrading. replacing and implementing some of its core
financial systems. As part of this process HUD will need 100% assurance of the
accuracy and completeness of the tasks performed at every stage in the software
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development cycle. Additionally, HUD will require support for the adaptation of the
existing interface requirements during the transmission to the new environment.

4.8.2 Objective

The Contraclor’s objective will be to facilitate the transmission of files thru an interface
& debug any and all failures.

4.8.3 Tasks and Responsibilities

Tasks and responstbilities needed for the Regression testing and Interface support to
support the current business processes with a zero tolerance level for errors. The
Contractor shall be responsible {or the following:

1) Performance Testing
2) Data Migration Testing
3) Interface Testing

4) Security Roles Testing
5) Acceptance Testing

6) Accounting Reports {including Trial Balance, Disbursement Schedule
Summary, Collections Report. Billing Summary, Waived Delinquent Charges
Report and various Module to Module Reconciliations)

The Contractor shall provide to HUD as part of this task order agrcement data that
support the design conclusions as each phase is completed for approval by HUD s GTM.
HUD’s GTM will submit to the HUD s Test Center for testing and evaluation each phase
and process. Upon successtul completion of testing the GTM will review all data for
final acceptance after testing in FIUD’s Test Center. This effort shall be done as the
initial part of the task order performance period to provide a bascline for current year
responses. The FHA Subsidiary Ledger manager will exercise oversight, authority and
final approval of all tasks.
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