Department of Housing and Urban Development (HUD) Privacy Impact Assessment (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban
Development information systems or electronic collections (referred to as "electronic collections" for the purpose of this
form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about members
of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a conclusive
determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as concise as
possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system;
and (8) physical, technical, and administrative safeguards applied to the system to secure the information.

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to
conduct a PTA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use will use either CSAM
ID P207, P209, P212 or 1098 whereas the PIA for PII storage in SharePoint will use the CSAM ID D100. After completion
of all required information in the PIA, PIA are required to be routed to the Shared Drive Administrator and/or SharePoint
Administrator for signature approval in addition to all the required signatures.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide. Please submit all
completed PIAs using the submission feature located at the bottom of page 7.

1. HUD INFORMATION SYSTEM: P113 - Inventory Management System/ Public Housing Information
2. HUD DIVISION NAME: PIH
3. CSAM ID: 1015

Section 1: Pll Description Summary (for public Release)

a. The PII is: (Check all that apply)

0 From members of the general public O From a third-party source
O From Federal employees and / or Federal contractors [ No PII (Fill out 1c &11, then go to Section 4)
0 From vendors ] Other (Please specify in the box below)

b. The PILis in a / an: (Check one)
] New HUD Information System
o Existing HUD Information System

O Significantly modified HUD Information System (if selected, [ Bxisting collection
please describe the modification in the box below)

O New collection

c. Describethe purposeof this HUD information system or project, including the types of personal
information collected within the system.

IMS/PIC serves as a national repository of information related to Public Housing Authorities (PHAs), HUD-assisted
families, and HUD-assisted properties, to provide rental assistance, information sharing, monitoring, and
evaluating the effectiveness of PIH programs and subsidies. IMS/PIC allows HUD to collect and maintain records
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d. Why isthePII collected and / or what istheintended use of the PI1? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)

The PII collected is used by HUD and entities that administer HUD assisted housing programs to perform the 1
following:
- Verification and data matching using Social Security Numbers and income information in order to deter and detect



https://www.hud.gov/sites/dfiles/OCHCO/documents/PIAReferenceGuide.pdf

e. Doindividuals have the opportunity to object to the collection of their PI1? MYes [ONo
If “Yes,” describe the method by whichindividuals can object to the PIl collection.
If “No,” state the reason why individuals cannot object to the PII collection.

Individuals have the opportunity to object to the collection of their Pll via HUD Form 9866, Authorization for the
Releace nf Infarmatinn/Privacyv Act Nintice  Thnse whn dn nnt roncent tn the enllectinn nf their PII are <iihiect tn

f. Do individuals have the opportunity to consent to the specific uses of their PI17? [EYes [INo
If “Yes,” describe the method by which individuals can give or withhold their consent.
If “No,” state the reason why individuals cannot give or withhold their consent.
Individuals have the opportunity to consent to the uses of their PIl. All applicants and annually tenants over the
age of 18 are asked to sign form HUD 9886 Authorization for the Release of Information/Privacy Act Notice.
0. When an individual isasked to provide Pl 1, is a Privacy Act Statement (PAS) and / or a Privacy
Advisory provided? (Please provide the actual wording in the box below and check as appropriate)
O Privacy Act Statement L Privacy Advisory LI Not Applicable

Purpose: IMS/PIC serves as a national repository of information related to Public Housing Authorities (PHAS),
Tribally Designated Housing Entities (TDHE), HUD-assisted families, HUD-assisted properties, and other HUD
programs, for the purpose of monitoring and evaluating the effectiveness of PIH rental housing assistance
programs. IMS/PIC allows PHAs, TDHES, and their-hired management agents to electronically submit information
to HUD that is related to the administration of HUD’s Pill programs. It collects data for PIH operations, including
data submitted via the Internet from HUDs field offices, and accurately tracks activities and processes.
Antharitine: Tha Il  Hniicinn Art nf 1027 ac amandad A2 11 Q C 1427 Title \/I nf tha Civil Rinhte Art nf 10R?2

h. With whom will the PIl be shared through data exchange, both within your HUD Division and outside
your Division? (Checkall that apply)

00 Within the HUD Office / Division PIH Rental Assistance Programs, Office of Public

0 Other HUD Office(s) / Division(s)
[0 Other federal agencies
[0 State & local agencies

the Office of the Inspector General, Public Housing
Social Security Administration, Federal Emergency

Public Housing Agencies will be able to see the PII

O Contractors (Include name of contractor and
describe the language in the contract that safeguards Pl1 in the box below.)

O Other

i. Source(s) of the Pl collected is/ are: (Checkall that apply & list all information systems if applicable)
O Individuals [ Databases

] Existing HUD information systems O Publicly available data (e.g., obtained from

[ Other Federal information systems Internet, news feeds, court records)

IMS/PIC receives Pl from HUD staff; HUD contractors; PHAs, and their hired management agents; the Social
Security Administration; the Department of Veteran Affairs; the Federal Emergency Management Agency; the

|. How will the information be collected? (Check all that apply & list all Official Form Numbersiif applicable)

[ Encrypted Email O Telephone interview

[O] Face-to-face contact F Website / e-form

[ Fax O Paper

O Information sharing /system-to system [0 Other (if selected, enter information in the box )

O Official form

HUD-50058, Family Report
HUD 50058-MTW, MTW Family Report and MTW Expansion
HUID 52723. Oneratina Fund Calculation of Oneratina Siihsidv




k. DoesthisHUD information system require a Privacy Act System of Records Notice (SORN)?
A SORN isrequired if the information system contains information about U.S. citizens or lawful permanent
U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

[OJYes[INo

If “Yes’ enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.
If "No" explain why the SORN is not required.

HUD/PIH.FRN 01 - Inventory Management System (Public and Indian Housing Information Center (IMS/PIC), CPO
approved as "good faith" 15 Jun 2022.

. What isthe National Archive and Records Administration (NARA) approved, pending, or General
Recor ds Schedule (GRS) disposition authority for the system or for the records maintained in the
system?(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority: NC1-207-96-5
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

Electronic records are maintained and destroyed in accordance with requirements of the HUD Records Disposition
Schedule, 2225-6. In accordance with 24 CFR 908.101 and HUD record retention requirements at 24 CFR 85.42, PHAs
are required to retain at least three years’ worth of IMS/PIC data either electronically or in paper form.

m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a
statue or Executive Order.
The U.S. Housing Act of 1937, as amended, 42 U.S.C. 1437; 42 U.S.C. 3543, Preventing fraud and abuse in
Department of Housing and Urban Development programs. Title VI of the Civil Rights Act of 1962 (42 U.S.C. 2000d);
The Fair Housing Act (42 U.S.C. 3601-3619); The Housing Community Development Act of 1981, Public Law 97-35, 85
stat., 348,408; and The Housing and Community Development Act of 1987, 42 U.S.C. 3543. 24 CFR Part 908,
Electronic Transmission of Required Family Data for Public Housing, Indian Housing and Section 8 Rental Certificate,
Rental Voucher and Moderate Rehabilitation Programs; 42 U.S.C. Ch. 68: Disaster Relief § 5121 et seq, Congressional
Findings and Declaration.

n. DoesthisInformation System or E-Collection have an active and approved Office of
Management and Budget (omB) Control Number?

This number indicates OMB approval to collect data from 10 or more members of the public in a12-month
period regardless of form or format.

[@1Y es_INo[] Pending

If “Yes,” list @l applicable OMB Control Numbers, collection titles, and expiration dates.

If “No,” explain why OMB approval is not required in accordance with proper HUD authority.
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.

- OMB Control Number 2577-0083, Family Report, MTW Family Report, MTW Expansion Family Report, Expiration
date: 12/31/2023

- OMB Control Number 2577-0266, Enterprise Income Verification (EIV) System - Debts owed to Public Housing
Agencies and Terminations, Expiration date: 4/30/2023

- OMB Control Number 2577-0178, Family Self-Sufficiency Program (FSS), Expiration date: 4/30/2025

- OMB Control Number 2577-0296. Proiect Based Voucher (PBV) Online Form. Exniration date: 1/31/2024
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	Click here to enter purpose information: IMS/PIC serves as a national repository of information related to Public Housing Authorities (PHAs), HUD-assisted families, and HUD-assisted properties, to provide rental assistance, information sharing, monitoring, and evaluating the effectiveness of PIH programs and subsidies. IMS/PIC allows HUD to collect and maintain records on individuals and organizations administering, participating in, or potentially affected by, housing assistance programs administered by HUD. Information is retrieved by property physical characteristics while personal data involves physical composition and personal description. Reports are generated using a combination of both data, while Housing Authority’s monitor and use personal data.

IMS-PIC includes PIC Maintenance, PIH Information, Housing Inventory, Executive Summary, Form 50058, ADHOC and MTW as a sub-components of the system.

Typed of PII collected:  Full Name, Age, Citizenship, Date of Birth, Employment status, Financial information, Home Address, Race, Salary, Sex, and Social Security Number.  In addition, the relationship to head of household, disability status, alien registration number, family income and asset information are also included.
	Click here to enter PII information: 
	Click here to enter collection information: 
	Check Box224: Yes4
	Check Box14: Yes10
	Check Box223: Yes3
	Check Box222: Yes2
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information: The PII collected is used by HUD and entities that administer HUD assisted housing programs to perform the following:
- Verification and data matching using Social Security Numbers and income information in order to deter and detect 
  abuses and to increase the effective distribution of rental assistance to individuals that meet the requirements of 
  federal rental assistance programs
- Authentication of employment and income of tenants at the time of annual and interim reexaminations of family 
  income and composition via the PIH Enterprise Income Verification (EIV) system to support in the prevention of 
  improper payments
- Updating tenant building and unit information to improve the integrity of IMS/PIC data 
- Processing administrative or legal actions to resolve past and current abuses of assisted housing programs
- Monitoring compliance with HUD program requirements, evaluating program effectiveness and controlling fund

	Click here to objection information: Individuals have the opportunity to object to the collection of their PII via HUD Form 9866, Authorization for the Release of Information/Privacy Act Notice.  Those who do not consent to the collection of their PII are subject to denial of their eligibility or termination of assisted housing benefits, or both; however denial is subject to grievance and hearing procedures. 

The form states:
Failure to Sign Consent Form: Your failure to sign the consent form may result in the denial of eligibility or termination of assisted housing benefits, or both. Denial of eligibility or termination of benefits is subject to the HA’s grievance procedures and Section 8 informal hearing procedures.

	Click here to enter Privacy Act / Privacy Advisory wording: Purpose:  IMS/PIC serves as a national repository of information related to Public Housing Authorities (PHA5), Tribally Designated Housing Entities (TDHE), HUD-assisted families, HUD-assisted properties, and other HUD programs, for the purpose of monitoring and evaluating the effectiveness of PIH rental housing assistance programs. IMS/PIC allows PHAs, TDHEs, and their-hired management agents to electronically submit information to HUD that is related to the administration of HUD’s Pill programs. It collects data for PIH operations, including data submitted via the Internet from HUDs field offices, and accurately tracks activities and processes. 
Authorities:  The U.S. Housing Act of 1937, as amended, 42 U.S.C. 1437; Title VI of the Civil Rights Act of 1962 (42 U.S.C. 2000d); The Fair Housing Act (42 U.S.C. 3601-3619); The Housing Community Development Act of 1981, Public Law 97-35, 85 stat., 348,408; and The Housing and Community Development Act of 1987, 42 U.S.C. 3543.
Routine Uses:  Please see SORN for all Routine Uses.
Disclosure:  Voluntary.  Refusal to provide information could result in applications not being processed.
SORN ID and URL: PIH/FRN - Inventory Management System (Public and Indian Housing Information Center (IMS/PIC))  https://www.hud.gov/sites/dfiles/OCHCO/documents/IMSsorn.pdf
	Specify6: 
	Specify1: PIH Rental Assistance Programs,  Office of Public Housing and Voucher Programs, Office of Public Housing Investments, the Real Estate Assessment Center, the Office of the Inspector General, Public Housing Occupancy Division, Office of Policy Development and Research
	Specify2: the Office of the Inspector General, Public Housing Occupancy Division, Office of Policy Development and Research, Office of Chief Financial Officer
	Specify3: Social Security Administration, Federal Emergency Management Agency, Universal Service Administrative Company (USAC)/Federal Communications Committee (FCC), Department of Health and Human Services, U.S. Department of Veterans Affairs (VA)
	Specify4: Public Housing Agencies will be able to see the PII data that they submit to validate proper submission.
	Specify5: 
	Check Box18: Yes25
	Check Box300: yes13
	Check Box301: Yes14
	Check Box302: Yes15
	Check Box305: Yes16
	Check Box306: Off
	Check Box18444: Off
	Check Box91: Off
	Click here to enter PII source information: IMS/PIC receives PII from HUD staff; HUD contractors; PHAs, and their hired management agents; the Social Security Administration; the Department of Veteran Affairs; the Federal Emergency Management Agency; the Federal Communications Commission and other state and local agencies. 
	Check Box202: Yes202
	Check Box203: Yes203
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: HUD-50058, Family Report 
HUD 50058-MTW, MTW Family Report and MTW Expansion
HUD 52723, Operating Fund Calculation of Operating Subsidy 
HUD 52722, Operating Fund Calculation of Utilities Expense Level
HUD-9886, Authorization for the Release of Information/Privacy Act Notice 
HUD-52860, Inventory Removals
	Check Box18111133: Yes3623
	Check Box1181: Yes3422323
	Check Box19222: Off
	Check Box19111: Yes3111
	Check Box1901: Off
	Click here to enter consent information: Individuals have the opportunity to consent to the uses of their PII.  All applicants and annually tenants over the age of 18 are asked to sign form HUD 9886 Authorization for the Release of Information/Privacy Act Notice.

The form states:
Failure to Sign Consent Form: Your failure to sign the consent form may result in the denial of eligibility or termination of assisted housing benefits, or both. Denial of eligibility or termination of benefits is subject to the HA’s grievance procedures and Section 8 informal hearing procedures.

	Check Box19033: Yes303
	Check Box191r: Yes31323r
	Check Box192r43: Yes32r43
	Check Box1921r134: Yes32r33r13
	Checks12: Yessie
	Checks123: Yessi1221
	Click here to enter NARA / GRS information: NC1-207-96-5
	Click here to enter date: 
	Click here to enter retention instructions: Electronic records are maintained and destroyed in accordance with requirements of the HUD Records Disposition Schedule, 2225-6. In accordance with 24 CFR 908.101 and HUD record retention requirements at 24 CFR 85.42, PHAs are required to retain at least three years’ worth of IMS/PIC data either electronically or in paper form.

	Click here to enter OMB Control Number information: - OMB Control Number 2577-0083, Family Report, MTW Family Report, MTW Expansion Family Report, Expiration  
  date: 12/31/2023
- OMB Control Number 2577-0266, Enterprise Income Verification (EIV) System - Debts owed to Public Housing 
  Agencies and Terminations, Expiration date: 4/30/2023   
- OMB Control Number 2577-0178, Family Self-Sufficiency Program (FSS), Expiration date:  4/30/2025
- OMB Control Number 2577-0296, Project Based Voucher (PBV) Online Form, Expiration date: 1/31/2024   

	Click here to enter collection authority information: The U.S. Housing Act of 1937, as amended, 42 U.S.C. 1437; 42 U.S.C. 3543, Preventing fraud and abuse in Department of Housing and Urban Development programs. Title VI of the Civil Rights Act of 1962 (42 U.S.C. 2000d); The Fair Housing Act (42 U.S.C. 3601-3619); The Housing Community Development Act of 1981, Public Law 97-35, 85 stat., 348,408; and The Housing and Community Development Act of 1987, 42 U.S.C. 3543. 24 CFR Part 908, Electronic Transmission of Required Family Data for Public Housing, Indian Housing and Section 8 Rental Certificate, Rental Voucher and Moderate Rehabilitation Programs; 42 U.S.C. Ch. 68: Disaster Relief § 5121 et seq, Congressional Findings and Declaration.
	Click to enter HUD SORN information: HUD/PIH.FRN 01 - Inventory Management System (Public and Indian Housing Information Center (IMS/PIC), CPO approved as "good faith" 15 Jun 2022.
	Checks127: Yessie7789
	Checks116: Yessie27


