Department of Housing and Urban Development (HUD) Privacy Impact Assessment (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban
Development information systems or electronic collections (referred to as "electronic collections" for the purpose of this
form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about members
of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a conclusive
determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as concise as
possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system;
and (8) physical, technical, and administrative safeguards applied to the system to secure the information.

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to
conduct a PTA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use will use either CSAM
ID P207, P209, P212 or 1098 whereas the PIA for PII storage in SharePoint will use the CSAM ID D100. After completion
of all required information in the PIA, PIA are required to be routed to the Shared Drive Administrator and/or SharePoint
Administrator for signature approval in addition to all the required signatures.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide. Please submit all
completed PIAs using the submission feature located at the bottom of page 7.

1. HUD INFORMATION SYSTEM: D55 - Equal Employment Opportunity Management Information System
2. HUD DIVISION NAME: Office of Departmental Equal Employment Opportunity (ODEEO)
3. CSAM ID: 999

Section 1: Pll Description Summary (for public Release)

a. The PII is: (Check all that apply)

0 From members of the general public O From a third-party source
O From Federal employees and / or Federal contractors [ No PII (Fill out 1c &11, then go to Section 4)
O From vendors ] Other (Please specify in the box below)

Applicants for employment.

b. The PILis in a / an: (Check one)
g New HUD Information System
] Existing HUD Information System

O Significantly modified HUD Information System (if selected, [ Bxisting collection
please describe the modification in the box below)

O New collection

c. Describethe purposeof this HUD information system or project, including the types of personal
information collected within the system.

EEOMIS system, uses the icomplaints application. iComplaints is an enterprise level COTS (Commercial
Off-The-Shelf) product that provides all of the functionality required to collect, track, manage, process, and report
on information regarding EEO complaints and cases.

d. Why isthePII collected and / or what istheintended use of the PI1? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)

Pll is collected for mission-related use and is maintained on both HUD employees and/or applicants for
employment from the general public who contact the EEO office to file an EEO complaint. C.F.R 1614 and MD-110
requires the EEQ office to collect this data to determine if a HUD employee, or applicant and similarly situated



https://www.hud.gov/sites/dfiles/OCHCO/documents/PIAReferenceGuide.pdf

e. Doindividuals have the opportunity to object to the collection of their PI1? MYes [ONo
If “Yes,” describe the method by whichindividuals can object to the PIl collection.
If “No,” state the reason why individuals cannot object to the PII collection.

Individuals can object to PII collection by way on an intake form or formal complaint form. Failure in providing
rertain infarmatinn mav nnt fiillly cilinnart the hacie nf their cnmnlaint

f. Do individuals have the opportunity to consent to the specific uses of their PI17? [EYes [INo
If “Yes,” describe the method by which individuals can give or withhold their consent.
If “No,” state the reason why individuals cannot give or withhold their consent.
Individuals have the opportunity to consent via an intake form and a formal complaint form. PIl is needed to file
EI;OcompIamts are Istandard|zedand requwed for complamt processing purposes. Failure in providing certain
0. When an individual isasked to provide Pl 1, is a Privacy Act Statement (PAS) and / or a Privacy
Advisory provided? (Please provide the actual wording in the box below and check as appropriate)
O Privacy Act Statement [ Privacy Advisory LI Not Applicable

The information provided this Office will be used to adjudicate your complaints of alleged discrimination and to
evaluate the effectiveness of the Equal Employment Opportunity Program. Collection is authorized by Equal
Employment Opportunity Commission (EEOC) Management Directive 110; Title VII of the Civil Rights Act of 1964
& the Rehabilitation Act of 1973, as amended. Providing the information is voluntary, but if not provided, this Office
may not be able to process your request. This Office may disclose your information as follows: in relevant legal
proceedings; to law enforcement when the Agency or requesting agency becomes aware of a violation of law; to a

ronaraceinnal nffire at vniir ranniact: tn antitine nr individiniale nindar cantract with tha Anancyv tn antitiee anthnrized
h. With whom will the PIl be shared through data exchange, both within your HUD Division and outside
your Division? (Checkall that apply)
O Within the HUD Office/ Division
[0 Other HUD Office(s) / Division(s)
[0 Other federal agencies
O State & local agencies

[ Contractors (Include name of contractor and Vendor: V3Gate; Servicer: Tyler Technologies

describe the language in the contract that safeguards Pl1 in the box below.)
0 Other (a) The Contractor shall not publish or disclose in

i. Source(s) of the Pl collected is/ are: (Checkall that apply & list all information systems if applicable)
O Individuals [] Databases

] Existing HUD information systems O Publicly available data (e.g., obtained from
[ Other Federal information systems Internet, news feeds, court records)

|. How will the information be collected? (Check all that apply & list all Official Form Numbersiif applicable)

Ol Encrypted Email O Telephone interview

[O] Face-to-face contact [ Website/ e-form

O Fax O Paper

[J Information sharing /system-to system [] Other (if selected, enter information in the box )

O Official form

EEO Complaint Intake Form (does not have an official HUD Form number) 2
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k. DoesthisHUD information system require a Privacy Act System of Records Notice (SORN)?
A SORN isrequired if the information system contains information about U.S. citizens or lawful permanent
U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

[JYes[o]No

If “Yes’ enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.
If "No" explain why the SORN is not required.

Equal Employment Opportunity Management Information System (EEOMIS) ODEEO/U.0. This collection will rescind
the existing SORN, it has been determine a SORN is not required as the collection does not retrieve records by PII.

. What isthe National Archive and Records Administration (NARA) approved, pending, or General
Recor ds Schedule (GRS) disposition authority for the system or for the records maintained in the
system?(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority: DAA-GRS- 2018-0002- 0007/0008
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

GRS 2.3 item 070 (Informal) Temporary. Destroy 3 years after resolution of case, but longer retention is authorized if
required for business use.
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m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a
statue or Executive Order.

29 C.F.R. 1614, Federal Sector Equal Employment Opportunity, 29 CFR Part 1607, Uniform Guideline on Employee
Selection Procedures, Public Law 104-106 National Defense Authorization Act for Fiscal Year 1996, Title VII of the Civil
Rights Act of 1964 & the Rehabilitation Act of 1973, MD-110 Equal Employment Opportunity Management Directive,
MD-715 Equal Opportunity Management Directive, The Civil Service Reform Act of 1978 (CSRA) and HUD Handbook
3260.1, Enterprise Data Management (EDM) Policy.

n. DoesthisInformation System or E-Collection have an active and approved Office of
Management and Budget (omB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a12-month
period regardless of form or format.

[JYes[ZINo[]Pending

If “Yes,” list @l applicable OMB Control Numbers, collection titles, and expiration dates.

If “No,” explain why OMB approval is not required in accordance with proper HUD authority.

If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.

ODEEO does not collect data from 10 or more members of the public in a 12-month period.




Section 2: PII Risk Review

a. What P11 will be collected or maintained on the infor mation system or project: (Check all that apply)

b.

0 Age

O Alias

O Audio Recordings

O Biometrical Identifiers(eg.,
fingerprint(s), irisimage)

O Certificates (e.g., birth, death,
marriage)

O Citizenship(s)

O Credit Card Number

O Criminal records information

[0 Date of Birth

[ Device identifiers (e.g., mobile
devices)

O Drivers License/ State ID
Number

[0 Education Records

[0 Email Address(es)

O Employee Identification Number

Not applicable.

O Employment Status, History, or
Information (e.g., title, position)

O Fax Number

O Financial Information (eg.,
credit report, account number)

O Foreign activities

O Full Name

O Gender

[0 Geolocation Information

0 Home Address

O Internet Cookie Containing PII

O Investigation Report or Database

O IP/ MAC Address

[ Lega Documents, Records

O Marital Status

O Military status or other
information

O Mother’s Maiden Name

O Passport Information

If the SSN is collected, pleaselist the proper HUD authority to do so.

O Phone Number(s)

[0 Photographic Identifiers (e,
photograph, video, x-ray)

O Place of Birth

O Protected Health Information
O Race/ Ethnicity

I Religion

O salary

0 Sex

O Social Security Number
(SSN) (Full or in any form)

O Taxpayer ID

O User ID

O Vehicle Identifiers (e.g.,
license plate)

O Web uniform resource
locator(s)

O Work Address

O Other (if selected, please
enter the information below)




Section 3: Pll Security Measures
a. How will the Pl be secured? (Include any physical, administrative, technical controls, and other controls place)

(1) Physical Controls. (Check all that apply)

OCipher locks [ Closed Circuit TV

O Combination locks 7 | dentification badges

OKey cards O Safes

0O Security Guards O If Other, enter the information in the box below

Double lock and keys issued to authorized staff. Main office and private office locks.

(2) Administrative Controls. (Check all that apply)
OBackups Secured Off-Site
OEncryption of Backups
[IMethods to Ensure Only Authorized
Personnel Accessto PII

O Periodic Security Audits
ORegular Monitoring of Users Security Practices
OIf Other, enter the information in the box below

(3) Technical Controls (Check all that apply)

O Biometrics O Public Key Infrastructure Certificates

[0 Encryption of Data at Rest O External Certificate Authority Certificates
o Firewall [ Least Privilege Access

[0 Role-Based Access Controls O User Identification and Password

0 Virtual Private Network (VPN) OPIV Card

[0 Encryption of Datain Transit Ointrusion Detection System (IDS)

O Used Only for Privileged (Elevated Roles) OIIf Other, enter the information in the box below

b. What additional measures/ safeguards have been put in place to address privacy risks for
thisinformation system or electronic collection? (Input N/A if not applicable)

N/A

c. WhereisPII stored within the system? (Check all that apply)

[J1On acentralized HUD server I In hard copy documents
On individual HUD laptops [0 Other (Please specify in the box below)
OIn e-mails

Please specify selection(s) made.

Due to reporting requirements with the PII data this PIl information is on a Contractor's server that is programmed to
assist us with our reporting requirements from the EEOC and Congress.

d. Indicate the assessment and authorization status:

[0 Authorization to Operate (ATO) Date Granted: 5/23/18
O ATO with Conditions Date Granted:
[ Denial of Authorization to Operate (DATO) Interim  Date Granted:
O Authorization to Test (ATT) Date Granted:




	Please enter CSAM ID: 999
	Please enter HUD Division: D55 - Equal Employment Opportunity Management Information System
	Please enter HUD Information System: Office of Departmental Equal Employment Opportunity (ODEEO)
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