Department of Housing and Urban Development (HUD) Privacy Impact Assessment (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban
Development information systems or electronic collections (referred to as "electronic collections" for the purpose of this
form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about members
of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a conclusive
determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as concise as
possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system;
and (8) physical, technical, and administrative safeguards applied to the system to secure the information.

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to
conduct a PTA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use will use either CSAM
ID P207, P209, P212 or 1098 whereas the PIA for PII storage in SharePoint will use the CSAM ID D100. After completion
of all required information in the PIA, PIA are required to be routed to the Shared Drive Administrator and/or SharePoint
Administrator for signature approval in addition to all the required signatures.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide. Please submit all
completed PIAs using the submission feature located at the bottom of page 7.

1. HUD INFORMATION SYSTEM: D110 - HUD Flexiplace Application and Agreement SharePoint Website

2. HUD DIVISION NAME: Office of the Chief Human Capital Officer (OCHCO)
3. CSAM ID: 1095

Section 1: Pll Description Summary (for public Release)

a. The PII is: (Check all that apply)

O From members of the general public O From a third-party source
O From Federal employees and / or Federal contractors [ No PII (Fill out 1c &11, then go to Section 4)
O From vendors ] Other (Please specify in the box below)

b. The PILis in a / an: (Check one)
] New HUD Information System
] Existing HUD Information System

O Significantly modified HUD Information System (if selected, [ Bxisting collection
please describe the modification in the box below)

0 New collection

c. Describethe purposeof this HUD information system or project, including the types of personal
information collected within the system.

The purpose of this system is to allow HUD to collect and maintain records on employees requesting or
participating in the HUD Flexiplace Program (telework and remote work).
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d. Why isthePII collected and / or what istheintended use of the PI1? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)

The information collected is used for mission-related, administrative use and authentication. 1



https://www.hud.gov/sites/dfiles/OCHCO/documents/PIAReferenceGuide.pdf

e. Doindividuals have the opportunity to object to the collection of their PI1? MYes [ONo
If “Yes,” describe the method by whichindividuals can object to the PIl collection.
If “No,” state the reason why individuals cannot object to the PII collection.

Individuals do have an opportunity to object to the collections of their PII for Flexiplace and DocuSign; however, if
individiiale dn nnt nravide the reniiected infarmatinn in whnle nr in nart their reniiect tn narticinate in

f. Do individuals have the opportunity to consent to the specific uses of their PI17? [EYes [INo
If “Yes,” describe the method by which individuals can give or withhold their consent.
If “No,” state the reason why individuals cannot give or withhold their consent.
Individual do have an opportunity to consent to the collection of their Pll data for Flexiplace and DocusSign,
howeverlt is used on the application form is a condition of the employee's flexiplace agreement within the terms of
0. When an individual isasked to provide Pl 1, is a Privacy Act Statement (PAS) and / or a Privacy
Advisory provided? (Please provide the actual wording in the box below and check as appropriate)
O Privacy Act Statement L Privacy Advisory LI Not Applicable

Privacy Notice: The information collected on this form is needed for registering and approving individuals for
participation in the HUD Flexiplace Program (telework and remote work). The results from collecting this
information is used to conduct audits, respond to inquires and/or investigations as required by legal authority; and
to report on aggregate data within HUD, as well as to Congress (not personally identifiable information).
Personally identifiable information is protected by applicable Federal laws, including but not limited to; the Privacy
Act of 1974, as amended (5 U.S. Code 552a) (e)(3); Paperwork Reduction Act of 1995, and the Freedom of
Infarmatinn Art and Tha Talawnrlk Enhanramant Art nf 2010 Piihlic | 2w 111202
h. With whom will the PIl be shared through data exchange, both within your HUD Division and outside
your Division? (Checkall that apply)

[J Within the HUD Office/ Division OCHCO

0 Other HUD Office(s) / Division(s)
[0 Other federal agencies
O State & local agencies

ADMIN, CPD, DM, FHEO, FPM, GNMA,

O Contractors (Include name of contractor and
describe the language in the contract that safeguards Pl1 in the box below.)

O Other

i. Source(s) of the Pl collected is/ are: (Checkall that apply & list all information systems if applicable)
O Individuals [] Databases

0l Existing HUD information systems O Publicly available data (e.g., obtained from

[J Other Federal information systems Internet, news feeds, court records)
- P343 DECA - DocuSign eSignature Cloud Application

|. How will the information be collected? (Check all that apply & list all Official Form Numbersiif applicable)

L] Encrypted Email O Telephone interview
[] Face-to-face contact ] Website / e-form
[ Fax [ Paper
[J Information sharing /system-to system [0 Other (if selected, enter information in the box )
O Official form
- HUD Form 25228, Flexiplace Application & Agreement 2

- P343 DECA - DocuSign eSignature Cloud Application (workflow/signature process and authentication)




k. DoesthisHUD information system require a Privacy Act System of Records Notice (SORN)?

A SORN isrequired if the information system contains information about U.S. citizens or lawful permanent
U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

[JYes[O]No

If “Yes’ enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.

If "No" explain why the SORN is not required.

Records will not be accessed on a routine basis, records will be retrieved by the employee’s organization and are
retained only for audit or investigation purposes and for aggregate reporting that does not include PII. Filenames/folders
will not contain employee names or other unique personal identifiers.

. What isthe National Archive and Records Administration (NARA) approved, pending, or General
Recor ds Schedule (GRS) disposition authority for the system or for the records maintained in the
system?(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority: Disposition Authority GRS-2018-0002-0004

(2) If pending, provide the date the SF-115 was submitted to NARA:

(3) Retention instructions:

GRS 2.3 Employee Relations Records. This schedule covers agency/employee agreements, records such as
guestionnaires relating to the safety of the worksite, records documenting work-site safety and equipment; hardware,
and software installation and use; and off-site use of secure, classified information or data subject to the Privacy Act or
anencies’ Personallv Identifiahle Information nolicies. Temnararv. Destrov when siinerseded or ohsolete ar 1 vear after

m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a

statue or Executive Order.
The collection and maintenance of telework and remote work records is authorized by the Telework Enhancement Act
of 2010, 5 U.S.C. 88 6501-6506; and the Federal Employees Flexible and Compressed Work Schedules Act of 1982, 5

U.S.C. 88 6120-6133.

n. DoesthisInformation System or E-Collection have an active and approved Office of

Management and Budget (omB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a12-month

period regardless of form or format.

[JYes[EZ1No[]Pending
If “Yes,” list @l applicable OMB Control Numbers, collection titles, and expiration dates.

If “No,” explain why OMB approval is not required in accordance with proper HUD authority.
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.

The collection does not include information on members of the public.
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