
Department of Housing and Urban Development (HUD) Privacy Impact Assessment (PIA)

 of 

3. CSAM ID:

CSAM ID:

1. HUD INFORMATION SYSTEM:
2. HUD DIVISION NAME:

Section 1: PII Description Summary (For Public Release)

a. The PII collected is on/from: (Check all that apply) 

b. The PII is in a / an: (Check one) 

New HUD Information System 
Existing HUD Information System 
Significantly modified HUD Information System (if selected, 
please describe the modification in the box below) 

New collection 
Existing collection

c. Describe the purpose of this HUD information system  or project, including the "types of personal     
information" collected within the system (Must be consistent with Section 2a). 

d. Why is the PII collected and / or what is the intended use of the PII? (Check all that apply) 
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Prescribing Authority: Public 
Law 107-347, Section 208(b). 
Complete this form for 
Department of Housing and 
Urban Development (HUD) 
information systems or 
electronic collections 
(referred to as "electronic 
collections" for the purpose 
of this form) of information 
that collect, maintain, use, 
and / or disseminate 
personally identifiable 
information (PII) about 
members of the public, 
Federal employees, and 
contractors. In the case where 
no PII is collected, the PIA 
will serve as a conclusive 
determination that privacy 
requirements do not apply to 
the system. Please be sure to 
use plain language and be as 
concise as possible.
For further information and 
instructions on how to fill out 
the PIA, please see the PIA 
Reference Guide.
HUD’s PIAs describe: (1) the 
legal authority that permits 
the collection of information; 
(2) the specific type of 
information used by the 
system; (3) how and why the 
system uses the information; 
(4) whether the system 
provides notice to individuals 
that their information is used 
by the system; (5) the length 
of time the system retains 
information; (6) whether and 
with whom the system 
disseminates information; (7) 
procedures individuals may 
use to access or amend 
information used by the 
system; and (8) physical, 
technical, and administrative 
safeguards applied to the 
system to secure the 
information.

From members of the general public
From Federal employees and / or Federal contractors 
From vendors

From a third-party source 
No PII (Fill out 1c &1l, then go to Section 4) 

Other (Please specify in the box below) 

Prescribing Authority: Public Law 107-347, Section 208(b).  Complete this form for Department of Housing and Urban 
Development information systems or electronic collections (referred to as "electronic collections" for the purpose of this 
form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about members of 
the public, Federal employees, and contractors.  In the case where no PII is collected, the PIA will serve as a conclusive 
determination that privacy requirements do not apply to the system.  Please be sure to use plain language and be as concise as     
possible. 
 
HUD’s PIAs describe:  (1) the legal authority that permits the collection of information; (2) the specific type of information 
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals that 
their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom the     
system disseminates information; (7) procedures individuals may use to access or amend information used by the system; and    
(8) physical, technical, and administrative safeguards applied to the system to secure the information. 
 
Note:  Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to conduct 
a PIA.  Program Offices completing a PIA for PII storage in the HUD Shared Drive will use either CSAM ID 957, P207          
Mainframe (IBM); CSAM 959, P209 LAN File Server; CSAM 962, P212 Mainframe; or CSAM 1098, X01 Windows       
Azure Public Cloud whereas the PIA for PII storage in SharePoint will use the CSAM 1095, D11O MS O365 MT.  After         
completion of all required information in the PIA, PIA are required to be routed to the Shared Drive Administrator and/or          
SharePoint Administrator for signature approval in addition to all the required signatures. 

completed PIAs using the submission feature located at the bottom of page 7.
 For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide.  Please submit all 

Verification
Identification
Authentication

Data Matching
Mission-Related Use 
Administrative Use
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e. Do individuals have the opportunity to object to the collection of their PII?
If “Yes,” describe the method by which individuals can object to the PII collection. 
If “No,”  state the reason why individuals cannot object to the PII collection. 

f. Do individuals have the opportunity to consent to the specific uses of their PII?
If “Yes,” describe the method by which individuals can give or withhold their consent. 
If “No,” state the reason why individuals cannot give or withhold their consent.

Yes      No

Yes      No 

g. When an individual is asked to provide PII, is a Privacy Act Statement (PAS) and / or a Privacy 
Advisory provided?  (Please provide the "actual wording" in the box below and check as appropriate) 
☐ Privacy Act Statement ☐ Not Applicable☐ Privacy Notice          ☐ Privacy Advisory  

☐ Databases
Publicly available data if  applicable)(e.g., obtained from
internet, news feeds, court records)

☐ Individuals

☐ Telephone interview 
☐ Website / e-form 
☐ Paper 
☐ Other (if selected, enter information in the box) 

☐ Encrypted Email
☐ Face-to-face contact
☐ Fax
☐ Information sharing /system-to system
☐ Official form
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☐ Existing HUD information systems
☐Other Federal information systems

j. How will the information be collected?  (Check all that apply and list all Official Forms and their Titles, if applicable) 

h. With whom will the PII be shared through electronic data exchange, both within your HUD Division
and outside your Division?  (Check all that apply) 

☐ Within the HUD Office / Division 
☐ Other HUD Office(s) / Division(s) 
☐ Other federal agencies 
☐ State & local agencies 
☐ Contractors (Include name of contractor and 

describe the language in the contract that safeguards PII in the box below.) 

☐ Other 

i. Source(s) of the PII collected is / are:  (Check all that apply and list all information systems, if applicable) 
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k. Does this HUD information system require a Privacy Act System of Records Notice (SORN)? 
A SORN is required if the information system contains information about U.S. citizens or lawful permanent 

U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN 
information must be consistent. 

Yes     No 

If “Yes” enter SORN System Identifier: 
If a SORN has not yet been published in the Federal Register, enter date of submission for approval. 
If "No" explain why the SORN is not required and how information is retrieved in the system. 

l. What is the National Archive and Records Administration (NARA) approved, pending, or General 
Records Schedule (GRS) disposition authority for the system or for the records maintained in the      
system?  (Please consult Office of Records Management to ensure that the following information is accurate) 

(1) NARA Job Number or GRS Authority: 
(2) If pending, provide the date the SF-115 was submitted to NARA: 
(3) Retention instructions: 

n. Does this Information System or E-Collection have an active and approved Office of
Management and Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

Yes     No     Pending 
If “Yes,” list all applicable OMB Control Numbers, collection titles, and expiration dates. 
If “No,” explain why OMB approval is not required in accordance  with proper HUD authority. 
If “Pending,”  provide the date for the 60 and / or 30 day notice and the Federal Register citation. 
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m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a
statue or Executive Order.
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	Please enter CSAM ID: 1023
	Please enter HUD Division: F72 - Title I Insurance and Claims System (TIIS)
	Please enter HUD Information System: Housing, Albany Financial Operations Center (AFOC)
	Click here to enter purpose information: The purpose of the system is to process the business transactions and maintain the business records for HUD's Title I property improvement and manufactured home loan programs. By protecting lenders against the risks associated with loan defaults, the Title I program increases the availability of affordable financing options for homeowners seeking to improve or repair their homes and for buyers of manufactured homes. By enabling the business processes for achieving these program objectives, the system supports HUD’s mission to provide affordable, quality housing opportunities.  The system maintains information about borrowers, loans, lenders, and system users. Types of PII collected:  Borrower information maintained in the system is Full Name, Date of Birth, Home Address, Work Address, Social Security Number, Email address(es), Employment History, or Information, Financial information, Legal documents, Marital status, Phone number(s), Race/Ethnicity, Salary, Sex, and Name and Address of closest relative.  Lender information maintained in the system includes the Full Name and Tax Identification Number of individuals at the lending institution who serve as contacts for loans submitted for insurance and claims submitted for payment.  System user information maintained in the system includes Full Name and HUD ID (Employee Identification Number/User ID).     A typical transaction processed in the system is HUD’s acceptance of a new loan reported for insurance. The lender reports a new loan for insurance through FHA’s electronic business portal by submitting the required information about the loan and the borrower that had been collected during loan origination. After passing several automated edits for validating critical data elements, the loan will be accepted and recorded in the system’s insurance-in-force loan portfolio.  
	Click here to enter PII information: 
	Click here to enter collection information: 
	Check Box224: Off
	Check Box14: Yes10
	Check Box223: Off
	Check Box222: Yes2
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Off
	Identification: Yes25
	Verification: Yes25
	Authentication chk: Off
	Data Matching Chk: Yes25
	Mission-Related Use: Yes25
	Administrative Use Chk: Off
	Click here to objection information: PII collected is voluntary.  Individuals are notified "Providing your information, including Social Security Numbers are voluntary and not required.  You may object to this information request by refusing to complete the application. However, failure to provide this information may result in the disapproval of your loan application." 
	Click here to enter Privacy Act / Privacy Advisory wording: Authority: The Department of Housing and Urban Development is authorized to collect this information by Title I of the National Housing Act of 1934 (12 U.S.C.§1703), as amended, and Regulations related to Title I Property Improvement and Manufactured Home Loans (24 C.F.R. Part 201).  Purpose: The Housing Community and Development Act of 1987 (42 U.S.C. §3543(a)) requires the collection of social security numbers from persons applying for federally insured loans. HUD will use your information to determine your creditworthiness, verify your identity, service your Title I loan, and collect any deficiency balance resulting from your default on this loan.  Routine Use: Information may be shared with Federal agencies and also be used in computer matching for verification and reporting purposes.          Disclosure: Providing your information, including social security numbers, is voluntary and not required. You may object to this information request by refusing to complete the application. However, failure to provide this information may result in the disapproval of your loan application. You may withhold your consent to specific uses of your information by withholding that information.  
	Specify6: 
	Specify5: The Kennedy Collective and Pyramid Systems, Inc./ FAR-52.239-1 Privacy security safeguardSecurity Requirements.  All HUD data, which is produced or otherwise available to the contractor during the performance of this task order, is considered confidential and shall not be used for any purpose other than performance of the tasks. All data collected shall remain in the HUD office.  Under no circumstances will any data, listings, or lender/debtor/borrower information be taken from the office in hard or soft copy, nor shall any information regarding lenders/debtors/borrowers be communicated verbally to any party outside of the Department without proper justification and authorization.  All data of a personal nature may be subject to Privacy Act protection and penalties.All contract personnel will be required to pass a background investigation in order to be assigned a HSPD-12 compliant Personal Identity Verification (PIV) card required for accessing the work site.
	Check Box18: Off
	Check Box300: yes13
	Check Box301: Yes14
	Check Box302: Yes15
	Check Box305: Off
	Check Box306: Yes17
	Check Box18444: Off
	Check Box91: Yes200
	Click here to enter PII source information: Participating lenders collect PII from individuals loan applicants during loan origination process via the Title I intake modules residing on the FHA Connection. Data adjustments occurs by systems exchanges, manual data entries and uploads made by HUD personnel and contractor based on initial data that is maintained.  - F17 - Computerized Homes Underwriting System (CHUMS)- P278 - Lender Electronic Assessment Portal (LEAP)- P281 - Digital Identity and Access Management System (DIAMS)
	Check Box20: Off
	Check Box202: Off
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: - HUD-27030 - Title I Transfer of Note Report - HUD-56001 - Credit Application for Property Improvement Loan - HUD-56001-MH - Credit Application for Manufactured (Mobile) Home- HUD-56002 - Completion Certificate for Property Improvement Loan - HUD-56002-MH - Placement Certificate for Manufactured Home - HUD-55014 - Warranty for New Manufactured Home- HUD-637 - Title I Claim for Loss - HUD-646 - Worksheet for Reconciliation of Insurance Charges from Title I Monthly Statement - HUD-92900-A, HUD Addendum to Uniform Residential Loan Application 
	Check Box18111133: Yes3623
	Check Box1181: Yes3422323
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Off
	Click here to enter consent information: PII collected is voluntary.  Individuals are notified "You may withhold your consent to specific uses of your information by withholding that information."
	Check Box19033: Off
	Check Box191r: Off
	Check Box192r43: Yes32r43
	Check Box1921r134: Off
	Checks12: Yessie
	Checks123: Yessi1221
	Specify1: Office of Housing/Office of Finance and Budget
	Specify2: Office of Single Family Program Development,  Office of Lender Activities and Program Compliance, Office of the Chief Financial Officer, Office of the Chief Information Officer, and Office of Policy Development and Research.
	Specify3: Social Security Administration
	Specify4: 
	Check Box19: Yes26
	Click here to enter NARA / GRS information: GRS 1.1: DAA-GRS-2013-0003-0001 / GRS 3.1: DAA-GRS-2013-0005-0003; DAA-GRS-2013-0005-0006; DAA-GRS-2013-0005-0007 / 3.2: DAA-GRS-2013-0006-0001; DAA-GRS-2013-0006-0004; DAA-GRS-2013-0006-0005; DAA-GRS-2013-0006-0006, DAA-GRS-2013-0006-0008.
	Click here to enter date: 
	Click here to enter retention instructions: GRS 1.1: Items 010 - Loan Endorsements – Applications, loan documents, financial and non-financial transactions, correspondence, and reports used and created in the review and approval of loans submitted for insurance; Claims - Applications, loan documents, financial and non-financial transactions, correspondence, and reports used and created in the examination and payment of claims for loss; Insurance In Force - Documents, correspondence, financial, and non-financial transactions, and reports; and Lender Administration – Correspondence, email, financial and non-financial transactions, and reports used and created in the activities of managing lender contracts of insurance. Destroyed 6 years after final payment or cancellation, but longer retention is authorized if required for business use. GRS 3.1: Item 010 - System Development-Infrastructure Project Records destroyed 5 years after project is terminated, but longer retention is authorized if required for business use; Item 011, System Development Records destroyed 5 years after system is superseded by a new iteration, or is terminated, defunded, or no longer needed for agency/IT administrative purposes, but longer retention is authorized if required for business use; Item 051, System Documentation Data Administration Records destroyed 5 years after the project, activity, transaction is completed or superseded, or the associated system is terminated, or the associated data is migrated to a successor system, but longer retention is authorized if required for business use.GRS 3.2: Item 010 - System and Data Security Records destroyed 1 year after system is superseded by a new iteration or when no longer needed for agency/IT administrative purposes to ensure a continuity of security controls throughout the life of the system; Item 031 - Access Records destroyed 6 years after password is altered or user account is terminated, but longer retention is authorized if required for business use; Item 040 - System backups and tape library records (Incremental backups files) destroyed when second subsequent back is verified as successful or when no longer needed for system restoration, whichever is later; Item 041 - System backups and tape library records (Full backup files) destroyed when second subsequent back is verified as successful or when no longer needed for system restoration, whichever is later; and Item 051 - System backup of master files and databases destroyed when second subsequent backup is verified as successful or when no longer needed for system restoration, whichever is later.
	Click here to enter OMB Control Number information: - OMB Control Number, 2502-0328, Title I Property Improvement and Manufactured Home Loan Programs, Expiration   date: 11/30/2023- OMB Control Number, 2502-0059, Informed Consumer Choice Notice and Application for FHA Insured Mortgage,   Expiration date: 12/31/2023.
	Click here to enter collection authority information: Title I of the National Housing Act of 1934, as amended, which is codified at 12 U.S.C.§1703; 12 U.S.C. §1703(h) directs and authorizes the Secretary to make regulations for operating the loan insurance prog; 24 C.F.R. Part 201; The Housing Community and Development Act of 1987 (Pub. L. 100-242, title I, §165, Feb. 5, 1988, 101 Stat. 1864), which is codified at 42 U.S.C. §3543(a).  FHA Single Family Housing Policy Handbook 4000.1. 
	Click to enter HUD SORN information: TIIS was re-evaluated and determined to retrieve its information by the Title I Case Number, not by an individual's Name, Address, Social Security Number, or other personal unique identifier. Therefore, a Rescindment SORN Notice was approved and published in the Federal Register, September 22, 2022, to remove prior TIIS SORN.
	Checks127: Yessie778
	Checks116: Yessie27


