Department of Housing and Urban Development (HUD) Privacy Impact Assessment (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban
Development information systems or electronic collections (referred to as "electronic collections" for the purpose of this

form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about members of
the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a conclusive
determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as concise as
possible. -

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals that
their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom the
system disseminates information; (7) procedures individuals may use to access or amend information used by the system; and
(8) physical, technical, and administrative safeguards applied to the system to secure the information.

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to conduct
a PIA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use either CSAM ID 957, P207
Mainframe (IBM); CSAM 959, P209 LAN File Server; CSAM 962, P212 Mainframe; or CSAM 1098, X01 Windows
Azure Public Cloud whereas the PIA for PII storage in SharePoint will use the CSAM 1095, D110 MS 0365 MT. After
completion of all required information in the PIA, PIA are required to be routed to the Shared Drive Administrator and/or
SharePoint Administrator for signature approval in addition to all the required signatures.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide. Please submit all
completed PIAs using the submission feature located at the bottom of page 7.

1. HUD INFORMATION SYSTEM: F57 Credit Alert Verification Reporting System (CAIVRS)
2. HUD DIVISION NAME: Single Family Development
3. CSAM ID: 1035

Section 1: Pll Description Summary (for public Release)

a. The PII collected is on/from: (Check all that apply)

0 From members of the general public O From a third-party source
O From Federal employees and / or Federal contractors [ No PII (Fill out 1c &11, then go to Section 4)
O From vendors [0 Other (Please specify in the box below)

CAIVRS PII from members of the general public who request access to the system and from Federal employees
and/or contractors in two categories. The first category is that of system users, who are required to provide PlII,
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b. The PILis in a/ an: (Check one)
O New HUD Information System
O Existing HUD Information System

O Significantly modified HUD Information System (if selected, [J Existing collection
please describe the modification in the box below)

O New collection

c. Describethe purposeof this HUD information system or project, including the "types of personal
information" collected within the system (Must be consistent with Section 2a).
The purpose of CAIVRS is to ensure participating Federal agencies are able to comply with the legal requirement

to verify that individuals seeking a new, federally-backed loan, or other aid, are not presently delinquent on another
Federal obligation. CAIVRS provides a shared, inter-agency database where participating agenmes are required
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d. Why is the PII collected and / or what is the intended use of the PII? (Check all that apply)

[ Verification [O] Data Matching
[] Identification [] Mission-Related Use 1
[] Authentication [] Administrative Use
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e. Doindividuals have the opportunity to object to the collection of their PI1? MYes CONo
If “Yes,” describe the method by whichindividuals can object to the PIl collection.

If “No,” state the reason why individuals cannot object to the PII collection.

Delinquent Federal borrowers are given the opportunity to object to the collection of their PII at the time they apply
for the loan or other Federal assistance which is reported to CAIVRS if they become delinquent. If they object,

f. Do individuals have the opportunity to consent to the specific uses of their PI17? [EYes [INo
If “Yes,” describe the method by which individuals can give or withhold their consent.

If “No,” state the reason why individuals cannot give or withhold their consent.

CAIVRS system users are naotified via the System Use notice and Rules of Behavior that they must provide Pll to

gain access to the system. Individuals may object, however they will not be granted access if they do not provide
the reatiired data

0. When an individual isasked to provide Pl 1, is a Privacy Act Statement (PAS) and / or a Privacy
Advisory provided? (Please provide the "actual wording" in the box below and check as appropriate)
[0 Privacy Act Statement [ Privacy Notice [ Privacy Advisory CINot Applicable

Authority: HUD is authorized to collect Personally Identifiable Information (PIl), including Social Security Numbers
(SSNs) by Section 203, National Housing Act, Pub. L. 73-479; Section 255, National Housing Act, Pub. L.
100-242; 42 U.S.C. 3543 - Sec. 3543 - Preventing fraud and abuse in Department of Housing and Urban
Development programs, and in U.S. Federal Criminal Code 18 USC 1030 - Fraud and Related Activity with
Computers; and in HUD Information Technology Security Policy 2400.25.
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h. With whom will the Pl be shared through electronic data exchange, both within your HUD Division
and outside your Division? (Check all that apply)

0 Within the HUD Office/ Division Single Family Program Development
0 Other HUD Office(s) / Division(s) Office of Single Family Lender Activities and
[0 Other federal agencies VA-Department of Veteran Affairs Accounts

O State & local agencies

[0 Contractors (Include name of contractor and Pyramid Systems, LLC (CAIVRS Borrower
describe the language in the contract that safeguards Pl1 in the box below.)

O Other Privacy Safeguards are maintained in accordance

i. Source(s) of the PII collected is / are: (Check all that apply and list all information systems, if applicable)

O Individuas O Databases
O Existing HUD information systems [ Publicly available data if applicable)(e.g., obtained from
O Other Federal information systems internet, news feeds, court records)

- F17C-FHA Connection (User ID and Password management)
- F71-Debt Collection and Asset Management System - Title |

j. How will theinformation be collected? (Check all that apply and list all Official Forms and their Titles, if applicable)

[ Encrypted Email O Telephone interview

[[] Face-to-face contact F Website / e-form

[ Fax [ Paper

O Information sharing /system-to system [ Other (if selected, enter information in the box)

[ Official form

System users from participating Federal agencies and lenders that are not HUD-approved Mortgagees can apply 2
user IDs and access the CAIVRS website located at https://entp.hud.gov/caivrs/public/lhome.html. User IDs and
passwords, as well as PII collected during the user registration process are maintained in CAIVRS. FHA

Previous Version Obsolete HUD Form 1113
12/20/2021



H54397
Sticky Note
Accepted set by H54397

H54397
Sticky Note
Accepted set by H54397


k. DoesthisHUD information system require a Privacy Act System of Records Notice (SORN)?
A SORN isrequired if the information system contains information about U.S. citizens or lawful permanent
U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

[OJYes[INo

If “Yes’ enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.
If "No" explain why the SORN is not required and how information is retrieved in the system.

Credit Alert Reporting Verification System (CAIVRS)—HUD/PIH 01, published to Federal Register 8/19/2022, 87 FR
51119

. What isthe National Archive and Records Administration (NARA) approved, pending, or General
Recor ds Schedule (GRS) disposition authority for the system or for the records maintained in the
system? (Please consult Office of Records Management to ensure that the following information is accurate)

(1) NARA Job Number or GRS Authority: GRS 3.2, Item 40_DAA-GRS-2013-0006-0005, GRS 3.2, Item 41 D
(2) If pending, provide the date the SF-115 was submitted to NARA: N/A

(3) Retention instructions:
ITEM 40 System backups and tape library records Temporary. Destroy when superseded by a full backup, or when no
longer needed for system restoration, whichever is later. ITEM 41 Destroy when second subsequent backup is verified
as successful or when no longer needed for system restoration, whichever is later. Item 50 Backups of master files and
datahases File identical to nermanent records schediiled for transfer to the National Archives. Temnaorarv. Destrov
m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a
statue or Executive Order.

Section 203, National Housing Act, P.L. 73-479 (12 U.S.C. § 1709); Section 255, National Housing Act, P.L. 73-479 (12
U.S.C. § 1701z-20); Section 165, Housing and Community Development Act of 1987, P.L. 100-242 (42 U.S.C. § 3543);
Section 31001, Debt Collection Act of 1996 as amended, P.L. 104-134 (31 U.S.C. § 7701); and Section 31001, Debt
Collection Act of 1996 as amended, P.L. 104-134 (31 U.S.C. § 3720B). Office of Management and Budget (OMB)
Circulars A-129 (Policies for Federal Credit Programs and Non-Tax Receivables); the Budget and Accounting Acts of
1921 and 1950, as amended; the Debt Collection Act of 1982, as amended; the Deficit Reduction Act of 1984, as
amended, and the Debt Collection Improvement Act of 1996, as amended.

n. DoesthisInformation System or E-Collection have an active and approved Office of
Management and Budget (omB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

[2]Yes[CIJNo[]Pending

If “Yes,” list @l applicable OMB Control Numbers, collection titles, and expiration dates.

If “No,” explain why OMB approval is not required in accordance with proper HUD authority.

If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.

- OMB Control Number 2502-0059, Informed Consumer Choice Notice and Application for FHA Insured Mortgage
Expiration date: 12/31/2023

Previous Version Obsolete HUD Form 1113
12/20/2021



	Please enter CSAM ID: 1035
	Please enter HUD Division: F57 Credit Alert Verification Reporting System (CAIVRS)
	Please enter HUD Information System: Single Family Development
	Click here to enter purpose information: The purpose of CAIVRS is to ensure participating Federal agencies are able to comply with the legal requirement to verify that individuals seeking a new, federally-backed loan, or other aid, are not presently delinquent on another Federal obligation.  CAIVRS provides a shared, inter-agency database where participating agencies are required to report delinquent federal debt.  Participating Federal agencies and private lenders are required to pre-screen applicants to determine if they are presently delinquent on any Federal debt, which would make the borrower ineligible for a new federally-backed loan.  This system ensures that borrower delinquencies are identified prior to the borrower receiving any new federal aid from participating agencies. 

Types of PII:  Full Name, Date of Birth, Email address(es), Home Address, Mother’s Maiden Name, EIN, SSN/TIN, FHA case number, User ID, Passwords, Work address, and Employer/organization name.

Federal Debtor data includes full name, SSN/TIN, Federal agency reporting the delinquent debt, payment history, outstanding balance and present status of obligation/s.
	Click here to enter PII information: CAIVRS PII from members of the general public who request access to the system and from Federal employees and/or contractors in two categories. The first category is that of system users, who are required to provide PII,  including Social Security Number (SSN), name, employing Federal agency or HUD-authorized lender, and other information as required to verify the identity of the individual user being granted access. 

The second category is PII on individuals who are reported to CAIVRS by participating Federal agencies as having a delinquent Federal Debt.  This data includes Borrowers/Co-borrower’s, date of birth, name, home address, Social Security Number (SSN), Employee Identification Number (EIN) or Taxpayer ID Number (TIN), as well as the agency reporting the delinquent Federal obligation.
	Click here to enter collection information: 
	Check Box224: Yes4
	Check Box14: Yes10
	Check Box223: Off
	Check Box222: Yes2
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Yes6
	Identification: Off
	Verification: Off
	Authentication chk: Off
	Data Matching Chk: Yes25
	Mission-Related Use: Off
	Administrative Use Chk: Off
	Click here to objection information: Delinquent Federal borrowers are given the opportunity to object to the collection of their PII at the time they apply for the loan or other Federal assistance which is reported to CAIVRS if they become delinquent.  If they object, they cannot proceed with their loan application. 
	Click here to enter Privacy Act / Privacy Advisory wording: Authority: HUD is authorized to collect Personally Identifiable Information (PII), including Social Security Numbers (SSNs) by Section 203, National Housing Act, Pub. L. 73-479; Section 255, National Housing Act, Pub. L. 100-242; 42 U.S.C. 3543 - Sec. 3543 - Preventing fraud and abuse in Department of Housing and Urban Development programs, and in U.S. Federal Criminal Code 18 USC 1030 - Fraud and Related Activity with Computers; and in HUD Information Technology Security Policy 2400.25.

Purpose: HUD will use this information, including Social Security Numbers (SSNs) to verify the identity of all individuals who request a user ID to access HUD information systems. 

Routine Uses: The information will be used by and disclosed to HUD personnel and contractors or other agents to protect HUD information systems and networks as well as to safeguard sensitive PII and/or business-related information of participants in HUD programs that use CAVIRS and/or other information systems in fulfilling their Congressionally-mandated missions. Pursuant to the published Privacy Act System of Records Notices (SORNs), HUD may share the information with other program offices within HUD, and with law enforcement or other government agencies as necessary to respond to potential or actual threats to the security of Federal information systems and related data. 

Disclosure: Providing this information (including your SSN) is voluntary; however, failure to provide the requested information may delay or prevent access to this system.

The System of Records Notice (SORN) for this system is publicly available at: https://www.hud.gov/program_offices/officeofadministration/privacy_act/pia/fednotice/SORNs_LoB#housing




	Specify6: Privacy Safeguards are maintained in accordance with Federal Acquisition Regulation (FAR) 52.239-1 Privacy or Security Safeguards 
Participating Federal agencies and Lenders using CAIVRS to screen borrowers for delinquent Federal debt.
	Specify5: Pyramid Systems, LLC (CAIVRS Borrower database), and Salient CRGT (CAIVRS user data) 
	Check Box18: Yes25
	Check Box300: yes13
	Check Box301: Yes14
	Check Box302: Yes15
	Check Box305: Off
	Check Box306: Yes17
	Check Box18444: Yes18
	Check Box91: Yes200
	Click here to enter PII source information: - F17C-FHA Connection (User ID and Password management)
- F71-Debt Collection and Asset Management System - Title I
- F71A-Debt Collection and Asset Management System - Generic Debt
- P278-Lender Electronic Assessment Portal
- A75R - Financial Data Mart
- VA-Department of Veteran Affairs Accounts Receivable Records 88VA244
- SBA-Small Business Administration Disaster Loan Case File and Loan System
- ED- Department of Education Common Services for Borrowers 
- USDA-United States Department of Agriculture Applicant, Borrower, Grantee, or Tenant File (Rural Development) - DOJ- Department of Justice Debt Collection Enforcement System
	Check Box20: Off
	Check Box202: Yes202
	Check Box203: Yes203
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: System users from participating Federal agencies and lenders that are not HUD-approved Mortgagees can apply user IDs and access the CAIVRS website located at https://entp.hud.gov/caivrs/public/home.html. User IDs and passwords, as well as PII collected during the user registration process are maintained in CAIVRS.  FHA Connection (F17-C) retains a copy of the user IDs and passwords to use when authenticating user access.

Delinquent Federal debt information is transmitted by system-to-system information sharing by participating Federal agencies.
	Check Box18111133: Off
	Check Box1181: Yes3422323
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Off
	Click here to enter consent information: CAIVRS system users are notified via the System Use notice and Rules of Behavior that they must provide PII to gain access to the system. Individuals may object, however they will not be granted access if they do not provide the required data.

Individuals with delinquent Federal debt are given the opportunity to object to the collection of their PII at the time they apply for the loan or other Federal assistance which is subsequently reported to CAIVRS if they become delinquent.  If they object, they cannot proceed with their application.  
	Check Box19033: Off
	Check Box191r: Yes31323r
	Check Box192r43: Off
	Check Box1921r134: Off
	Checks12: Yessie
	Checks123: Yessi1221
	Specify1: Single Family Program Development
	Specify2: Office of Single Family Lender Activities and Finance Budget, Office of Administration, Office of Inspector General, Office of General Counsel
	Specify3: VA-Department of Veteran Affairs Accounts Receivable Records 88VA244, SBA-Small Business Administration Disaster Loan Case File and Loan System, ED- Department of Education Common Services for Borrowers , USDA-United States Department of Agriculture Applicant, Borrower, Grantee, or Tenant File (Rural Development), DOJ- Department of Justice Debt Collection Enforcement System
	Specify4: 
	Check Box19: Off
	Click here to enter NARA / GRS information: GRS 3.2, Item 40_DAA-GRS-2013-0006-0005, GRS 3.2, Item 41 DAA-GRS-2013-0006-0006, GRS 3.2, Item 50 DAA-GRS-2013-0006-0007, GRS 3.2, Item 51 DAA-GRS-2013-0006-0007, GRS 5.2 DAA-GRS-2017-0003-0002, HUD Schedule 5, NARA Job NC1-207-78-1, HUD Schedule 20, NARA Job NC1-207-79-8, GRS 3.1, Item 50 DAA-GRS-2013-0005-0002, GRS 3.1, Item 51 DAA-GRS-2013-0005-0003     
	Click here to enter date: N/A
	Click here to enter retention instructions: ITEM 40 System backups and tape library records  Temporary. Destroy when superseded by a full backup, or when no longer needed for system restoration, whichever is later. ITEM 41 Destroy when second subsequent backup is verified as successful or when no longer needed for system restoration, whichever is later. Item 50 Backups of master files and databases File identical to permanent records scheduled for transfer to the National Archives.  Temporary. Destroy immediately after the identical records have been captured in a subsequent backup file or at any time after the transfer request has been signed by the National Archives, but longer retention is authorized if required for business use. Item 51  File identical to temporary records authorized for destruction by a NARA-approved records schedule  Temporary. Destroy immediately after the identical records have been deleted or replaced by a subsequent backup file, but longer retention is authorized if required for business use. Temporary. Destroy upon verification of successful creation of the final document or file, or when no longer needed for business use, whichever is later. Item 50 Data administration records. Documentation necessary for preservation of permanent electronic records.  Permanent. Transfer to the National Archives with the permanent electronic records to which the documentation relates. Item 51 All documentation for temporary electronic records and documentation not necessary for preservation of permanent records.  Temporary. Destroy 5 years after the project/activity/ transaction is completed or superseded, or the associated system is terminated, or the associated data is migrated to a successor system, but longer retention is authorized if required for business use         
	Click here to enter OMB Control Number information:  - OMB Control Number 2502-0059, Informed Consumer Choice Notice and Application for FHA Insured Mortgage     
   Expiration date: 12/31/2023
	Click here to enter collection authority information: Section 203, National Housing Act, P.L. 73-479 (12 U.S.C. § 1709); Section 255, National Housing Act, P.L. 73-479 (12 U.S.C. § 1701z-20); Section 165, Housing and Community Development Act of 1987, P.L. 100-242 (42 U.S.C. § 3543); Section 31001, Debt Collection Act of 1996 as amended, P.L. 104-134 (31 U.S.C. § 7701); and Section 31001, Debt Collection Act of 1996 as amended, P.L. 104-134 (31 U.S.C. § 3720B). Office of Management and Budget (OMB) Circulars A-129 (Policies for Federal Credit Programs and Non-Tax Receivables); the Budget and Accounting Acts of 1921 and 1950, as amended; the Debt Collection Act of 1982, as amended; the Deficit Reduction Act of 1984, as amended, and the Debt Collection Improvement Act of 1996, as amended.
	Click to enter HUD SORN information: Credit Alert Reporting Verification System (CAIVRS)—HUD/PIH 01, published to Federal Register 8/19/2022, 87 FR 51119 
	Checks127: Yessie7789
	Checks116: Yessie27


