
Department of Housing and Urban Development (HUD) Privacy Impact Assessment (PIA)

 of 

3. CSAM ID:

CSAM ID:

1. HUD INFORMATION SYSTEM:
2. HUD DIVISION NAME:

Section 1: PII Description Summary (For Public Release)

a. The PII is: (Check all that apply)

b. The PII is in a / an: (Check one)

New HUD Information System 
Existing HUD Information System 
Significantly modified HUD Information System (if selected, 
please describe the modification in the box below) 

New collection 
Existing collection

c. Describe the purpose of this HUD information system  or project, including the types of personal
information collected within the system.

d. Why is the PII collected and / or what is the intended use of the PII?

1

Prescribing Authority: Public 
Law 107-347, Section 208(b). 
Complete this form for 
Department of Housing and 
Urban Development (HUD) 
information systems or 
electronic collections 
(referred to as "electronic 
collections" for the purpose 
of this form) of information 
that collect, maintain, use, 
and / or disseminate 
personally identifiable 
information (PII) about 
members of the public, 
Federal employees, and 
contractors. In the case where 
no PII is collected, the PIA 
will serve as a conclusive 
determination that privacy 
requirements do not apply to 
the system. Please be sure to 
use plain language and be as 
concise as possible.
For further information and 
instructions on how to fill out 
the PIA, please see the PIA 
Reference Guide.
HUD’s PIAs describe: (1) the 
legal authority that permits 
the collection of information; 
(2) the specific type of 
information used by the 
system; (3) how and why the 
system uses the information; 
(4) whether the system 
provides notice to individuals 
that their information is used 
by the system; (5) the length 
of time the system retains 
information; (6) whether and 
with whom the system 
disseminates information; (7) 
procedures individuals may 
use to access or amend 
information used by the 
system; and (8) physical, 
technical, and administrative 
safeguards applied to the 
system to secure the 
information.

From members of the general public
From Federal employees and / or Federal contractors 
From vendors

From a third-party source 
No PII (Fill out 1c &1l, then go to Section 4) 

Other (Please specify in the box below) 

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban 
Development information systems or electronic collections (referred to as "electronic collections" for the purpose of this 
form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about members 
of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a conclusive 
determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as concise as 
possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information 
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals 
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom 
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system; 
and (8) physical, technical, and administrative safeguards applied to the system to secure the information. 

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to 
conduct a PIA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use either CSAM ID P207, 
P209, P212 or 1098 whereas the PIA for PII storage in SharePoint will use the CSAM ID D110 SharePoint. After 
completion of all required information in the PIA, PIA are required to be routed to the Shared Drive Administrator and/or 
SharePoint Administrator for signature approval in addition to all the required signatures.

 For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide. Please submit all 
completed PIAs using the submission feature located at the bottom of page 7.

Verification
Identification
Authentication

Data Matching
Mission-Related Use 
Administrative Use
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e. Do individuals have the opportunity to object to the collection of their PII?
If “Yes,” describe the method by which individuals can object to the PII collection. 
If “No,”  state the reason why individuals cannot object to the PII collection. 

f. Do individuals have the opportunity to consent to the specific uses of their PII?
If “Yes,” describe the method by which individuals can give or withhold their consent. 
If “No,” state the reason why individuals cannot give or withhold their consent.

Yes      No

Yes      No 

g. When an individual is asked to provide PII, is a Privacy Act Statement (PAS) and / or a Privacy
Advisory provided? (Please provide the actual wording in the box below and check as appropriate)
☐ Privacy Act Statement ☐ Privacy Advisory ☐ Not Applicable

☐ Databases
Publicly available data if  applicable)(e.g., obtained from
internet, news feeds, court records)

☐ Telephone interview
☐ Website / e-form
☐ Paper
☐ Other (if selected, enter information in the box )

☐ Individuals

☐ Encrypted Email
☐ Face-to-face contact
☐ Fax
☐ Information sharing /system-to system
☐ Official form

2

h. With whom will the PII be shared through electronic data exchange, both within your HUD Division
and outside your Division? (Check all that apply)

☐ Within the HUD Office / Division
☐ Other HUD Office(s) / Division(s)
☐ Other federal agencies
☐ State & local agencies
☐ Contractors (Include name of contractor and

describe the language in the contract that safeguards PII in the box below.)

☐ Other

i. Source(s) of the PII collected is / are: (Check all that apply & list all information systems if applicable)

☐ Existing HUD information systems
☐Other Federal information systems

j. How will the information be collected? (Check all that apply & list all Official Forms and Titles if applicable)
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k. Does this HUD information system require a Privacy Act System of Records Notice (SORN)?
A SORN is required if the information system contains information about U.S. citizens or lawful permanent

U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN 
information must be consistent. 

Yes     No 

If “Yes” enter SORN System Identifier: 
If a SORN has not yet been published in the Federal Register, enter date of submission for approval. 
If "No" explain why the SORN is not required. 

l. What is the National Archive and Records Administration (NARA) approved, pending, or General
Records Schedule (GRS) disposition authority for the system or for the records maintained in the
system?(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority:
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

n. Does this Information System or E-Collection have an active and approved Office of
Management and Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

Yes     No     Pending 
If “Yes,” list all applicable OMB Control Numbers, collection titles, and expiration dates. 
If “No,” explain why OMB approval is not required in accordance  with proper HUD authority. 
If “Pending,”  provide the date for the 60 and / or 30 day notice and the Federal Register citation. 
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m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a
statue or Executive Order.
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	Please enter CSAM ID: 1017
	Please enter HUD Division: A43C - Single Family Insurance System - Claims Subsystem (CLAIMS)
	Please enter HUD Information System: Single Family Post Insurance Division
	Click here to enter purpose information: A43C/CLAIMS purpose is to receive, edit, control, monitor and authorize payments of mortgage insurance benefits to lenders after the borrower defaults on his/her mortgage. The claim may be for loss mitigation, with the borrower remaining in the property, or for disposition, such as foreclosure, pre-foreclosure sale, or deed in lieu of foreclosure.Types of PII collected : Mortgagor's Full name, Address(es) and Social Security number; System User's Full ame and user H and C ids; Lender's Full name, business address, tax identification and employer identification number, reference number, and points of contact full name, and phone number.A typical A43C transaction is initiated when a lender submits the form HUD-27011, Application for Single Family Mortgage Insurance Benefits via the FHA Connection; FHA Connection B2G/XML bulk claim submission process for loss mitigation claims; EDI; or FHA Catalyst.  The system verifies lender information and performs edits to ensure program claim type specific compliance. System processes include, but are not limited to validation of single-family forward endorsed portfolio data and of timely claim submission; verification of approved expense amounts and limits; curtailment of interest; and disbursement authorization of single-family forward mortgage insurance benefits to the holding mortgagee (lender).   During FY21 SFIS CLAIMS added an interface with FHA Catalyst to automate the Single Family supplemental claim submission process. This modification also allows lenders to submit all other Single Family claim types (Disposition and Loss Mitigation) and to share Single Family Claim status electronically. 
	Click here to enter PII information: 
	Click here to enter collection information: 
	Check Box224: Off
	Check Box14: Yes10
	Check Box223: Off
	Check Box222: Yes2
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Off
	Identification: Yes25
	Verification: Yes25
	Authentication chk: Yes25
	Data Matching Chk: Off
	Mission-Related Use: Yes25
	Administrative Use Chk: Off
	Click here to objection information: The Privacy Act Statement states "Providing all information is voluntary. Insurance benefits may not be disbursed if all information is not provided."  
	Click here to enter Privacy Act / Privacy Advisory wording: Authority: Section 203 of the National Housing Act of 1034; and Section 7(d) of the Department of Housing and Urban Development Act (Public Law 89-174). Program regulations are found in 24 CFR 5.210; 24 CFR 200.1101; 24 CFR 203.35. The Housing Community Development Act of 1987, 42 U.S.C. 3543(a) requires as a condition of mortgage insurance program eligibility that applicants disclose his or her social security number (SSN). The Debt Collection Act of 1982, Public Law 97-365, requires any person participating in a Federally-insured loan program to provide his/her Social Security Number.Purpose: Data used is collected by form HUD 92900-A and other related forms and is required to obtain a Federal Housing Administration (FHA) mortgage insurance benefits payment on an endorsed single-family mortgage. The data collected is evaluated to ensure program compliance. Routine Use: The information will not be disclosed outside HUD except to verify its accuracy with FHA lenders; to appropriate agencies, entities, and persons when it is necessary to mitigate a breach or related incident; to authorized federal agencies for disbursement of funds or authorized inquiries; to law enforcement agencies when relevant to civil, criminal, or regulatory investigations and prosecutions. Additional disclosures may be used by HUD for computer matching purposes. Disclosure: Providing all information is voluntary. Insurance benefits may not be disbursed if all information is not provided.  Your completion and submission of the information requested conveys your consent to all uses of your information.
	Specify6: FHA Approved Lenders
	Specify5: Pyramid Systems, Inc. (PSI), Peraton, Leidos; Privacy Safeguards are maintained in accordance with FAR 52.239-1 Privacy or Security Safeguards
	Check Box18: Yes25
	Check Box300: yes13
	Check Box301: Yes14
	Check Box302: Yes15
	Check Box305: Off
	Check Box306: Yes17
	Check Box18444: Yes18
	Check Box91: Yes200
	Click here to enter PII source information: The PII is collected from the homeowner and provided on behalf of the borrower (mortgagor) by Lender (Mortgagee), HUD staff via data inputs, Lenders, or systems exchanges: - U26A - Electronic Data Interchange System (EDIS)- P323A - FHA Catalyst- P278 - Lender Electronic Assessment Portal (LEAP)- A43 - Single Family Insurance System (SFIS)- F17 - Computerized Homes Underwriting Management System (CHUMS)- A80S - Single Family Acquired Asset Management System (SAMS)- U.S. Department of Treasury's Payment Automation Manager (PAM); and Pay.gov systems.
	Check Box202: Yes202
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: - HUD-27011, Single-Family Application for Insurance Benefits (Parts A-E)- HUD-92900-A, HUD Addendum to Uniform Residential Loan ApplicationOnce the mortgage loan enters a default status, input from HUD-92900-A is used to complete HUD-27011 and notify HUD electronically that a claim benefit payment is due via FHA Connection; via bulk claim submission process for loss mitigation claims; via EDIS; or via FHA Catalyst. CLAIMS validates endorsed case status prior to approving payment. Lender details are verified and submitted to CLAIMS by LEAP.
	Check Box18111133: Yes3623
	Check Box1181: Yes3422323
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Yes30wd
	Click here to enter consent information: The Privacy Act Statement states "Completion and submission of the information requested conveys your consent to all uses of your information."
	Check Box19033: Off
	Check Box191r: Yes31323r
	Check Box192r43: Yes32r43
	Check Box1921r134: Off
	Checks12: Yessie
	Checks123: Yessi1221
	Specify1: Single Family Post Insurance Division; Single Family Acquired Assets Branch; Single Family Insurance Operations Division; Office of the FHA Comptroller 
	Specify2: Office of Single Family Program Development; Office of Chief Information Officer; Government National Mortgage Association (GNMA); Office of Lender Activities and Program Compliance; Office of Single Family Asset Management
	Specify3: US Department of Treasury - Payment Automation Manager (PAM); and Pay.gov
	Specify4: 
	Click here to enter NARA / GRS information: DAA-GRS-2013-0003-0001; DAA-GRS-2013-0005-0006; DAA-GRS-2013-0005-0007; DAA-GRS-2013-0005-0003; DAA-GRS-2013-0006-0004; DAA-GRS-2013-0006-0006; DAA-GRS-2013-0006-0005, DAA-GRS-2013-0006-0008; DAA-GRS-2017-0003-0002
	Click here to enter date: 
	Click here to enter retention instructions: 1) GRS 1.1, Item 10, Financial Transactions – Applications claim documents, financial, and non-financial transactions, correspondence, and reports used and created in the evaluation of payments for claim benefits filed. The claims may be for borrower defaults, foreclosure, pre-foreclosure sale, or deed in lieu of foreclosure. Temporary. Destroy 6 years after final payment or cancellation, but longer retention is authorized if required for business use. 2) GRS 1.1, Item 010, System Documents and Emails – Financial transactions, audits and technical documents relating to system. Temporary. Destroy 6 years after final payment or cancellation, but longer retention is authorized if required for business use.3) GRS 3.1, Item 010, System Development-Infrastructure Project Records. Temporary. Destroy 5 years after project is terminated, but longer retention is authorized if required for business use. 4) GRS 3.1, Item 011, System Development Records. Temporary. Destroy 5 years after system is superseded by a new iteration, or is terminated, defunded, or no longer needed for agency/IT administrative purposes, but longer retention is authorized if required for business use. 5) GRS 3.1, Item 011, System Documentation and Data Security Records – Technical Documents relating to A43CClAIMS. Temporary. Destroy 5 years after system is superseded by a new iteration, or is terminated, defunded, or no longer needed for agency/IT administrative purposes, but longer retention is authorized if required for business use. 6) GRS 3.1, Item 051, System Documentation and Data Administrative Records – Correspondence, email, non-financial transactions, and reports used and created in the activities of user account management and system administration. Temporary. Destroy 5 years after the project/activity/ transaction is completed or superseded, or the associated system is terminated, or the associated data is migrated to a successor system, but longer retention is authorized if required for business use. 7) GRS 3.2, Item 031, System Access Records. Temporary. Destroy 6 years after password is altered or user account is terminated, but longer retention is authorized if required for business use. 8) GRS 3.2, Item 041, System backups-tape library records (Full backup files). Temporary. Destroy when second subsequent backup is verified as successful or when no longer needed for system restoration, whichever is later.9) GRS 3.2, Item 040, System backups-tape library records (Incremental backup files). Temporary. Temporary. Destroy when second subsequent backup is verified as successful or when no longer needed for system restoration, whichever is later. 10) GRS 3.2, Item 051, Backups of Master Files and Databases. Temporary. Destroy when second subsequent backup is verified as successful or when no longer needed for system restoration, whichever is later. Reviewed/verified, no changes required 11) GRS 5.2, Item 20, System Input/Output Records (Intermediary records) – Claims Collection Inventory Files, Programs Claims, Payments, financial adjustment, etc. (Add to Box 6) Temporary. Destroy upon verification of successful creation of the final document or file, or when no longer needed for business use, whichever is later. 12) GRS 5.2, Item 020, Procurements for management of vendor contracts and obligations. Temporary. Destroy upon verification of successful creation of the final document or file, or when no longer needed for business use, whichever is later.
	Click here to enter OMB Control Number information: - OMB Control Number 2502-0429: Single Family Application for Insurance Benefits, Expiration date: 01/31/2024 - OMB Control Number 2502-0589: FHA Insured Mortgage Loan Servicing Involving the Loss Mitigation Programs,   Expiration date:  08/31/2023 - PENDING - OMB Control Number 2502-0005:  FHA Lender Approval, Annual Renewal, Periodic Updates and   Required Reports by FHA Approved Lenders; 60 day notice date:  8/29/2022, 87 FR 52804 - OMB Control Number 2502-0059:  Informed Consumer Choice Notice and Application for FHA Insured Mortgage,   Expiration date: 12/31/2023- OMB Control Number 2502-0600:  Quality Control Requirements for Direct Endorsement Lenders,   Expiration date:  3/31/2024
	Click here to enter collection authority information: Section 203 of the National Housing Act of 1034; and Section 7(d) of the Department of Housing and Urban Development Act (Public Law 89-174). Program regulations are found in 24 CFR 5.210; 24 CFR 200.1101; 24 CFR 203.35.The Housing Community Development Act of 1987, 42 U.S.C. 3543(a) requires as a condition of mortgage insurance program eligibility that applicants disclose his or her social security number (SSN). The Debt Collection Act of 1982, Public Law 97-365, requires any person participating in a Federally-insured loan program to provide his/her Social Security Number.
	Click to enter HUD SORN information: Evaluation determined the system only retrieves records by the FHA Case Number. Rescindment Notice was approved by Privacy on 07/27/2021 and notice to remove existing SORN, HSNG.SF/HWAA.02/Single Family Insurance Subsystem Claims (CLAIMS) from the Federal Register published on June 22, 2022.
	Checks127: Yessie778
	Checks116: Yessie27


