
Department of Housing and Urban Development (HUD) Privacy Impact Assessment (PIA)

 of 

3. CSAM ID:

CSAM ID:

1. HUD INFORMATION SYSTEM:
2. HUD DIVISION NAME:

Section 1: PII Description Summary (For Public Release)

a. The PII is: (Check all that apply)

b. The PII is in a / an: (Check one)

New HUD Information System 
Existing HUD Information System 
Significantly modified HUD Information System (if selected, 
please describe the modification in the box below) 

New collection 
Existing collection

c. Describe the purpose of this HUD information system  or project, including the types of personal
information collected within the system.

d. Why is the PII collected and / or what is the intended use of the PII?

1

Prescribing Authority: Public 
Law 107-347, Section 208(b). 
Complete this form for 
Department of Housing and 
Urban Development (HUD) 
information systems or 
electronic collections 
(referred to as "electronic 
collections" for the purpose 
of this form) of information 
that collect, maintain, use, 
and / or disseminate 
personally identifiable 
information (PII) about 
members of the public, 
Federal employees, and 
contractors. In the case where 
no PII is collected, the PIA 
will serve as a conclusive 
determination that privacy 
requirements do not apply to 
the system. Please be sure to 
use plain language and be as 
concise as possible.
For further information and 
instructions on how to fill out 
the PIA, please see the PIA 
Reference Guide.
HUD’s PIAs describe: (1) the 
legal authority that permits 
the collection of information; 
(2) the specific type of 
information used by the 
system; (3) how and why the 
system uses the information; 
(4) whether the system 
provides notice to individuals 
that their information is used 
by the system; (5) the length 
of time the system retains 
information; (6) whether and 
with whom the system 
disseminates information; (7) 
procedures individuals may 
use to access or amend 
information used by the 
system; and (8) physical, 
technical, and administrative 
safeguards applied to the 
system to secure the 
information.

From members of the general public
From Federal employees and / or Federal contractors 
From vendors

From a third-party source 
No PII (Fill out 1c &1l, then go to Section 4) 

Other (Please specify in the box below) 

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban 
Development information systems or electronic collections (referred to as "electronic collections" for the purpose of this 
form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about members 
of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a conclusive 
determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as concise as 
possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information 
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals 
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom 
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system; 
and (8) physical, technical, and administrative safeguards applied to the system to secure the information. 

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to 
conduct a PIA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use either CSAM ID P207, 
P209, P212 or 1098 whereas the PIA for PII storage in SharePoint will use the CSAM ID D110 SharePoint. After 
completion of all required information in the PIA, PIA are required to be routed to the Shared Drive Administrator and/or 
SharePoint Administrator for signature approval in addition to all the required signatures.

 For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide. Please submit all 
completed PIAs using the submission feature located at the bottom of page 7.

Verification
Identification
Authentication

Data Matching
Mission-Related Use 
Administrative Use
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e. Do individuals have the opportunity to object to the collection of their PII?
If “Yes,” describe the method by which individuals can object to the PII collection. 
If “No,”  state the reason why individuals cannot object to the PII collection. 

f. Do individuals have the opportunity to consent to the specific uses of their PII?
If “Yes,” describe the method by which individuals can give or withhold their consent. 
If “No,” state the reason why individuals cannot give or withhold their consent.

Yes      No

Yes      No 

g. When an individual is asked to provide PII, is a Privacy Act Statement (PAS) and / or a Privacy
Advisory provided? (Please provide the actual wording in the box below and check as appropriate)
☐ Privacy Act Statement ☐ Privacy Advisory ☐ Not Applicable

☐ Databases
Publicly available data if  applicable)(e.g., obtained from
internet, news feeds, court records)

☐ Telephone interview
☐ Website / e-form
☐ Paper
☐ Other (if selected, enter information in the box )

☐ Individuals

☐ Encrypted Email
☐ Face-to-face contact
☐ Fax
☐ Information sharing /system-to system
☐ Official form

2

h. With whom will the PII be shared through electronic data exchange, both within your HUD Division
and outside your Division? (Check all that apply)

☐ Within the HUD Office / Division
☐ Other HUD Office(s) / Division(s)
☐ Other federal agencies
☐ State & local agencies
☐ Contractors (Include name of contractor and

describe the language in the contract that safeguards PII in the box below.)

☐ Other

i. Source(s) of the PII collected is / are: (Check all that apply & list all information systems if applicable)

☐ Existing HUD information systems
☐Other Federal information systems

j. How will the information be collected? (Check all that apply & list all Official Forms and Titles if applicable)
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k. Does this HUD information system require a Privacy Act System of Records Notice (SORN)?
A SORN is required if the information system contains information about U.S. citizens or lawful permanent

U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN 
information must be consistent. 

Yes     No 

If “Yes” enter SORN System Identifier: 
If a SORN has not yet been published in the Federal Register, enter date of submission for approval. 
If "No" explain why the SORN is not required. 

l. What is the National Archive and Records Administration (NARA) approved, pending, or General
Records Schedule (GRS) disposition authority for the system or for the records maintained in the
system?(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority:
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

n. Does this Information System or E-Collection have an active and approved Office of
Management and Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

Yes     No     Pending 
If “Yes,” list all applicable OMB Control Numbers, collection titles, and expiration dates. 
If “No,” explain why OMB approval is not required in accordance  with proper HUD authority. 
If “Pending,”  provide the date for the 60 and / or 30 day notice and the Federal Register citation. 

3

m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a
statue or Executive Order.
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	Please enter CSAM ID: 1024
	Please enter HUD Division: P013 - FHA Subsidiary Ledger (FHA-SL) –  Revenue Management (RM)
	Please enter HUD Information System: Office of Housing, Finance and Budget Office
	Click here to enter purpose information: FHA-SL Revenue Management (RM) module supports servicing of multifamily insurance and claims operations. The system is used to calculate the amortization schedule for the mortgage insurance premiums, generate billings to mortgage servicers/lenders for premium payments, and manage loan project data, such as project completion and transfers of loans between lenders. The system also allows users to enter, track, and update claim submissions. System performs calculations for interest computations, net claim and final payment amount and tracks the total amount paid for each FHA insured MFH project. RM module has an interface to Financials to exchange data. Financials supports general ledger (GL) operations, and it is FHA’s official system for financial transactions.

Types of PII collected:  System users Full Name, User ID (H or C ID), email address(es), and IP address. Mortgagee (servicer/holder) Full Name, Business Name and Address, Mortgagee ID, Taxpay ID/Identification Number (TIN), Employer Identification Number, and Phone Number(s).


	Click here to enter PII information: 
	Click here to enter collection information: System is being re-classed to PII system. 
	Check Box224: Off
	Check Box14: Yes11
	Check Box223: Off
	Check Box222: Yes2
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Off
	Identification: Yes25
	Verification: Yes25
	Authentication chk: Off
	Data Matching Chk: Off
	Mission-Related Use: Yes25
	Administrative Use Chk: Off
	Click here to objection information: The FHA-SL RM is not the originating source for PII collected.  Individuals object to the collection of their PII is under the originating source forms and/or systems: P278 Lender Electronic Assessment Portal (LEAP), P281 Digital Identity and Access Management System (DIAMS)
	Click here to enter Privacy Act / Privacy Advisory wording: The Privacy Act Statements (PAS) and/or advisory is addressed by HUD Multifamily Insurance Program forms, and HUD Source Systems: LEAP for mortgagee records, and/or DIAMS for user access records. Individuals do not provide PII directly onto the FHA-SL RM. 

LEAP Privacy Act Statement:
Authority:   Section 203 of the National Housing Act (12 U.S.C. §§10711-1, 1708(a), 1709(r), and 1715(u))); 42 U.S.C. § 3543 "Preventing fraud and abuse in Department of Housing and Urban Development programs" (enacted as part of the Housing and Community Development Act of 1987); and 31 U.S.C. § 7701; The Housing and Community Act of 1987, 42 U.S.C. 3543(a) authorizes HUD to collect the Social Security Number (SSN).  

Purpose:  LEAP's purpose is to obtain information from lending institutions and the principals or officers of those institutions seeking approval or already approved to originate, service or hold single family and/or multifamily FHA-insured mortgages, or Title I and Title II insured loans. The information in this record system enables HUD/FHA to process applications for (1) suitability and verification purposes (including institution creditworthiness, prior lending history with FHA, outstanding legal, regulatory or compliance issues, outstanding federal debts or penalties and similar individual experience with corporate officers); (2) to ensure conformance to FHA Title I and Title II authorities (including documented instances of deviations from or violations of FHA lending policy on FHA-insured loans and the existence and amount of indemnifications and loan loss offsets to FHA); (3) to identify specific individuals and roles at lending institutions, for communication, outreach, planning and previous FHA lending experience. The system contains all documents and related data required for a lender's application and for ongoing operational management of lender's relationship with FHA. LEAP is utilized by HUD as a single system, built on the Siebel Partner Relationship Manager platform. LEAP is maintained over HUD's internal network. The system provides different “views” into data tables, and is more flexible and customizable than many legacy systems. “Tabs” are used in Siebel as shortcuts to specific data tables or to accelerate specific actions within the system. There are no separate “modules” for this system, and tabs should not be confused with modules. The Siebel PRM is a robust system that can host many different actions for different sets of users simultaneously across the agency.
While LEAP is expanding to cover this new functionality, this functionality currently exists within other systems in the Office of Lender Activities and Program Compliance. No functionality new to the Government is contained in this system. The consolidation onto LEAP provides greater efficiency and cost savings to the Government. LEAP does not contain any loan level data about an individual. It only contains information about the FHA lender.
Routine Use:  In addition to those disclosures generally permitted under 5 U.S.C. 552 a(b) of the Privacy Act of 1974, other routine uses include:
(a) To the FBI during the course of investigating possible fraud in the FHA mortgage insurance, underwriting insuring, or monitoring process, to the extent necessary to obtain information pertinent to the investigation;
(b) To the Department of Justice (DOJ) when seeking legal advice for a HUD initiative or in response to DOJ's request for the information, after either HUD or DOJ determine that such information is relevant to DOJ's representatives of the United States or any other components in legal proceedings before a court or adjudicative body, provided that, in each case, the agency also determines prior to disclosure that disclosure of the records to the DOJ is a use of the information contained in the records that is compatible with the purpose for which HUD collected the records;
(c) HUD on its own may disclose records in this system of records in legal proceeding before a court or administrative body after determining that the disclosure of the records to the court of administrative body is a use of the information contained in the records that is compatible with the purpose for which HUD collected the records;
(d) To HUD contractors, lenders and financial institutions for the purpose of conducting oversight and monitoring of program operations to determine compliance with applicable laws and regulations, and financial reporting requirements;
(e) Additional disclosure for purposes of facilitating responses and remediation efforts in the event of a data breach. A record from a System Of Records maintained by HUD may be disclosed to appropriate agencies, entities and persons when: a) HUD suspects or has confirmed that the security or confidentiality of information in a system of records has been compromised; b) HUD has determined that as a result of the Start Printed Page 22828suspected or confirmed compromise there is a risk of harm to economic or property interests, identity theft or fraud, or harm to the security or integrity of systems or programs (whether maintained by HUD or another agency or entity) that rely upon the compromised information; and c) the disclosure made to such agencies, entities, and persons is reasonably necessary to assist in connection with HUD's efforts to respond to the suspected or confirmed compromise and prevent, minimize, or remedy such harm for purposes of facilitating responses and remediation efforts in the event of a data breach;
(f) To a commercial or consumer reporting agency to use in obtaining credit reports on individuals and credit and background reports on entities;
(g) To a recipient who has provided the agency with advance adequate written assurance that the record will be used solely as a statistical research or reporting record, and the record is to be transferred in a form that is not individually identifiable; and
(h) To contractors, grantees, experts, consultants, Federal agencies, and non-Federal entities including but not limited to state and local governments, and other research institutions or their parties entities and their agents with whom HUD has a contract, service agreement, grant, cooperative agreement with HUD, when necessary to accomplish an agency function related to a system of records for the purposes of statistical analysis and research in support of program operations, management, performance monitoring, evaluation, risk management, and policy development, or to otherwise support the Department's mission. Records under this routine use may not be used in whole or in part to make decisions that affect the rights, benefits or privileges of specific individuals. The results of the matched information may not be disclosed in identifiable form.

Disclosure:  Responses to Material Findings as a result of a Loan Level or Mortgagee Monitoring Review by FHA are mandatory. If no response is provided by the Mortgagee or if the response does not mitigate the unacceptable finding(s), FHA may refer any finding for administrative or other enforcement action in its discretion. Referrals may be made to any appropriate body, including: HUD’s Mortgagee Review Board; HUD’s Office of Fair Housing and Equal Opportunity; HUD’s Departmental Enforcement Center; HUD’s Office of Inspector General; the Consumer Financial Protection Bureau; the Department of Justice; and/or state regulatory agencies.
LEAP SORN is located: https://www.federalregister.gov/documents/2014/04/24/2014-09433/implementation-of-the-privacy-act-of-1974-as-amended-republication-to-terminate-and-modify-privacy

	Specify6: Privacy Safeguards are maintained in accordance with FAR 52.239-1 Privacy or Security Safeguards
	Specify5: Peraton  
	Check Box18: Yes25
	Check Box300: yes13
	Check Box301: Yes14
	Check Box302: Yes15
	Check Box305: Off
	Check Box306: Yes17
	Check Box18444: Yes18
	Check Box91: Yes200
	Click here to enter PII source information: Source Systems:
- P278 - Lender Electronic Assessment Portal (LEAP) 
- P281 - Digital Identity and Access Management System (DIAMS) 
- P210 - Intranet - General Support System (GSS)  
- Treasury/Multifamily Pay.gov Module



	Check Box202: Yes202
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: Initial source for PII is collected from the Mortgagee, HUD personnel, and/or by source systems data exchanges. PII is downloaded/referenced/pulled from a HUD source system and/or forms and stored in FHASL RM.

Official Forms:
- HUD-3305 – FHASL Access Form
- HUD-2537 – Mortgagee’s Application for Partial Settlement
- HUD-2747 – Application for Insurance Benefits
- HUD-1044-D – Insurance Benefit Claim
- HUD-3306 – Multifamily Vendor Creation/Update Form (form is used internally by HUD only/Data is pulled from 
  SF-3881/program source)
- SF-3881 – ACH Vendor/Miscellaneous Payment Enrollment form
	Check Box18111133: Yes3623
	Check Box1181: Yes3422323
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Yes30wd
	Click here to enter consent information: Individuals consent to the collection of their PII under the originating source forms and/or systems: P278 Lender Electronic Assessment Portal (LEAP), P281 Digital Identity and Access Management System (DIAMS).
	Check Box19033: Off
	Check Box191r: Off
	Check Box192r43: Off
	Check Box1921r134: Yes32r33r13
	Checks12: Yessie
	Checks123: Yessi1221
	Specify1: Multifamily Financial Operations Division (MFFOD)  (Multifamily Insurance Operations Branch (MFIOB), Multifamily Claims Branch (MFCB))
	Specify2: Office of Financial Accounting and Reporting (OFAR) (General Ledger Division (GLD), Financial Accounting Control (FACD), Financial Reporting Division (FRD)); Office of Lender Activities and Program Compliance
	Specify3: U.S. Department of Treasury
	Specify4: 
	Click here to enter NARA / GRS information: (1) DAA-GRS-2012-0003-0001; (2) DAA-GRS-2013-0005-0006; (3) DAA-GRS-2013-0005-0007: (4)-(5) DAA-GRS-2013-0005-0003; (6) DAA-GRS-2013-0006-0001; (7) DAA-GRS-2013-0006-0004; (8) DAA-GRS-2013-0006-0005; (9) DAA-GRS-2013-0006-0006; (10) DAA-GRS-2013-0006-0008
	Click here to enter date: 
	Click here to enter retention instructions: 1) GRS 1.1, Item 10, Multifamily Claim Files and records pertaining to each claim and type.  Temporary. Destroy 6 years after final payment or cancellation, but longer retention is authorized if required for business use.  

2) GRS 3.1, Item 010: Infrastructure Project Records. Temporary. Destroy 5 years after project is terminated, but longer retention is authorized if required for business use. 

3) GRS 3.1, Item 011: System Development Records.  Temporary. Destroy 5 years after system is superseded by a new iteration, or is terminated, defunded, or no longer needed for agency/IT administrative purposes, but longer retention is authorized if required for business use.  

4) GRS 3.1, Item 051: Reports and Technical documentation Generated. Temporary. Destroy 5 years after the project/activity/ transaction is completed or superseded, or the associated system is terminated, or the associated data is migrated to a successor system, but longer retention is authorized if required for business use. 

5) GRS 3.1, Item 051:  System Documentation Data Administration Records.  Temporary. Destroy 5 years after the project/activity/transaction is completed or superseded, or the associated system is terminated, or the associated data is migrated to a successor system, but longer retention is authorized if required for business use.  

6) GRS 3.2, Item 10:  System and Data Security Records.  Temporary. Destroy 1 year(s) after system is superseded by a new iteration or when no longer needed for agency/IT administrative purposes to ensure a continuity of security controls throughout the life of the system. 

7) GRS 3.2, Item 031: System Access Records. Temporary. Destroy 6 years after password is altered or user account is terminated, but longer retention is authorized if required for business use.  

8) GRS 3.2, Item 040: System backups and tape library records (Incremental Backup Files). Temporary. Destroy when second subsequent backup is verified as successful or when no longer needed for system restoration, whichever is later. 

9) GRS 3.2, Item 041: System backups and tape library records (Full Backup Files). Temporary.  Destroy when second subsequent backup is verified as successful or when no longer needed for system restoration, whichever is later.  

10) GRS 3.2, Item 051: Backups of Master Files and Databases. Temporary. Destroy when second subsequent backup is verified as successful or when no longer needed for system restoration, whichever is later.  

11) GRS 5.2, Item 020:  Transitory Records. Temporary. Destroy upon verification of successful creation of the final document or file, or when no longer needed for business use, whichever is later.  

	Click here to enter OMB Control Number information: - OMB Control Number 2502-0427, Mortgagee's Application for Partial Settlement, Expiration date: 8/31/2024
- OMB Control Number 2502-0005, FHA Lender Approval, Annual Renewal, Periodic Updates and Required Reports 
  from FHA Approved Lenders, Expiration date: 10/31/2022
- OMB Control Number 1510-0056, SF 3881, ACH Vendor/Miscellaneous Payment Enrollment Form (no current 
  expiration date or 60/30 day notice)
	Click here to enter collection authority information: Antideficiency Act of 1906 (Title 31, United States Code, sections 1341, 1342, 1349-1351, 1511-1519) serves as the primary foundation for the Federal government's administrative control of funds system, and Administrative Control of Funds Policies, 1830.2, Rev-6.

Delegation of Authority (5 U.S.C. § 302), Agency Chief Information Officer Authority (40 U.S.C. § 11315), Federal Agency Responsibilities (44 U.S.C. 3506 and 3551 et seq), Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure E.O. 13800, and HUD IT Security Handbook, 2400.25, Rev.5.  

	Click to enter HUD SORN information: SORN is not required, system retrieval is by the FHA Case Number, not by personal unique identifier.  
	Checks127: Yessie778
	Checks116: Yessie27


